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BBEJAEHHUE

CoBpeMeHHbIE MOJIb30BATENN XPAHAT JIMYHbIE U pabouKe TaHHbIE B 00JauYHbIX
cepBHCcax W Ha CBHEMHBIX HOCHUTENSX, OIHAKO HMH(pacTpykTypa mpoBaiiaepa
HE BCETAAa MOMKET CUYUTAThCS JOBEPEHHOW. YTEUKH, KOMIPOMETALMS YYETHBIX
3aluceld U IOPUCAUKIIMOHHBIE PUCKHU JIENIAIOT aKTyaJlbHbIM IMOAXOJ, IPU KOTOPOM
KOH(pUIEHIINAIBHOCTh 00€CIEeYMBAECTCSl HAa CTOPOHE KIMEHTa [0 pa3MEIleHUus

JTAHHBIX BO BHEIIIHEM XpaHuiuiie [1,2].

AKTYaJIbHOCTH TE€Mbl OOYyCIIOBJI€HA pacIpOCTPaHEHUEM MOOMIBHBIX
OPUJIOKEHUH A XpaHeHHus (aiIoB M CEKPETOB, a TaKXKE OTPaHMUYEHHOCTHIO
TOTOBBIX PEIICHHWI: MHOTME NPOAYKTHI MNpHUBSA3aHbl K coOcTBeHHOMY backend,

3aKpBITOM SKOCUCTEME UJTU Y3KOU MmpeaMeTHoM obmactu [3-5].

Iear paGoTbl — TOBBICUTH KOH(PHICHIIMAIBHOCTD IT0JIb30BATEIIBCKUX
JAHHBIX TPH pabOTe C HENOBCPECHHBIMU XpaHWIHUIIAMHU 3a CYET pa3pabOTKH
MOOMIIHFHOTO MPHIIOKEHUS JUTS 3aIUIIEHHOTO XPAHSHHS TI0JIh30BATEIHCKUX JJAHHBIX
(Wallenc) 6e3 coOCTBEHHOTO cepBepa MPUWIKEHHsI, C uepapxuei vault — storage —

(aiibl U KIIMEHTCKUM IH(YPOBAHUEM.

I[J'ISI JOCTHXKCHUA LCIIN OBLIM TTOCTABJICHBI CIICAYOIINC 3adavuu:

a) BBITIOJIHUTH aHANM3 TMPEIMETHOM O00JacTH U CPaBHUTEIBHBIN 0030p

aHaJIOroB, CPOPMHUPOBATH TPEOOBAHUS K IPOrPAMMHOMY MPOIYKTY;

0) CIpPOEKTHUPOBAaTh  APXUTEKTYpPYy  CHUCTEMbI, MOJEIb  JIaHHBIX W

ITOJIL30BATCIILCKHUEC COCHAPHH,

B) peayn30BaTh MporpaMMHbIe MOAYNH npuioxeHuss Wallenc Ha mmargopme
Android (Kotlin);

I') IPOBECTH TECTHPOBAHWE TMPOrPAaMMHOIO olecredeHuss U 0hOPMUTH

IIPOTrpaMMHYIO0 TOKYMCHTAIIHIO,

1) BBITIOJIHUTH OIIEHKY IKOHOMHYECKUX 3aTpaT U MEPCIEeKTUB MPUMEHEHUS

pE3yJbTATOB.

O0beKT HuCcCIeI0BAaHUST — METOJbl W CPEJICTBA KIMEHTCKON 3allyThl
JAHHBIX B MOOWJBHBIX TpwioxkeHusx. [Ipeamer ucciaenoBaHusi — MPOEKTHBIC U

nporpamMMmHbie pereHus npuioxkenus Wallenc.

Meroabl  HMCCJIeI0OBAHHMS: AHAIW3 HOPMAaTMBHOM W TEXHUYECKOU

AOKYMCHTAIWH, Cp&BHPITCJ'IBHBIfI aHaJIu3 IIpOorpaMMHBIX aHaJIOTrOB, 0O0BEKTHO-
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opueHTupoBaHHoe mnpoekrupoBanue (UML, BPMN, DFD), npororunupoBaHue

MOJIb30BaTEILCKOTO UHTEp(elica, TporpaMMHas peanu3alys U TecTupoBanue [6,7].

IpakTuyeckas 0a3a. PaGora BbImoMHEHAa B paMKax MPOU3BOACTBEHHOM
npaktuku B OO0 HM® «Heiiporex» (09.02.2026—06.05.2026) no HampaBiIeHHUIO
09.03.04 «IIporpammuast uHKeHepus» Ha Kadeape MaTeMaTHIECKOro 00eCrieueHUs
u npumenenuss OBM (MOII 9BM). Hayunsiii pykoBonutens — benukoB A. H.
(xadenpa cucremHoro aHanuza u tenekommynukanuit, CAUT); pykoBoauTens ot

opranuzanuu — AnekceeB J[. M.

Hay4ynast HOBM3HA 3aKIIIO4acTCS B COYETaHUU eauHoro VaultsManager,
Monenu vault/storage, KIMEHTCKOTO MmU(POBAHUS M aJanTEPHOrO JOCTyNa K
npoBaiiiepaMm 06e3 COOCTBEHHOIO cepBepa MPUIIOKEHUS, C MPOEKTHBIM KOHTYPOM

CHHXPOHM3AIIMH 3alIi(PpOBaHHBIX JaHHBIX 0€3 mepeaaun KJIIUel mpoBaiiepy.

IIpakTHyeckass 3HAYMMOCTH — HCIIOJIb30BAHUE PE3YJIbTATOB IPH
nanbHeie pa3paboTKe MPOAYKTa M B YYEOHBIX MPOEKTaX IO MOOWIbHOU

pa3paboTke U MHPOPMAITMOHHON OE30MTaCHOCTH.

[losicHuTeNnbHAS 3allMCKAa COCTOUT W3 BBEACHUS, CEMU IVIaB, 3aKIIFOUCHUS,
CIIMCKA UCIOJIb30BAHHBIX MCTOUYHHKOB M TPEX MPUIIOKEHUN (JIICTUHTH MCXOIHOTO
KoJa, TpOrpaMMHasi JOKYMEHTAIlWs, CKPUHIIOTHI uHTepdeiica). B mmase 1
000CHOBaHa aKTyaJbHOCTh U MPUBEJIEHO CPABHEHUE AHAJIOTOB; IJIaBa 2 OMUCHIBAET
apxuTeKTypy u Moaenb Room; mmaBa 3 — UX W MoJb30BaTENIbCKUE CIICHAPUH;
maBa 4 — peanu3aluio Mo MOIYJAM, AJITOPUTM CHHXPOHU3AUUU KYPHAJIOB H
npumeHenue MU-accuctenta mpu pa3paloTKe; TaBa 5 — TECTHPOBaHUE; IJIaBa
6 — SKOHOMHYECKYIO OILICHKY; IVlaBa 7 — BAapUaTHBHYIO MNPO(PECCHOHATIHHYIO

KOMIICTCHIOMWIO 11O aHAJIU3Y JaHHBIX U PCIICHUAM C UCIIOJIb30BAHNEM HH.
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1 Anaau3 Tpe0oBaHUil U IPeAMETHOM 001aCTH
1.1 AHaju3 npeaMeTHOH 00J1acTH

B pamkax aHamMza NOpeaMETHOM O00JIaCTM PacCMOTPEHBI MOAXOAbl K
XPAHEHUIO YYBCTBUTEIBHBIX JAHHBIX B MOOWJIBHBIX MPWIOKEHUAX U OOJaYHBIX
xpaHuiuiiax. Beigenensl TpeOGoBaHUS: KOHPUACHIIMAIBHOCTh MPU XPAHEHUU H
nepenade; OTCYTCTBHUE HEOOXOIMMOCTH JOBEPSITh HHPPACTPYKTYpE XPAHHUIUIIA;
YCTOMYMBOCTh K KOMIIPOMETAIMU YAAJIEHHOTO MpOBalepa; pa3desieHUuE JIOTUKH
XpaHeHHs] W KpunTorpaduyecKol 3alluThl; YHAOOHBIC CIEHAPUH CO3TAHUS

XpaHWIUIIA, MHU(PPOBaHUs, OTKPBITUSA U PAOOTHI C COAEPKUMBIM.

CdopmupoBan BBIBOJ O MPUOPUTETE KIMEHTCKUX KpPUNTOTpadUUeCKuX
MEXaHM3MOB, YHU(DUIIMPOBAHHOIO JOCTyNa K Pa3HbIM THUIAM XpaHWIHUIL U

APXUTEKTYPHI C YETKUM Pa3esICeHUEM CIIOEB.

Paccmorpenst  yrpo3sl STRIDE B  mnpumMeHeHMHM K  KIMEHTCKOMY
XpaHWIUILY: TogMeHa (GaiyioB Ha JUCKe MpoBaiaepa (tampering) HeUTpanu3yeTcs
muppPOBaHUEM; YTEUKAa METAIaHHBIX MUHUMU3HUPYETCS 3a CUET MUGPOBAHUST UMEH
nyte (ommus encryptPath); oTka3 B oOCTyXuUBaHWU OOJlaka HE OJOKUPYET
JIOKaJbHBIA JOCTYN MpHU HaIMuuM Komuu vault. Monenb noBepus: MOJIb30BaTelb
JIOBEpSIET TOJBKO COOCTBEHHOMY YCTPOWMCTBY M KOPPEKTHOCTH pealu3aluu
KPUIITOMOAYJISI; O0JaK0O M CETh CUMUTAIOTCS AKTHUBHBIMH TPOTUBHUKAMHU IS

ciphertext.

KoHTekcT B3auMo1eiCTBUSI YYaCTHUKOB IMOKa3aH Ha pUCYHKE 1.
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KoHTekcTHasa guarpamma Wallenc

O

[Monb3oBaTeNnb

yrnpasseHue vault,
dannsbl, OAuth

Wallenc
(Android)
2 ]
ul
Compose
Y
g ]
[JoMeH n
KpunTtorpagus
ciphertext,
OAuth, meTagaHHble API
El ~ ~
Room BHewHNN npoBangep CepBep NpuioXeHus
MeTafaHHbIe (AHpexkc Ouck API) oTCyTCTBYET

Pucynok 1 — KonTekcTHas quarpamma: moib30Barenb, npuioxkenne Wallenc u

BHEIIHUN IIpOBaniep

1.2 Pa3zpabGorka TpeOGOBaHMil K MPOrPaMMHOMY MPOXYKTY
1.2.1 Ha3HauyeHue U 1M CO3TAHUS CUCTEMbI

Ha3nauenne cucremsr Wallenc — mpemocTaBieHUE MOIH30BATEIIO
MOOMJIBHOTO KJIMEHTa Il paboThl ¢ uepapxuei vault — storage — ¢aiabl:
OJIMH JIOKaJNbHBIA vault Ha ycTpoiicTBe, ynanéHHble vault mo y4€THBIM 3amucsaM
npoBaiifiepa; BHyTPU KaKA0ro vault oap30BaTeb yNpaBiseT OTAEIbHBIMU Storage

C 00s13aTeNIbHBIM KIIMEHTCKUM IHU(PPOBAHKUEM JI0 BHITPY3KH BO BHEIIHEE XPAHUITUIIIE.
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Iean co3manus: oOecreyuTh €IWHYK Mojaenb vault u  storage;
MUHHMHU3HPOBATh JIOBEpHE K MpOBaiepy; IOAJICpkKaTh pPaCHIUPEHUE CITHCKA
IIPOBAMICPOB Yepe3 aanTephl, COXPAHUTh CIY)KEOHBIC METAIaHHbBIE B JTOKAITBHON

BJI 6e3 xpaHeHus MOJIb30BaTEIbCKOTO KOHTEHTA B OTKPHITOM BH/JIE.
1.2.2 ®yHKuMOHAJbHbIC TPEOOBAHUA

OyHKIMOHAIbHBIE TPEOOBAaHMS CBEJICHBI B TAOIHIIE 2.

Tabnuna 2 — CBox PyHKIIMOHATBEHBIX TPEOOBaHUM

Kon | TpeboBanue

O®P-1 | Co3znanue, npocMOTp, IEPEUMEHOBAHKE U yAaJIeHHE storage B JIOKAJIbHOM

vault (LocalVault — ogun Ha ycTpoiicTBe)

O®P-2 | Bkimtouenue mudpoBanus storage, MpoBepKa KIto4da, OTKPHITHE U 3aKPHITHE

3amu(poOBaHHOTO MPEICTABICHUS

@®P-3 | [IpocMoTp M onepauuu ¢ (pailnamu BHYTpH storage; TEKCTOBBIE CEKPEThI
u 2FA
®P-4 | OAuth-aBropuzanus (SIHaekc), peructpaius yaai€éHHbIX vault U JUCTUHT

HX storage

OP-5 | CunxpoHu3alys: TPYINbl XPAHWINIL, >XypHAJl KOMMHUTOB, (DOHOBBIN

Worker 6e3 nmepegauu Kiodeit

@®P-6 | Ouepenp (HoHOBBIX 3a1ad: MIH(PPOBAHUE, CHHXPOHMU3AIMS, OTOOpaKEHHE

nporpecca

1.2.2.1 Ynpasiaenue storage B JIOKaJbHOM vault

ITonp30Barens co3naér storage, MPOCMATPUBAET CIIUCOK, IEPEUMEHOBBIBACT U
yIaJsieT uX B €IMHCTBEHHOM LocalVault. CinykeOHbIe KaTaloru U CHCTEMHbBIE My TH

HE O0TOOpPaXKaloTCs B MOJIH30BATEIHCKOM IPECTABICHUU.
1.2.2.2 Illu¢poBanue U OTKpbITHE Storage

IIpn BKJIIOYEHU U mKU(ppPOBAHUS bopMupyrorcs napaMeTpbl
StorageEncryptionInfo; OTKpBITHE BBIMOJHIETCS TOJBKO TOCJE YCIEIIHON
npoBepku kitouya. [loBropHOe mm@poBaHUEe OIHOro storage A0 3aBEpICHUs

IpeIbIIyIIEH onepanuu OJIOKUPYETCs.
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1.2.2.3 Pab6ora ¢ conep:kumMbIM storage

Omneparuy YTeHUS W 3aMUCH BBITIOJNHSIIOTCA Yepe3 €IUHbIA HHTepdeiic
(aiI0BOTO TOCTyMa HE3aBUCUMO OT THITA XpaHWIHIA. BHYTpH OTKPHITOTO Storage

JOCTYIHBI TeKCTOBBIE ceKpeThbl U renepaus TOTP nns 2FA (puc. 20, 21).

1.2.2.4 Ynanénuple XpaHWJINIIA ¥ ABTOPU3alUs BO BHCIIHUX
nposaiigepax

Peamm3oBan ook OAuth 2.0 ns Sanexca [8,9] (puc. 2).

OAuth 2.0: aBTopMsauusa sHpekc

Usler Wallelnc ul ‘ OAuth knueHT ‘ ‘ F|Hp.e|<cI OAuth ‘ Rogm

|
I Moaokno4nTb obnako !

>

3anpoc aBTopu3aumm

access_token

CoxpaHuTb DbYandexAccount

[}
| |
| |
| | | |
| | | |
| T )I |
: : . Authorization request \:
| | T |
:l Bxopn v cornacue : : :
'S | | |
| MoaTBEpXAeHVe | | -
| | gl
| . Authorization code |
| N |
| | ObmeH code Ha token |
| | 7
I I I
|
I
I
|
I
I

T | i

|

< YpanéHHble vault ocTynHsbl ! :
__________________________________________________ ,

|

|
User Wallenc Ul ‘ OAuth knuenT ‘ ‘ Anpexkc OAuth ‘ RO@

Pucynok 2 — JIuarpamma nocnegoarensHoctu OAuth Augexc

1.2.2.5 CunxpoHusanus 3aiM(PpoBaHHBIX JAHHBIX

CnpoexkTupoBaH MexaHuU3M (OHOBOM cUHXpoHM3aluu: B Room XxpaHsTcs

3anucu ¢ UUID xpaHwiuig, nmo tanMepy 3alyCKaeTcs CEPBUC, CPaBHUBAIOLIMMI

18



HCTOpHUHM KOMMHMTOB JIOKAJIbHOTO H y,Z[aHéHHOFO IMpCaACTaBICHUSA oe3 rnepcaadu

KJIFOUEi Ha cepBep mpoBaitaepa (puc. 11-13).
1.2.3 He¢pynkumoHaibHbIe TPEOOBAHUSA

K cucreme mnpenpsaBiasiorcs TpeOOBaHUS 10  TPOU3BOAUTEIHHOCTH
(acunxponnble omepanuu Ha Coroutines), Oe3omacHoctTd (AES Ha kiueHrte,
MUHUMH3AIUS yTEUCK Yepe3 UMEHA ITyTe ), pacIIupsIeMOCTH (MOAYJIbHAS CTPYKTypa

Gradle) 1 ycTOWYMBOCTH K TOHKAM MPU JUTUTEIbHBIX ONEparusax mudpoBaHus.
1.2.4 TpeGoBaHus K NPOrpaMMHO-aNNAPaTHOI miargopme

Munumanshas miarpopma — Android ¢ mogaepxkkoit Jetpack Compose;
st OAuth u ynanéuaeix omeparuii TpebyeTcs ceteBoe mnoakiroueHue. O0beéM
OTICPaTUBHOM MaMSATH JIOJKEH OBITh JOCTATOYCH I (DOHOBBIX 3aJ1a4 MU(DpOBaHUS

1 Room.
1.3 Anajorun
1.3.1 Anagor Google Files Secure Folder

Google Files Secure Folder nokampHO mHOpsyeTr W 3alIUILAET
daiiner B oraenbHoi manke 1o PIN  wumu  rpaduueckoMmy  KIirouy
BHyTpu Android [3]. [lonp3oBarenb mojy4aeT TOHSATHBIA «ceid» 0Oe3
HACTpOWKHM 00JIaKka, OJHAKO CIICHAPUM OTrpaHUYEeH YCTPOHCTBOM: OTCYTCTBYET
MOJTHOIIEHHAs! KpoccIuiaT(OpPMEHHAsT CHUHXPOHHM3AIMs 3amu@poBaHHOro vault
MEXTy TpoBaiiiepaMu, a MOAETb XpPaHWIHILA HE YHUBEpPCaIbHA AJIS OJKIIOUYCHUS

BHenrHux API.
1.3.2 AnaJjor Proton Pass / Proton Drive

Oxocuctema Proton obecneunBaeT end-to-end mmdpoBanue mJjis Maposiei,
3aMeToK U (paitioB ¢ obnaynoi cuaxponuzanuen. s Wallenc peneBanTeH ombIT
IPO3pavyHOM 7Sl MTOJIb30BATENs 3AIIUTHI 1 CHHXPOHMU3AINH, OHAKO MTPOAYKT KECTKO
npuBs3aH K UHPpacTpykType Proton, yacTs pyHKUIMN 1 00BEMOB 3aBUCHUT OT Tapuda,
a poJib «YHHBEPCATBHOTO KJIMEHTa» K MPOW3BOJIHHOMY BHEIIHEMY XPAaHMIHUIILY

OI'paHUYCHA.
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1.3.3 AunaJjor Bitwarden

Menemkep cekperoB ¢ mudpoBaHUEM W CHUHXpOHM3aIuend. OrpaHuueHUS:

OpHUEHTAIMs Ha yUYETHBIC JaHHbIC, a He (DaiioBbIi vault [4].

1.3.4 Ananaor Cryptomator

Knuenrckoe mmgpoBanue ¢aiinoBeix vault B oOmake (zero-knowledge).

Orpannuenus: Gokyc Ha (aiinax, orpaHUYeHUs] MHTErpaluii o mwiargopmam [5].

1.3.5 CBogHag onieHKa

Tabmuma 3 — CpaBHUTENIbHAS OIICHKA aHAJIOTOB

Kpurepnii

Secure Folder

Proton

Bitwarden

Cryptomator

Wallenc

CoOCTBEHHBIH
backend

IMPUIIOKCHUSA

+

+—

E2E /
KJIMEHTCKOE

mudpoBaHue

daitnoBeIit

vault

OAuth
BHEIIHETO

IpoBauiepa

[IepeHocumoOCTH

IIPOBaNIEPOB

Unit-TecTtsl 0e3

cepsepa

H/I

H/I

a) (68)

0O030p MOATBEPKIAET aKTyaTbHOCTH KoHIIennu Wallenc: 6e3omacHocTs 0e3

COOCTBEHHOTO CEPBEPA U MEPEHOCUMAsI APXUTEKTYPa XPAHUIIHILL.

1.4 CTexk TexXHOJIOrum

Jliist

Compose,

pcain3anuu

Coroutines/Flow, Hilt,

BBIOpAHBI

Kotlin,

20
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SDK,

Room, AES Ha xkiuenre;

Jetpack

MOIYyJIbHAasA



CTPYKTypa: :app, :domain, :usecases, :ui, :domain-vault, :infrastructure-

android, :vault-contracts, :task-runtime [7,10-13].

Kotlin o6ecrnieunBaeT BBIpA3UTEIBLHYIO TOMEHHYIO MOJEIb M 0€30MacHOCTh
tunos. Jetpack Compose nexnapatuHo onuckiBaeT Ul u coctostHre 3xpanoB vault.
Coroutines/Flow ucnonbs3yrorcst A aCMHXPOHHOTO MU(poBaHUs, OOpaIieHUs
kK DAO u oroOpaxenus mnporpecca 0e3 OMokuMpoBKM aBHOro mnoroka. Hilt
cBs3bIBaeT peanusaiuu uarepdeiicor domain ¢ Android-undpactpykrypoii. Room
NEPCUCTEHTHO XpaHUT MeTaaHHble. KpunTorpaduueckue onepanny BHITOTHAIOTCS
B JJOMEHHOM cJioe ¢ omopoii Ha ctangaptaeie APl Java/Android u pexomennanum
NIST mo AES [1].

Beibop creka cornacoBaH ¢ LEISAMH TMPAKTUKH: BCE KOMITOHEHTHI
noaaepxkupatorcsi Google M cooOIIECTBOM, JTOKYMEHTHUPOBAaHbI Ha PYCCKOM U
AHIIUIICKOM f3bIKaX, NMPUMEHHMBI B TPOMBIIUIEHHOW pPa3pabOTKe MOOMIBHBIX

IIPUIIOKECHUH.

1.5 O630p MeTO10B M NMOAX0A0B K 3aIMTE JAHHBIX B MOOMJIBbHBIX
NPUJIOKEHUSIX

1.5.1 Kuimenrckoe mudgpoBanue u moaenab zero-knowledge

JlanHble mU@PYOTCS 10 OTIPABKU BO BHEIIHEE XPAHWIMIIE;, MpoBaiiaep
He mosydaeT kitod pacmudpoBanusa. Mcnonszyercss AES [1]; mpoBepka kiroua

BBITIONTHACTCS yepe3 Encryptor. checkKey 0e3 pacmu@poBKH BCETO COIEPKUMOTO.

1.5.2 ABTOopu3anus U B3auMo/ieiicTBHE C BHEIIIHUMH NpoBaiiiepamu 0e3

cO0CTBEHHOI'0 cepBepa

[Tpumensiercs OAuth 2.0: TokeHbl JOCTyma XpaHATCS JIOKAIbHO B Room

(DbYandexAccount); kitoun mupoBaHUs HE MEPEAAIOTCS Ha CTOPOHY IpoBaiinepa

[8].
1.6 O030p priHKa 1 000cHOBaHUE BbIOOpPa pemenusi Wallenc

PbIHOK MOOMJIBHBIX XPaHWIHIL AEMOHCTPUPYET MOJISAPU3ALMIO: 3AKPBITHIE
sxkocuctemMbl ¢ ynooHeiM UX (Proton, Google) u OTKpbITbIE KPUNTOKIUEHTHI C

pyuHoii Hactpoiikoil (Cryptomator). Wallenc 3aHnMaeT mpoMeKyTOUHYIO HUIIY —
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MOOWIbHBIN Zero-knowledge vault c OAuth k nonynsipaomy nposaiaepy (Suaekc)
Y PaCIIUPSIEMON PETUCTPALUEN TUIIOB XPAHUIIUIL. {7151 KOPIIOPATUBHOTO 3aKa3uuKa
(HelipoTex) BaxHBI: OTCYTCTBUE 3aTpaT Ha CEpBEp MPUIIOKEHUS, BO3MOXKHOCTh

aynurta Kojaa, GopMaln30BaHHOE TeCTUpoBaHue (68 unit-TecToB, CM. III. 5).

IlepcriekTHBBl KOMMEpPLMAIN3ALNN CBA3aHbl HE C Ipojaxeil obnaka, a ¢
JUIEH3UPOBAaHUEM KIHMEHTA WIM BHYTPEHHHUM BHeApeHueM. bapbep Bxoma —
OTBETCTBEHHOCTh MOJb30Bareis 3a Kiatod; B [I3 3TO oTpakeHO B pPYyKOBOJCTBE

nosib3oBarens (npwi. b) u npenynpexaenusix B UL
1.7 ®opMupoBaHne TEXHHYECKOT0 3a1aHMSI

Crpykrypa T3 odopminena mno ['OCT 7.32-2017: uenu, H3Tamsl,
GyHKIMOHAIBHBIE W HE(yHKIIMOHAJIbHBIE TpeOOBaHUS, TMOPSIAOK MPUEMKH.
[Ipuopurer oTaaH sapy XpaHeHus U mudpoBanus; pacuupenus (2FA, TekcToBbie
CEKpEeThl, CUHXpOHHU3AIMs) 3a(QUKCUPOBAHBI KaK JIOMOJHUTEIbHBIE (YHKIUN

BTOpOro 3Tamna npaktuku. [Toaueiil Tekect T3 — B npunoxennu b.
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2 IIpoekTHpOBaHHE APXUTEKTYPHI CHCTEMbI
2.1 Cxema O0u3HecC-NIPOIECCOB NMPeIMETHOI 00J1acTH
2.1.1 Opranu3anuoHHasi CTPYKTypa

YyacTHUKM mpoliecca: MmoJib30Baresib, MOOMJIbHOe npujoxeHue Wallenc,
BHeIIHW mnpoBaiiiep xpaHeHusi (oOmaunbii API). CepBep mnpunoxeHus

OTCYTCTBYET.
2.1.2 Kapra npoueccoB

OcHOBHBIE TIPOIIECCHI: co3/aHue storage B vault — omnuoHaNbHOE
mupoBaHUEe — OTKPHITHE — padoTra ¢ daiaMu — 3aKpbITHE; IS YIaIEHHBIX
vault — OAuth — npuBsizka yuy€THOM 3anmucu — JUCTUHT storage mpoBaiiiepa —

MPOEKTHAsi CAHXPOHU3ALIHSL.
2.1.3 Imarpamma BPMN

Ha pucynke 3 npeacrasnena nuarpamma BPMN ocHoBHOTO nporiecca paboThsl
c vault.
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BPMN: >XU3H@HHbIA uMKn vault

(COB,D,aTb vault]

¢ eT

Hy»xHo mmcppOBaHme?>H—
Vs

[BBECTM napon b)
i Y

[LUmcpposaHMe JJ,aHHbIX]

[OTKprTb vaultj

v

[PaSOTa C conepmumum)

v

YnanéHHoe xpaHunuwe?
v

[OAuth / I'IpI/IBFlBKa]

l Y

[CMHXDOHMBBLIMFI)

HET

[3aKpblTb vault]

Pucynox 3 — BPMN: coznanue vault, mmdpoBanue, OTKpeiTHE, padoTa ¢

coz[ep%é‘i/lMLIM




2.1.4 Kapra cucrem

Wallenc BBICTymaeTr MOCpPETHHKOM MEXKIY MOJb30BaTesieM M (halIOBBIMH
APl nposaiinepa, nonosHss B3auMoaeucTsue JiokanbHOW bJ[ Room wm

KpUnTorpadguyecKkum MOIyJIeM.
2.2 lmarpamma DFD

DFD ypoBus 0 (puc. 4) orpaxaer noroku Mexay Ul, 1oMeHHOHN JIOTMKOM,

Kpunrorpaduei, aganrepaMmu Xxpanuiuil, Room u Baemnum APIL.
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DFD yposeHb 0: Wallenc

User

KOMaHAabl,
dannbl

Mpouecc O
Wallenc

KJ1OY,

naHHbIe MeTalaHHble

ApanTepsbl
XPaHWUANLL

ciphertext

Y

Provider

Pucynox 4 — DFD yposens 0: nmotoku ganusix B Wallenc
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2.3 O0beKTHO-OpHEHTHPOBAHHBIN aHAIM3 U IpoekTUpoBanue (UML)
2.3.1 /Imarpamma npeneaeHToB

[IpenenenTsl BKIIOUAIOT yIpaBieHue vault, mmdpoBanue, padoTy C

coaepxkuMbiM, OAuth ¥ MPOEKTHYIO CUHXPOHU3ALUIO (pHC. 5).

IOwarpamma npeuepgeHntoB Wallenc

Wallenc

YnpasneHune storage
(nokanbHbIM Vault)
LndposaHme
M oTKpbITMe storage _ extend
T T ®oHOBbIEe
3aja4n
PaboTa c
COAEPXKUMbIM
OAuth n __ _include / CuHxpoHM3auns
Monb3osaTesb yhnanéHHble vault rpynn

A

Pucynox 5 — Jluarpamma npeuenentoB Wallenc

2.3.2 InarpamMmma KJIaccoB

JlomenHasi Moneib MoOAyis :domain (MHTepdeNCh XpaHWIHII, USe case,

CYLIHOCTH MIHX(POBAHUS) IPUBEJEHA HA PUCYHKE 6.
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Pucynox 6 — /Iuarpamma kinaccoB Mmoaysist domain

2.3.3 /loMmeHHas1 nepapxusi XpaHEHUs JAHHbIX

Mognens AaHHBIX TPUIOKEHUS CTPOUTCS Ha TPEX YpOBHAX (CM.

IVaultsManager, IVault, IStorage Ha puc. 6):

a) VaultsManager — eauHas TOYKa JIOCTyNa: PEaKTUBHBIM CIHUCOK BCEX
vault (vaults), arperupoBaHHBI CHUCOK storage (allStorages) u

IUnlockManager 1Ist OTKPBITBIX Storage;

0) IVault — xontelinep, oObeauHsOMMI Habop storage. LocalVault B
PUIOKEHUU OJIMH (KOPEHB Ha YCTPOUCTBE); ynanéHubie vault (Harpumep,

YandexVault) 100aBIISIFOTCS IO OJJHOMY Ha IPUBSI3AHHYIO YUETHYIO 3aIHCh

OAuth;
B) IStorage —  xpaHwiMine, KOTOpPO€  IIOJIb30BAaTElb  CO3MAET,
MEPEUMEHOBBIBACT W yHajsieT B uHTepdelice; BHyTpu — Qaiibl H

KaTaJioru, JOCTylHbIe uepe3 IStorageAccessor (C OMNIIMOHAIBHBIM

KJIIMEHTCKUM IH(PPOBAHUEM).

[Tonp3oBarenbckue ClIEHApUU  «cO37aTh JoKainbHbIM  vaulty B Ul
COOTBETCTBYIOT CO3JIaHHUI0 HOBOTO storage BHYTPHM €IMHCTBEHHOro LocalVault, a

HE TIOSBJICHUIO BTOPOTO JIOKaIbHOTO vault.

CnyxxebHbie cynHOCTH Room moka3aHbl Ha pUCYHKE 7.
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CxeMa cny>xebHbix cyuwHocTtein Room (AppDb)

@ «Database»
AppDb
storageKeyMapDao
storageMetalnfoDao
storageSyncGroupDao
yandexAccountDao \
/ \ \\\\
\\
\\\
\\
@DbStorageKeyMap @DbStorageMetalnfo @DbStorageSyncGroup @DbYandexAccount S~
Mos1b30BaTeNIbCKNN KOHTEHT
sourceUuid : UUID uuid : UUID groupld : UUID accountld : String 8 BJ] He XpaHUTCs ﬁ
key : ByteArray metalnfojson : String storageUuids : String accessToken : String
( (

Pucynok 7 — Cxema ciye0HbIX cymHocTeld Room

2.3.4 Ilnarpamma pa3BépTbIBaHUS

KomnonenTsl pa3éprhiBanus: ycrpoiictBo Android (mpunoxkenue, Room),
obmnaunsiii API Anaexca (puc. 8).

Pa3BépTbiBaHMe Wallenc

YcTrpoucTteo Android

D

Wallenc.ap

HTTPS,

\Quth 2.0
\gﬁnaxo nposauaepa

REST API 5
(AHpexkc Ownck)

Room
(SQLite)

Pucynok 8 — J/Iuarpamma pa3BEpThIBaHUSA

Apxutektyphsble ciion MVVM + Clean Architecture u cooTBeTCTBHE MOAYIISIM
Gradle — na pucynke 9.
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Clean Architecture u moaynu Gradle

:app

g ]
Hilt, HaBurauynsa

ViewModel

2]
Compose 3KpaHbl

B

:infrastructure-android\

:usecases\

z ]

Room, OAuth,

g ]
afanTtepbl

Use cases

:domain\

g ]
IStorage

2 ]
Mopenu, Encryptor

Pucynox 9 — Crnou Clean Architecture u Moy npoekra

2.4 IIpoekTHpPOBaHHKE JOKAJIBbHON 0a3bI JTaHHBIX

Cnyxebnas bJI Room xpanutr xmoun mudpoBaHus s  map
«UCXONIHBIN storage — 3ammdpoBaHHOE TpeacTaBieHue» (DbStorageKeyMap),
cepuaan3oBaHHbIE MeTajaHHbIe storage (DbStorageMetaInfo), ydéTrHble 3amucu
Annexc (DbYandexAccount) W Tpymnmbl cuHXpoHu3aiuu (DbStorageSyncGroup).

[Tonp30BaTenbCKuii KOHTEHT B OTKpbITOM BuAe B b/l He coxpanserca —
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TOJIBKO IIapaMCTpPBHI, HCO6XOI[I/IMLIC I BOCCTAHOBJICHUA COCTOAHUSA IIPUIIOKCHUA

npu crenyromeM 3amnycke. Jloctyn uHkancynupoBan B DAO u peno3utopusax

Monayis :infrastructure-android.

Tabnuua 4 — CymHoct Room 1 Ha3HayeHue

CyIIHOCTh Haznauenue CBs3b ¢ TECTAaMH
DbStorageKeyMap Kmrou gns sourceluid | MHTErpanus
storage (cBsI3B c
3amu¢ppoBaHHON KOTHEH)
DbStorageMetalnfo | CepuannszoBaHHbIE Hurerpanus
METaJJaHHBIC IStorage
(M1, myTh, UG POBAHUE)
DbYandexAccount OAuth access token,| YandexAccountRepositoryT
UJIEHTU(PUKATOp aKKayHTa
DbStorageSyncGroup | I'pynna UuUID g | StorageSyncEngineTest
CUHXPOHU3ALNHT

2.5 IIpoekTHpPOBaHHE MOACUCTEMbI CHHXPOHHM3AIUU

[ToncucremMa CHHXPOHHW3AIMHN CHPOSKTUPOBAHA KaK HAaOOp HE3aBHUCHUMBIX

omepaluid  HaJ  OKypHaJlOM M3MEHEHUM KaxkJaoro Storage. AJroputm
BBHIOMpAET «IOOEIUTENs» MO PEBU3UU, KOMUPYeT WM yaaiaseT dailibl
Ha IICJICBOM XpaHWIWIE, He pacimudpoBbiBas JaHHbIE Ha  CepBepe.

BrnokupoBKH MpenoTBpaIIalOT OJHOBPEMEHHYIO CUHXPOHHU3AIMIO OJHOW TPYIIIHI;

IIpu OTMCHC 3aga4un

syncGroupCooperativeCancellationReleasesLocks u np., mi. 5). IlogpobHOE

OJOKHUPOBKHU

CHUMArOTCs

(IOKpBITO

ONKCaHUE peajau3aldd M BbHIOOpAa MCTOYHMKA I KaxAaoro mytd — B . 4 (§

aJTOPUTM COIJIaCOBAHUS KYPHAJIOB, pucC. 23).

2.6 HedyHkuuoHaibHbIe APXUTEKTYPHbIE PelIeHUsA

Tabnuna 5 — HedyHKIMOHAIBHBIE PEIICHUS

unit-recramMu

ATpubyT

Penrenue

HpOI/ISBOI[I/ITGJII)HOCTL

[TotokoBoe mudpoBanue, (HoOHOBBIE 3a7adud B :task-

runtime
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[IpooipkeHNEe Ta0IUIEL S
ATpuoyT Pemenne

bezonacHocTh AES, nposepka kitoua 6e3 momHoro decrypt, CKpbITHE

CITy’)K€OHBIX ITyTeil

PacmmpsiemocTs vault-contracts, perucrpanus npoBaiiepoB

ComnpoBoxknaemocts | MonynbHBIE TECTBI 68 + JIMCTUHTH B IPUIIOKEHUHA A

Hanéxnocts Room-Tpan3akuuu, BOCCTAHOBJIEHHUE KypHajla IOCIE

c0o0s 3arcu

2.7 BuiBO1

CrpoekTupoBaHa KIHMEHTCKas apXUTeKTypa ¢ pazzaeneHueMm domain,
infrastructure m presentation, emuHBIM uHTEpdeiicom vault u 3aaenoM 1O
CUHXpOHM3alMI0 0Oe3 mepenaun Kirodeil. JluarpamMmbl  3aUKCHpOBaHbBI B
npuiokeHuu [
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3 IIpoexkTHpOBaHNeE MOJIb30BATEIbCKOI0 HHTEPdeiica MOOMIBHOTO

NPHJI0KEHU S
3.1 IoaAroroBKa NpOEKTa U AHAJIMTHKA
3.1.1 AHa/In3 KOHKYPEHTOB U OIpe/ie/IeHUe CUJIBHBIX U CJ1a0bIX CTOPOH

ITo pesynbratam cpaBHeHus aHanoroB (ta6m. 3) mnms Wallenc BwiieneHsl
cwibHbIe CTOpOHBI: enuubli Ul nns nmokanpHBIX M y#dan€HHBIX vault, siBHOe
oToOpa)keHue COCTOSHUS MU(POBAHUS, TUATIOTH MOATBEPKACHUS JECTPYKTUBHBIX
onepauuil. CnaOble CTOPOHBI KOHKYPEHTOB (IIpHBSi3Ka K DJKOCHCTEME, Y3Kas

npeIMeTHas 00JacTh) YUYTEHbI PU MPOESKTUPOBAHUN HABUTALIUH.
3.1.2 OrpannyeHus u gonyueHusi npoekruposanus Ul

[ToneBbie HHTCPBBIO 10JIb30BaTEIEH HC IMPOBOAUIINCE, ClICHapuunu
BOCCTAHOBJICHBI II0 aHAJIoraM K OT4Y€TaM HTalloOB IIPAKTUKH. HOHYIHGHI/Iei

MOJIb30BaTENh MIOHUMAET PUCK MOTEPH KITtoYa MU(POBAHHUS.
3.2 UcciienoBaHus MOJIb30BaTEILCKUX CLIECHAPUEB
3.2.1 IlorpeOHOCTH M DapbepbI MOJb30BATEJISA

[TorpeOHoCcTH: XpaHuTh (aiiael B «cedde» 0e3 noBepuss K OONaKy;
CUHXPOHHM3UPOBATh MEXAy ycTpoiicTBamu. bapbepsl: crnoxkHocts OAuth, crpax

MOTEPH NapOoJIsi, HEOYEBUIHOCTh COCTOSHUSA «vault OTKPBITY.
3.2.2 Tlosie3HbIe CIEHAPUY U3 AHAJIOTOB

3aMMCTBOBAaHbI: CIMCOK XpaHWIMIL ¢ HMHAMKauue craryca (Cryptomator,
Bitwarden); nokanpHas 3ammta nanku (Secure Folder); mommaroBelii Mactep

(P POBAHHUSL.
3.3 IIpoekTHpOBaHHKE MOJIH30BATEIbCKHX MTOTOKOB
3.3.1 User Story

Tabmuma 6 — User Story Wallenc
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ID DopMynHpOBKa Kpurepuit npuémku

US-1 | Coznato storage st ¢aiiyioB B JoKajabHOM | Storage B criucke (puc. 5)
vault Ha ycTporicTBe

US-2 | Bxirouaro mmgpoBanue vault maposnem Craryc encrypted, Tect T-8

US-3 | OtkpsoiBato 3amm@poBannbiii vault kiitogoMm | Jloctyn k KoHTEHTY, TecT T-9

US-4 | [Tonkimrouato SAnaexc u ynan€uusiii vault OAuth OK, tect T-10

US-5 | Bxy iporpecc ¢poHOBBIX 3a1a4 Okpan 3ana4, Tect T-11

US-6 | Xpanto TOTP u tekctoBbie cexpeTsl B vault | TwoFaTotpTest, UL IT

3.3.2 Customer Journey Map

CJIM cuenapust «3allUTUTh U OTKPBITH vaulty npeacrasieHn Ha pucynke 10.

Customer Journey Map: 3awuTa vault

Otkpeisaet vault,

p o | Bammsie He wnTaioTca | MpocToit 880a naponsi| BicTpsin AocTyn | HanéxHas CukxpoHn3aLys
obnaka BKIOYAET Wi(POBaHKe | paboTaeT C daitnam|6e3 nepenasn Kniodei

|nposaitnepom

Pucynok 10 — Customer Journey Map: 3amura u oTKpbIiTHE Vault

3.3.3 Iloab30BaTeILCKUM ClIeHAPHIA

JlmarpaMMbl TTOTOKOB: CTapT NMpWIOKEeHHS U (PoHOoBas cuHxpoHmu3anus (11),

KU3HCHHBIN UK vault (12), nHaBuramus ¢ maBHoro skpana (13).
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Wallenc — ctapT npusnoxeHus u (poHOBasA CUHXPOHU3aLUA

?

CCTapT NPUNOXKEHUA (Android)j

v

NHnumanmnsaums Room, J
t

3arpyska MeTafaHHbIX vaul

v

EcTb coxpaHéHHble vault? 4a

¢HET

JKpaH «NepBbln 3anyCcK» /
co3faHue sokanbHoro vault

Hy>XeH yaanéHHbli npoBangep \ HeT
M HeT y4€THOW 3anncun?
na

IKpaH yaanéHHbix vault / Y
OAuth fiHgekc

Xe |

OcHosHon notok (V1))
A

(A) FnaBHbIN 3KpaH:
CMNCOK JIOKaNbHbIX U yAaNéHHbIX vault

LencTBusa nonb3oBaTens
(OTKpPbITb, 3alWNppPOBaTb, COAEPXKUNMOE...)

DOoH: cMHXpOHU3auus|(no TaﬁMepy))

[3anyCK sync (Worker / debounce)]

\’

(StorageSyncEngine.syncAIIGroups)

PeanusoBaHo: StorageSyncEngine,
EcTb rpynna CMHXpOHM3aumm? < XKYpHan M3MeHeHWn" no nyTam, merge peBI/I3I/|I7I
* Room: DbStorageSyncGroup (UUID rpynnbi)
na
* WorkManager / debounce — 3anyck sync
e Knouu windposaHus Nnposangepy He nepenarTcs
MoapobHbIn anropuT™ — ra. 4, puc. 35
CnusiHne XXypHanos — noﬁe):wlTenb no nyTn

HeT

findSourceStorage — applyEntry
Ha oTcTawwwme Storage

Pucynok 11 — Crapt npumnoxeHusi 1 GoHOBasi CAHXPOHHU3ALUA (ITPOEKT)
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Wallenc — # noTok: # uukn vault
W TOuKM 8 ouepens (npoexT)

Encrypting
Mocne ycrewHoi 3anuck KoMMuTa
B UCTOPMIo Storage (npoexT)

LN pOBaHYe AaHHBIX + 3aNUCh METaAaHHbIX o SN

UUID storage - o4epeab CHHXPOHM3aLUI
‘%

8 Room (ans Taitmepa)
™o / ynanuts Jon

(B) Cnncok vault

MoATaepxAeH/e, MACTep-KI0Y

OTKpHITE 3aWMDPOBaHHSI Otmena / HesepHsiit kniow /Vault cospan " Cosnats vault /T

BKNIOWUTL WidpoBakive

CuHxponusauma (npoekT): noboe usmenenue,
TIOPOXAAIOILICE HOBBIT KOMMMT & Storage,
RenameDel Aobasnser storage UUID 8 TabnuLly ovepean;
SyncService no Taiimepy o6pabaTsiBaeT ouepeat,
CPaBHYBAET UCTOPMY KOMMWTOB C yAQNIEHHOI KONl
W NPUBORMT 3aWMBPOBaHHOE ConepXuMoe
K OAHOMY COCTOsHMIO (6€3 Nnepepayn Knio4eir)

OpenDIg Create

EncryptDI:
3akpeiTs vault / 6nokuposka yPilg

Knioy BepHbiii

Opened

MpocMoTp / paoTa ¢ coepX uMbiM

Pucynox 12 — XKusHeHHbIi LuKI vault 1 ouepens CUHXpOHU3ALNH

Wallenc — HaBuraumsa oT rnaBHOro 3KpaHa
U cBfA3b C (hOHOBOM CUMHXPOHU3aUMuen (NpoekKT)

b

(A) TnaBHbIN 3KpaH:
CMUCOK NoKanbHbIX vault

[O)KI/I[]BHVIE AencTemsa I'IOJ1I:3OBaTe}1ﬂ)

v

lenctene?

FAB / HOBBI vault Bbibop vault VnanérHele vault HacTpoiiku
A\

Y Y
[Coz,uaHue NIOKasIbHOro vault) [KapTqua / netann vault) [aKpaH yAanéHHbIX vault) [3KpaH HaCTpoeK)

Hy»xeHn OAuth AHgekc?

Ha3ap c nog3kpaHa

A

AsTOpun3aumna AHaekc

N
>

¥<

a
Monb3oBaTenb B NPUAOKEHNUN? A

HeT

®oH: SyncWorker (no Taimepy Android) — npoekT
* Room: Tabnuua oyvepenm c UUID storage
¢ MepnoanYecKkuin 3anyck MeToaa CUHXPOHMU3aLnm
e [1na KaxAoro Storage — UCTopuss KOMMMTOB (Kak git)
« CpaBHeHVe NoKaNbHOW U yaanéHHON ncropun,
npunseneHve 3alndpoBaHHOr0 COAEPKUMOro
K OOHOMY COCTOSIHUIO (KNHOYM Ha CepBep He yXoaaT)
* PaboTaeT He3aBMCUMO OT TeKyLlero 3kpaHa Ul

Pucynok 13 — HaBuranus ¢ maBHoro 3kpana u SyncWorker

3.4 IIpopadoTka NpoTOTHIIA M OCOOEHHOCTH AM3aiiHA

Unrepdetic peammmzoBad Ha Jetpack Compose [10]. DkpaHbl JTOKAIBHBIX H

ynan€uubix vault, nuanorun mudposanusi, OAuth, a Takke paszaenbl TEKCTOBBIX
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cekperoB u 2FA BHyTpu storage mokazanbl Ha puc. 14—-19 u 20-21 (nmonpobno —

npuioxeHrue B 1 pykoBOICTBO MOJIb30BaTelisl B IPUIIOKEHUHU b).
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21135 vV ).

Cratyc:

JlokanbHOe XpaHunuuie

Local enc
JocTynHo: aa
®dannos: 5

Paamep: 1264 @
BupTyanbHoe: HeT

3awudposaHo (OTKPbITO)
d45b0125-2c7a-4bd1-9d7f-c278d0f 5b9cc

Wolot:1
JocTtynHo: na
Qannos: 2
Paamep: 624
BupTtyanbHoe: ga

He 3awmnppoBaHo
17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

[ nokanbhoe

Pucynok 14 — Cnmcok storage B JokaibHOM vault (3kpaH «IokambHbIE vaulty)
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21:36 B V >_

BkntounThb WndpoBaHmne

Maponb

[] Wudposatb nytu

3anoMHUTbL Naponb

OTMeHa

Pucynox 15 — Jluanor BkitoueHus: muppoBaHus
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21:36 B V >_

OTKpbITb 3alINPPOBAHHOE
XpaHUnuile

[Maponb

[] 3anomuutb napons

OTMeHa

Pucynok 16 — Jluanor oTKpeITHS U 3aKphITHS vault
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21:36 B V >_

Cratyc:

JlokanbHOe XpaHunuuie

Local enc

JocTynHo: aa

®dannos: 5

Paamep: 1264 @
BupTyanbHoe: HeT

3awudposaHo (OTKPbITO)
d45b0125-2c7a-4bd1-9d7f-c278d0f 5b9cc

Wolot:1
JocTtynHo: na
Qannos: 2
Paamep: 624
BupTtyanbHoe: ga

He 3awmnppoBaHo
17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

<6e3 UMeHun>
JocTynHo: aa
dannos.: 1
Paamep: 96

. NMepeumeHoBaTb
BupTtyanbHoe: He

Yaanntb

Pucynok 17 — /Iuanor nepeMMeHOBaHUS U YIAJICHUS
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21:37 BV >_

Cratyc:

roman.pytkov@yandex.ru

AHpeKkc

Pucynox 18 — Dxpan ynanéuusix vault
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21:137 BV >_

[106aBNTb XpaHUIuLle

Bbi6epuTe npoBanaepa:

AHpekc

Pucynok 19 — Jlo6aBnenue ymanéunoro vault, OAuth Sunexc
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23:07 » YHukanbHi L] Zarall g @

CuHxpoHusauust xpanunuw, (background) —

Cratyc: :
CUHXpOHM3aUuMsa: rpynna «group-1» — 6/10KUpOBKa

Local

17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

CTaTyCI AOCTYINHO, He 3aLUMd)pOBaHO

@ 2FA TokeHbl (1)

Kogbl n cekpeTbl ABYX(paKTOPHOM
ayTeHTUpUKaLmm

TekcToBble cekpeTbl (1)

3aMeTKU, TOKEHbI U NMPOM3BOJIbHbIE MNMapbl
KNHY-3Ha4YeHne

Ckopo 3aecb noasatca Files, Media n gpyrue Tunbl AaHHbIX.

Pucynok 20 — DxkpaH storage: pazneinbl «CekpeTb» U «2FA»
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23:07 » YHukanbH! L] Zarall g @

CuHxpoHusauust xpanunuw, (background) —

Cratyc: ;
CuHXpOHU3auumsa: rpynna «group-1» 3aBeplueHa

&y Pionex . _
mr.pytkov@gmail.com / [l

O6HOBNEHME Yepes

19¢ [0 059986

Pucynok 21 — Dxkpan 2FA: cniucok ¢ ogaum TOTP-tokenoM
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3.5 TpeOoBaHusI K JPrOHOMHKE U JOCTYIIHOCTH

WNnrtepdeiic momkeH oToOpaxkaTh cocTosHue vault 0e3 mepexoma B
TEXHUYECKHUE HKpaHbl: MPHU3HAKU <«3alIU(PPOBAHO», «OTKPHITO», «BBINOIHAETCS
onepauus» (isBusy). /lnanoru necTpyKTUBHBIX IEUCTBUM (yIajJeHUE, OTKIIOUEHNE
g poBanusi) TpeOYyIOT SBHOTO MOATBEPKACHUS. TeKCThl cOO0IIEHU 00 ommbOKax
OAuth u HeBepHOM Kitoue (OPMYIUPYIOTCS HEWUTpasibHO, 0O€3 pacKphITUs

BHYTPEHHUX IyTeH U UMEH (aiiiioB.
3.6 BuiBoj

CrpoekTupoBaHbl MOJIb30BAaTEIIbCKUE TIOTOKM W 3KpaHHAs CTPYKTypa,
COIIACOBAaHHbIE C APXUTEKTYpoill M TpeOoBaHUAMH Oe3zonacHocTH. Mimoctpauuu

uHTEpQeiica mpuBeACHbI B MPUIOKEHUH B.
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4 IIporpaMmMmHas peaju3anus
4.1 Pa3zpa0doTka nporpaMMHBbIX MOIYJIei

ApXUTEKTypa peanu3aiuy CleIyeT MPUHATON Ha 3Tare MPOSKTUPOBAHUS
cxeMe MVVM + Clean Architecture. Monynu Gradle pasnenensl mo
OTBETCTBEHHOCTH: KOHTPAKThI vault, JTOMEHHas JIOTMKA, CIICHApPUHM USE case,
Android-uadpactpykrypa (Room, OAuth, ¢aitnoseie anmanrtepsr), Ul u Touka
BXO/a :app. Takoe pa3OueHHne MO3BOJIMIIO MapaUIeIbHO Pa3BUBATH JIOKAJTBHBIN U

yAAIEHHBIM KOHTYPbI U U30JIMPOBATh KPUNTOrpadUIo OT MPEACTABICHUS TaHHBIX.
4.1.1 Moayab kpunrorpagpu4eckoi 3aluThl JAHHbBIX

Knacc Encryptor ¢popmupyer StorageEncryptionInfo, mpoBepsieT K04 U
BBINOJHSET MK(poBaHKe/ emurppoBanue Ha kinueHTe. Unit-TecTbl MOATBEPHKIAIOT

KOPPEKTHOCTH JJISI BEPHOTO M HEBEPHOTO KItoya (T 5).
4.1.2 Moayas ynpasiaenus vault u mmdpoBanunem

Use case ManageStoragesEncryptionUseCase HWHKaICyJIUPYET HPOBEPKY
canEncrypt, BkirodeHHe MWHU(GPOBaHUS M OTKpBITHE XpaHuiaumia. ViewModel

IpeoTBpaIllaeT MOBTOPHBIN 3aMycK MHUPPOBaHUS JIJIs 3aHATOTO storage.
@parMeHT JIOTUKU BKJIIOUEHUS U (POBAHUS:

fun enableEncryption(storage: IStorageInfo, password: String,
encryptPath: Boolean) {
val key = EncryptKey(password)
viewModelScope.launch {
when (manageStoragesEncryptionUseCase.canEncrypt(storage)) {
ManageStoragesEncryptionUseCase.CanEncryptResult.Allowed

_>{

manageStoragesEncryptionUseCase.enableEncryption(storage, key,
encryptPath)
manageStoragesEncryptionUseCase.openStorage(storage,
key, true)
}

ManageStoragesEncryptionUseCase.CanEncryptResult.AlreadyEncrypted ->
{ /* coobuweHne */ }
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else -> { /* HenopgpepxuBaemas onepauusa */ }

biiok-cxema cuenapus — puc. 22.

Motok enableEncryption » checkKey - openStorage

?

[I'IomﬁosaTenb BK/lOYaeT LIJI/ICprBaHVIGD

v

[CCDODMMpOBaTb EncryptKey]

v

[Encryptor.encrypt OaHHble vault]

\

3anucaTb StorageEncryptioninfo
B Room

[checkKey(Kmoq)]

¢ A3 K nioy BEPHbIN? HET ¢

[openStorage(BaUJqu:)pOBaHHoe npe,uCTaBneHme)j [OLIJI/IGKa, vault BaKpblT]

v

[ﬂocwn K co,uepmvmomy)

Pucynok 22 — bnok-cxema: enableEncryption — checkKey — openStorage
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4.1.3 Moay.Jb agantepoB XpaHUJIUILL

VaultsManager arperupyet oauH LocalVault u yganénnsie vault; aganteps
peanu3yroT 10CTyn K ¢aiiyiaM BHYTpU Kaxk10ro IStorage. Peructpanus yngan€éHHbIX

vault — uepe3 Moaynb :vault-contracts.
4.1.4 Moayab CHHXPOHU3AUMH XPAaHUIHIIL

B Room xpanutcs cymnHocth DbStorageSyncGroup — nHab6op UUID
Storage, KOTOpblE [OJDKHBI HMETh COIVIACOBAHHOE COCTOSIHME. 3alycK
CHHXPOHM3AIMH BBINOJHSACTCS depe3 RunStorageSyncUseCase / WorkManager u
debounce mpu usmenenun ¢ainoB (puc. 11-13). JIBmwxkok StorageSyncEngine
(MOIynb :usecases) peain3yeT COIIaCOBaHUE >KYpPHAJIOB U3MEHEHUM; J0paboTKa
KacaeTrcsi B OCHOBHOM MOJUTHKU (hoHOBOro pacnucanus u UX oroOpakeHus

nporpecca.

Jis xaxkporo Storage BenETCA >KypHall M3MEHEHUH IO OTHOCUTEIHHBIM
MyTSIM MOJIb30BaTENbCKUX (aiioB. 3anuck xypHana (StorageSyncJournalEntry)
conepxut omnepauuto (UPSERT, TRASH, DELETE) u peBusuto (sequence, actorId,
createdAt). Kitoun mmdpoBanuss B OOMEH HE BKIIOYAIOTCS — MpoBalep
BUJIUT TOJIBKO 3amudpoBaHHbIE 00BEKThI. Momyib :task-runtime oOciyxuBaet

JUTUTEINIbHBIE 3a71aui UG POBaHUS U CHHXpOHU3auu 0e3 6mokupoBku Ul
4.1.5 AIropuTMm COrIaCOBAHUA )KYPHAJI0B CHHXPOHHU3AIUHN

CuHxpoHU3a1Ms OAHOU IPYNIIbl BHIMOIHSAETCS B HECKOJBKO ATanoB (puc. 23).
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Wallenc — anroputm cornacoBaHus >XypHanoB cuHxpoHusauum (StorageSyncEngine)

?

[prnna Storage (= 2 UUID u3 DbStorageSyncGroup)]

v

[3aXBaT 610KNPOBOK Sync (Iease)]

v

MapannensHo: flush + readSyncjournal
Ona Kaxgoro Storage

CnuvsiHme (StorageSyncJournaIMerge)/l

C MaKCMMaJIbHOW peBM3MnEN

tﬂ.ﬂﬂ KaXxaoro nyTn — 3anv1cnaj< compare: sequence - actorld — createdAt %

HeT L

EcTb HeobpaboTaHHbIN NyTb? &
na

[WinnerEntry = nobeanTens no nmi]

v

[sou rceStorage = findSourceStorage(winnerkE ntry)]

na~operation == UPSERT \ HeT
v source == null? ¢

HeT

v | mponyck nyTu EcTb target Storage? <€

na A
Y
peBu3ns target = winner?>ﬁT
Y nponyck target applyEntry: A

UPSERT — copy stream
DELETE/TRASH — Ha target
(recordSyncjournal = false)

. < |
’Y‘

>Y<
¥

[CHHTVIG 6HOKVIDOBOK)

PucyHok 23 — Anroputm coryiacoBanus xypHasioB (StorageSyncEngine)

HoaroroBka. Ilo UUID wu3 DbStorageSyncGroup 3arpyaroTcsi OObEKTHI
IStorage. Ecim B rpynne MeHbIIE [BYX XpaHWIMIL WIA HECOBMECTHUMBI

napameTpbl mudpoBaHus, CUHXPOHU3ANMS Mpormmyckaercs. Ha kaxaom accessor

50



3anpamBaeTcs 0O1okupoBka sync (lease Ha ynanéunom aucke — best-effort; BHyTpH
mpoliecca rpymmna cepuanusyercs Mutex). [lapamnmenpHo st Kakmoro storage
BbI3bIBatoTCs flushPendingSyncJournal() m readSynclournal(); ciyxeOHBIC

nyTH oTQUIBTPOBBIBatOTCS (StorageSyncPaths.isSyncableUserPath).

Causinue xypHaiaoB. OObekT StorageSyncJournalMerge oObeIMHSIET
KypHaIbl B OTOOpakeHUE «ImyTh — mnoOeguTenby. [ Kaxaoro myTu
ocTaéTcsl 3amuch ¢ HaumbOonbliel peBusueil. CpaBHEHUE peaTn30BaHO (YHKIMEH
compareEntries: cHayaja revision.sequence, IIpu paBEeHCTBE — actorld, 3aTeM
createdAt. Takoil mopsaoK oOecneuynBaeT ACTEPMHUHHUPOBAHHBIN BHIOOP OIHOM

3aIIMCH IIPU KOHKYPCHTHBIX U3MCHCHUAX Ha Pa3HbIX yCTpOﬁCTBaX.

Boi0op ucrounuka pasi myrtu. Ilocne causiHus sl KaxaoW napel (IIyTh,

winnerEntry) Bei3biBaeTcst findSourceStorage:

a) npu UPSERT — mepBbIi Storage, y KOTOPOro 3alUCh MO 3TOMY MYTH
coBnaaaer ¢ nodeaurenem (compareEntries == 0): OTTyda YUTAKOTCA

OalThI I KONTMPOBAHUS,

0) npu DELETE mmu TRASH — mepBbIi Storage, 1€ myTh e1é NMPUCyTCTBYET
B JKypHasie (Wiu Jr000# storage Tpymmbl, €clid 3amuced HeT): OTTyna

HWHUIMUPYCTCA YAAJICHUC HA OCIIAX.

Ecnmu nnst UPSERT MCTOYHUK HE HaWeH, MyTh Mporyckaercsa (daim yxe

OTCYTCTBYET Ha BCEX HOCUTEIISIX).

Pacnpocrpanenue Ha menu. /i kaxaoro target B rpyme, OTJIMYHOIO
OT WCTOYHWKA, CPABHUBACTCS PEBU3MUS 3alUCHU HA 1eau ¢ winnerEntry. Ecinm

1eab yKe He ciiabee mooOenutenst (compareEntries(target, winner) >= 0),

war nponyckaercs. MHade BbI3biBaeTcs applyEntry: miuss UPSERT — MOTOKOBOE
KomupoBaHuE openRead — openWrite; mius DELETE / TRASH — delete wuiu
moveToTrash. Bce omepaunu BbINONHSIOTCS € recordSyncJournal = false,

yTOOBl HE TMOPOXKIATh IMKJ MOBTOPHOW CHUHXpOHU3aIUU. OMMOKKA OTAEIBHBIX
nyTel yUUTHIBAIOTCS CU€TUUKOM applyFailures, oTMeHa KoornepaTuBHas (IIpoBepKa

syncGeneration, cHsTHE OJIOKMPOBOK B finally).
dparMeHT CpaBHEHUS PEBU3UH U BEIOOpA UCTOYHUKA:

private fun compareEntries(a: StorageSyncJournalEntry, b:
StorageSyncJournalEntry): Int {
val segqCmp = a.revision.sequence.compareTo(b.revision.sequence)
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if (seqCmp !'= 0) return seqCmp

val actorCmp = a.revision.actorId.compareTo(b.revision.actorId)
if (actorCmp != 0) return actorCmp

return a.revision.createdAt.compareTo(b.revision.createdAt)

}
private fun findSourceStorage(..., winnerEntry:
StorageSyncJournalEntry): IStorage? {

if (winnerEntry.operation == DELETE || winnerEntry.operation ==
TRASH) {

return storages.firstOrNull
{ entriesByStorage[it.uuid]?.get(path) != null }
?: storages.firstOrNull()
}

return storages.firstOrNull { storage ->
val entry = entriesByStorage[storage.uuid]?.get(path) 7:
return@firstOrNull false
compareEntries(entry, winnerEntry) ==

Orpannuyenuss wmoxeau. MexaHU3M HE  SIBISETCA  MOJHOLECHHBIM
CRDT: koH(IUKTBI CHUMAIOTCA (UKCUPOBAHHBIM IOPSIKOM PEBU3UNA, a HE
ABTOMAaTHYECKUM CIUSHUEM coepxkumoro. Coaep:xkumoe (aiisia mpu pacxoxIeHun
Bepcuii 0e3 pocTa sequence Ha OJHOM IIyTH HE aHAIU3UPYETCS MOOANTHO.
Mudporexkct mepemaércs Kak €cTh; paclIMppoBKa Ha CTOpPOHE IpoBaiaepa
He mpenmnosiaraeTcsa. KOppekTHOCTh aldropurMa MPOBEpPEHA  unit-TecTtaMu
StorageSyncEngineTest (1. 5): cinusitHUE OJTHOM 3alKCU HA MYTh, MPOMYCK LEH C

aKTyaJIbHOW peBU3HEH, KOMUPOBAaHUE U ylaleHue, cooperative cancellation.
4.1.6 Ucnonb3oBanue cpencts MU npu pazpadorke

Pazpaborka Wallenc Bemack B nBa sTama. Ha mepBoM sTame MCHOTHUTENb
CaMOCTOSATENIbHO CIPOEKTUPOBA JOMEHHYIO MOAeNb (Mepapxus vault — storage
— (paliel, enuHBIN VaultsManager), HABUTALIMIO MEXIY dKpaHAMU, BU3yaJbHbBIN
ctwib Ul na Jetpack Compose, rpanunsl Gradle-momyneit u kapkac use case-cios.
Kpunrorpaduueckuit koutyp (Encryptor, mpuBsizka Kiroued K storage), >KypHal

cuHXpoHu3anuu u ciienapun OAuth mpoeKTUPOBANHCH U MPOBEPSUTUCH BPYIHYIO.
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Ha BropoM »9rame, mocie TOTOBHOCTH apXUTEKTYpPHOTO  Kapkaca,
HapamuBaHue (yHKIIMOHATA BBITIOIHSJIOCH ¢ MOMOIIbI0 cpeasl Cursor (Momenu
cemerictBa Composer): amantepsl Yandex Disk m sokambHOTO Sstorage, TBHIKOK
StorageSyncEngine, skpanbl 2FA U TeKCTOBBIX cekpeToB, unit-Tecthl. [locrme
KaXJ0i reHepanuu koj mnpocmarpuBaiica B diff, 3amyckamuch MopmynbHbBIE
TecThl (./gradlew :usecases:test M CMEXHbBIC MOAYIIN), KPUTUUHBIEC CIICHAPUU

IIPOBEPSUINCH HA YCTPOUCTBE.

Tabnuma 7 — Ponu nipu pa3padotke (PpparMeHT)

Oran Hcnonnurens Nuctpyment / Mmeton
Jomen, naBuranusa, Ul-| Ucnonmaurens BKP PyuHnoe mnpoektupoBanue,
KOHIICTIITHS Compose

Apnantepsl, sync, Tectbl,| Uciomautens BKP  + | Cursor, Gradle test
nopabotka Ul PEBBIO

[udposanue, OAuth,| Ucnionautens BKP Pyunas peBu3Hs,
PEBU3UHU KypHaja 0e3 aBTOT€HEpaLuU

«BCIJICITYIO»

NN ucnonb3oBalics Kak YCKOPUTENb MIa0JIOHHOTO U MOBTOPSIOLIETOCs KOAa,
a HE KaK 3aMeHa MPOEKTHBIX perieHui. Pucku (HeBepHble curHarypsl API, nuiHue
3aBUCUMOCTH, YTE€UKH B JIOTHM) CHIXKAQJIUCh O0S3aTeIbHOM IPOBEPKOM COOPKH,
OTCYTCTBHUEM CEKPETOB B PEMO3UTOPHUM U MpaBUIaMH .gitignore sl JTOKaJIbHBIX

KOH(UTypaIuii.
4.2 Pa3padoTka MoOuabHOro npusoxennsi Ha Kotlin (Android)
4.2.1 Cnoii domain

Monyns :domain comepXuT wWHTEp(DEHCH XpaHWIHMIL | USe case.

Monyib :usecases CBSI3bIBACT CLICHAPUU PUIIOKEHUS.
4.2.2 Caou data

Monyne :infrastructure-android peamusyer Room AppDb (Bepcus
5) ¢ cymHocTsMu DbStorageKeyMap, DbStorageMetaInfo, DbYandexAccount,
DbStorageSyncGroup:
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@Database(

entities = [
DbStorageKeyMap: : class,
DbStorageMetaInfo::class,
DbYandexAccount: :class,
DbStorageSyncGroup: :class,

1,

version = 5,

exportSchema = false,

)
abstract class AppDb : IAppDb, RoomDatabase()

4.2.3 Caoii presentation

Monyns :ui u :app coaepxkar Compose-akpanbl, ViewModel u HaBurammio.

OAuth Anpnexc 3amyckaercsa uz Ul ynan€unsix vault:

viewModel.yandexSignIn.launch { outcome ->
when (outcome) {
is RemoteYandexAuthResult.Success ->
viewModel.onYandexAuthSuccess (outcome.accessToken)
is RemoteYandexAuthResult.Failure -> { /* owmnbka */ }
RemoteYandexAuthResult.Cancelled -> { }

4.3 B3aumoneiicTBre MOACHCTEM U HTOIOBAasi apXUTEKTYpa

3aBucumoctu moayieit Gradle nokazansl Ha pucyHke 24. [1onHbBINA UCXOTHBIH

KOJl MOJTyJIeil COOpKHU MPUBEAEH B IPUIIOKEHUHU A.
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3aBucuMmoctn moayneu Gradle

:usecases ‘ ‘infrastructure-android

:domain-vault :vault-contracts :task-runtime

Pucynok 24 — 3aBucumoctu monynei Gradle

B ocHoBHOM TEKCTE IMPUBCACHLI ITIOKAa3aTCJIbHLIC q)paI‘MCHTBI; ITOJIHBIC

JUCTUHTU — B MPUJIOKEHUU A.
4.3.1 Moay.as :vault-contracts

Omnpenensier neckpuntopsl vault (VaultDescriptor, DescribedVault) u
KOHTPaKThI peTUCTpaluu ynaiaéHHbIX vault (VaultRegistrar, VaultRegistration).

Peamu3zanus arperaropa — VaultsManager B :domain-vault.
4.3.2 Moay.asb :domain-vault

Conepxut peanuzainuio jpocryna k Yandex Disk API, manmuHr cereBbix
UCKITIOYEHUHN B JOMeHHbIe Koabl (VaultThrowableMappingTest), Oydep *xypHana

cuaxpoHuzanuu. Unit-tecTsl peno3utopust ucnonb3ytoT nogmeny HTTP-kiuenTa.
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4.3.3 Moay.as :task-runtime

TaskOrchestrator ymnpasisieT o4epenbo JOJITUX ONEpalMil: €AuHasl TOYKa

JUIsl IpOTrpecca, OTMEHBI U JIOTOB, 4To ucnolib3yercst Ul axpana 3aia4 (. 5, puc. 12).
4.3.4 Mopyas :infrastructure-android

Peanuzyer Room (AppDb v5), DAO, penosutopuu, OAuth-xpanunuiie
TOKEHOB, ¢ainoBbie anantepbl Android. Moayns — eIWHCTBEHHAs TOYKa

3aBucuMocTd oT Android SDK B ciioe 1aHHBIX.
4.3.5 Coopka U 3aBUCUMOCTH

KopneBoii settings.gradle.kts ¢pukcupyetr BoceMb BKIOYAEMbBIX MOTYJICH.
Bepcuu 6mbnmotek neHTpanu3oBanbl B gradle/libs.versions. toml. 3agaya test
Ka)XZI0OTO MOAYJISL BXOAUT B 00s13aTeNbHBIN MPOTOH MEpe PEIU30M MPOTOTUIA (CM.

1. 5, puc. 30).
4.4 leranu3anus peanusanuu no moayasam Gradle
4.4.1 Monyab :domain

ConmepXuT 4UCTYI0 OM3HEC-TIOTUKY: Encryptor, THIBI KITt0Yel, HHTEPEHCHI
use case i xpanwmil. He 3aBucut ot Android SDK, 4yTto mno3BoisieT
BBITIONIHATE 12 unit-tectoB Ha JVM 06e3 amynstopa. Knacc Encryptor peanusyer
CUMMETpUYHOE MHUpPOBaHUE JUIsI CTPOK, MAacCHUBOB OalT MU TOTOKOB; METOJ
generateEncryptionInfo ¢opmupyet comp 1 mapameTpsl sl IPOBEPKH maposis 06e3

XPaHEHUS MApOJs B OTKPHITOM BUJIE.
4.4.2 Mopy.s :usecases

Koopauuupyet CLICHapuu
npuiIoKeHus: ManageStoragesEncryptionUseCase, ABMXXOK StorageSyncEngine,
onepanuu ¢ 2FA ¥ TEKCTOBBIMU CEKpeTaMH. 3/1€Ch COCPEIOTOUCHA HaWOOJbIas
JI0JIs1 aBTOMAaTUYECKUX TECTOB (25), TaK KaK MOBEJCHUE CUHXPOHU3ALUU 3a0aETCA
npaBUJIaMH KypHasia 1 OJIOKUPOBOK, YIOOHBIMU JIJI M30JISLIMKU HA MOKaX (hailioBoi

CHCTCMBEI.
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4.4.3 Moay.asb :domain-vault

WNukancynupyer cereBod goctynm kK Yandex Disk u mpeobpasoBanue
uckimodeHuit  Retrofit/OkHttp B momenuwsie komel. TecTsl pemo3utopusi He
oOpalarTcsi K pealbHOM ceTtu — mnoxactasisiercss ¢erikoBeid HTTP-cioit, yto

obecrneunBaeT JeTepMuHUpOBaHHOCTH Cl.
4.4.4 Mopyab :ui

[Ipenocrapmnser Compose-3KpaHsl, ViewModel, HaBUTALUIO
(WallencDeepLinks), CTpOKOBBIE pecypchl mjsi mporpecca 3amad. Unit-TecTbl
MPOBEPSIOT MApPCEPhl U MAIMUHT 0€3 MOAHITUSL Activity; HHCTPYMEHTAJIbHbIE TECThI

(androidTest) BauIUPyOT KOMIO3UIIMIO SKpaHOB 2FA u cexpeTos.
4.4.5 Moayas :infrastructure-android

CeaspiBaeT Room, DataStore, OAuth Activity Result API, peanuzaruun
peno3utopueB. Bepcusi cxembl b/l — 5; murpanuu otkiatodeHsl (exportSchema =
false) Ha sTane npororumna. MHCTpymMeHTanbHbIA YandexAccountRepositoryTest

noareepxkaaer CRUD yuérHol 3anucu B in-memory B/I.
4.4.6 Moay.an :task-runtime

Ouepenp 3amady ¢ cocTOssHUSIMH pending, running, completed, failed,
cancelled. Ucnonb3yercs mpu JIUTETLHOM MIMGPOBAHUK KaTaJIOroB U OymyIiei

cuaxporu3anuu; Ul monmuceiBaeTcs Ha Flow mporpecca.
4.4.7 Moayas :vault-contracts u :app

:vault-contracts 3aAa€T TOUKY paCIIUPEHUS 111 HOBBIX TPOBAIEPOB. : app
— Hilt-momynu, Application, HaBuranuonHbii rpad, coopka APK. Touka Bxona He

COJICP’KUT OM3HEC-TPABUII; OHU JICJIETUPYIOTCS USE case.
4.4.8 ’KypHau pa3paGoTKu U KOHTPOJIb Bepcuii

Ucxonupiii kom pasmeni€éH B mpuBaTHOM penosutopun GitLab HO®DY; B
mporiecce pa3paboTKU UCTIONB30BAIOCH 3epKkaio Ha muyHOM cepBepe Gitea (https://
git.nullptr.top/nullptr/Wallenc). BerBnenue no stanam npaktuku. [lepen 3ammroi
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BKP Bemonusiercs nmonnas coopka ./gradlew assembleDebug test u duxcarus

OTU€TOB TECTUPOBaHUs B Report/images/ (puc. 27-32).
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5 TecTupoBaHHMe MPOTPAMMHOI0 OOecnedeHust

B xone paboTel 6110 Oprann3oBaHo TecTupoBanue Wallenc Ha HECKOIBKUX
YPOBHSIX: MOAY/IbHbIE aBToMarudeckue Tecthl (JUnit, karanor src/test kaxmoro
Gradle-monyiist), UHCTpyMEHTaJIbHBIE TECTHI (Src/androidTest), a Takke pydHbIE
dbynkmonanbHbie U Ul-poronsr. [IporpamMmmMa u MeTo KA UCTIBITAHUHN TIPUBEICHBI

B MIPUJIOKEHNH b.
5.1 Ilnan TecTUPOBaHUA
5.1.1 Ileau 1 3a1a4M MHCNILITAHUH

OcHOBHas LIeTb — MOATBEPAUTH KOPPEKTHOCTh KPHUNTOrpapruecKoro sapa,
JIOMEHHOM JIOTUKH CUHXpOHU3aluu U cieHapues Ul beun nmocrasieHs! ciaenyromue

3aJaqyu:

a) MpoBepUTH Encryptor U MpoBepKy KJtoya JJisi CTPOK, OANTOB M TOTOKOB;
0) yOenuThCsi B KOPPEKTHOM MAINIUHIE UCKIFOUEHUH B KOJIbI OIIHOOK;

B) IPOTECTUPOBATH ABMKOK CHMHXpOHU3alMK (StorageSyncEngine, xypHa,

OJIOKUPOBKH);
I') MPOBEPUTH OPKECTPATOP (POHOBBIX 3a]a4;
1) BBIMOJHUTH smoke-tecTsl HaBuramuu, deep link u 2FA/TOTP;

€) 3aduKCUpOBaTh Pe3yibTaThl PyyHBIX ciieHapueB vault, OAuth u skpana

3a/ad.
5.1.2 O0beKT 1 YPOBHM TECTHPOBAHMS

Tabnuua 8 — OObekThHI 1 ypoBHU TecTHpoBaHus Wallenc

VYpoBenb | OOBEKT HNucTpymenT Kpurepuii ycnexa
Unit Knaccer domain,| JUnit 4, JVM Bce Tecthl Momyns
usecases, uil, task- YCIEIIHbI

runtime, domain-
vault

HNuctpym. | Room, Compose UI,|[ AndroidJUnit, Her nanenuiti Ha
OAuth AMYJISTOP uenesoM API

59



IIponomkenne Ta0Iunbsl 8

VYposenb | OObEKT HNucTpyment Kputepuii ycnexa
Pyunoii | Coopka app,| Uek-nucr Cuenapuun T-1...T-12
II0JIb30BATEIbCKUE PO IEHBI

LETIOYKHU
Perpecc. | Cunxponuzanus, [ToBTOp unit +|Her OGnokupyronmx
g poBaHue BBIOOPOYHBIN pyuHOH | 1edEeKTOB

5.1.3 Marpuia TecToBbIX ClIeHAPpHEB

Tabnuma 9 — Marpuiia TeCTOBBIX CIICHApHUEB

ID | Cuenapuii Tun ABTO OxugaeMblii pe3ysibTar
T-1 |IIpoBepka kitoya | Unit Jla Encryptor.checkKey
mdpoBaHUS true/false
T-2 | lludposanue/ Unit Ha CuMMeTpHst TaHHBIX
nemudpoBaHUe CTPOKU
1 6alTOB
T-3 | IloroxoBoe Unit Ha Hannbie nocne decrypt
mudpoBanue ¢aina PaBHBI HCXOTHBIM
T-4 | CunxpoHuzanus Unit Ja Konuposanue,
TPYTIIBI XPAHMIIATIL yaajaeHue, trash,
OJIOKMPOBKHU
T-5 [2FA TOTP renepamus | Unit Ha CoBnagenue c
stanoHom Java OTP
T-6 | Mannuur omun6ok | Unit a TunusupoBaHHbIE
CeTH/IUCKa WallencException
T-7 |CRUD  storage B |Pyunoi Her Cnucok O0OHOBIEH
LocalVault (puc. 14)
T-8 | BxirroueHnue Pyunon Her Craryc
mudpoBanus vault «3amudpoBano» (puc.
15)
T-9 | OTkpeiTHE/3aKpHITHE Pyunoii Her Hoctynm  Tombko ¢
vault KItogoM (puc. 16)
T-10 | OAuth Sumexc Pyunoii / IT | Hactuuno | Token B Room (puc. 19)
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IIponomxenne Tadauns! 9

ID | Cuenapuii Tun ABTO OxugaeMblii pe3ysibTar
T-11 | Okpan 3a7a4 u | Pyunon Yactuuno | [Iporpecc 151
YBEIOMJICHUS 3aBepuieHue (puc. 12—
13)
T-12 [ Compose: cekpersl u | IT Ha OTtoOpaxenue 0e3
2FA nazeHuut (puc. 20-21)

5.1.4 Kputepun Ha4aj1a 1 OKOHYAHUA

Hauano: coOpaHbl MOAynM MPOEKTAa; BBINONHSAETCS ./gradlew test; ans
MHCTPYMEHTAJIBHBIX TECTOB JOCTYIIEH 3MysiTop API 26+.

Oxonuanue: Bce 68 unit-TecToB B src/test 3aBepIIMINCH YCIEIIHO;
MHCTPYMEHTAJIBHBIE TECTHI MPOWICHBI HA dMYJIATOPE; py4yHOU yek-yimer 1-7...T-12

BBITIOJIHEH; KPUTUYECKHE J1€(PEKThI OTCYTCTBYIOT.
5.1.5 Cpena v HHCTPYMEHTHI

Tabnuna 10 — TecToBas cpena

[Tapamerp 3HaueHUe

OC pazpa6otku | GNU/Linux, Android Studio

JDK OpenJDK 17 /21

Co6opka ./gradlew test, ./gradlew connectedDebugAndroidTest
YerpoiicTBo Owmynsarop Pixel 6 API 34; ¢pusnueckoe ycrpoiictBo mist OAuth

5.2 Monyabhbie TecThl (JUnit)

B mpoekre peanuzoBaHo 68 aBTOMAarMyecKUX UNit-T€CTOB B MATU MOIYISAX
(:domain— 12, :domain-vault — 10, :usecases — 25, :ui— 15, :task-runtime
— 6). Tects! BemmonHsoTCsS Ha JVM nipu cOopke.

Tabnuna 11 — Peectp MOAynbHBIX Unit-TECTOB

Ne | Monynb Merton [Iposepsiemoe noBeaeHue

1 | domain mapsFileNotFoundException HCKIIOYEHHE IMpeoOpasyeTcsi B THIU3UPOBAHHYIO

omnbky Wallenc
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TIponomkenne Tadaumbl 11

Ne | Monynb Merton [Iposepsiemoe noseaeHue

2 | domain mapsGenericExceptionToUnknown UCKJIIOUEHHE Tpeobpasyercsi B THIU3UPOBAHHYIO
oumbky Wallenc

3 | domain mapsIOExceptionToloFailed HCKIIIOYeHHe TpeolOpasyeTcss B THUINU3UPOBAHHYIO
oumbky Wallenc

4 | domain preservesWallencException coXpaHeHHe yxXe THnu3upoBaHHoro Wallenc
Exception

5 | domain test bytes encryption with the same key CUMMETpUSl IMU(PPOBAHUA U NEMUPPOBAHUS MPU
BEPHOM KITIO4E

6 | domain test bytes encryption with the wrong key neurnppoBaHKe ¢ HEBEPHBIM KITFOYOM 3aBEPIIACTCS
ouroKon

7 | domain test correct key for StorageEncryptionInfo BEPHBIN KITI0Y poxoauT nposepky checkKey

8 | domain test incorrect key for StorageEncryptionInfo BEpHBIH KITI0Y TpoxoanT nposepky checkKey

9 | domain test stream encryption with the same key CUMMETpUSl IMU(PPOBAHUA U NEMUPPOBAHUS MPU
BEPHOM KIIIO4E

10 | domain test stream encryption with the wrong key neurrppoBaHKe ¢ HEBEPHBIM KITIOYOM 3aBEPIIACTCS
ouroKon

11 | domain test string encryption with the same key CUMMeTpusi MM(pPOBaHus U Nenn(ppPOBAHUS TIPU
BEPHOM KITIOUE

12 | domain test string encryption with the wrong key Jenr(ppoBaHKe ¢ HEBEPHBIM KIIIOYOM 3aBEPIIAETCs
ournoKon

13 | domain-vault | diskInfoParsesResponse pa36op orera API diskInfo

14 | domain-vault | diskInfoThrowsAuthExceptionOn401 AuthException mpu HTTP 401

15 | domain-vault | flushRestoresPendingOnWriteFailure oTkart Oydepa xypHana mpu cboe 3amucu

16 | domain-vault | listReturnsEmptyEmbeddedOn404 mycroit criucok pu HTTP 404

17 | domain-vault | mapsFileNotFoundToStorageFileNotFound HCKIIIOYeHHE Mpeoldpa3yeTcsi B TUNHU3UPOBAHHYIO
omnbky Wallenc

18 | domain-vault | mapsHttpExceptionToNetworkHttpFailed HCKIIIOYEeHHE Tpeoldpa3yeTcsi B THUNU3UPOBAHHYIO
oumbky Wallenc

19 | domain-vault | mapslllegalStateNotAFile HCKIIIOYEeHHEe TpeoldpasyeTcss B THUIU3UPOBAHHYIO
oubky Wallenc

20 | domain-vault | mapsMissingOAuthTokenloToTokenMissing HCKITIOYEeHHE TpeoOpasyeTcsi B THUNU3UPOBAHHYIO
omm6ky Wallenc

21 | domain-vault | mapsSocketTimeoutToOperationTimedOut HCKIIIOUYEHHE IMpeoldpasyeTcss B THIU3UPOBAHHYIO
omnbky Wallenc

22 | domain-vault | mapsYandexDiskAuthToAuthFailed HCKIIIOYCHHE MpeoldpasyeTcsi B THUNHU3UPOBAHHYIO
omnbky Wallenc

23 | task-runtime | cancelAllMarksRunningTaskCancelled JKU3HEHHBIH ITUKJT (POHOBOM 3a1auu

24 | task-runtime | cancelMarksTaskCancelled JKU3HCHHBIN NUKIT (HOHOBOI 3aa4u

25 | task-runtime | enqueueCompletesTask KU3HEHHBIH UK (POHOBOM 3a1a9n

26 | task-runtime | failRecordsFailedState JKM3HEHHBIH UK (POHOBOH 3a1auu

27 | task-runtime | logAppendsLine log appends line

28 | task-runtime | progressUpdatesRunningState KU3HEHHBIN UK (POHOBOM 3a1a9u

29 | ui clearContentProgress mapsToStringRes MmapmpyTtu3anus, deep link nimm noamuicn Ul

30 | ui mapsFeatureStorageNotFound HCKIIIOYEeHHE IpeoOpa3yeTcsi B TUNU3UPOBAHHYIO

oumOky Wallenc

62




TIponomkenne Tadaumbl 11

Ne | Monynb Merton [Iposepsiemoe noseaeHue
31 | ui mapsStoragelncorrectKey UCKJIIOUEHHE Tpeobpasyercsi B THIU3UPOBAHHYIO
oumbky Wallenc
32 | ui mapsUnknown HCKIIIOYeHHe TpeolOpasyeTcss B THUINU3UPOBAHHYIO
oumbky Wallenc
33 | ui matchesTasksAndSettingsHosts matches tasks and settings hosts
34 | ui matchesWallencViewIntent MapmpyTtuzanus, deep link i noxmucn Ul
35| ui parsesStandard TotpUri koppekTHOCTh TOTP/OTP: parses standard totp uri
36 | ui rejectsMissingSecret pa300p U BasM AU BXOMHBIX JAaHHBIX
37 | ui rejectsNonOtpauthScheme koppektHOCTE TOTP/OTP: rejects non otpauth
scheme
38 | ui rejectsUnrelatedIntent pa30op ¥ BamuIaus BXOAHBIX TAHHBIX
39 | ui startTestTaskEnqueuesWork [IOCTAaHOBKAa  TECTOBOM  3ajaun B odepenb
orchestrator
40 | ui storageHomeRouteCarries VaultAndStoragelds MapmpyTtuzanus, deep link nmm moamicn Ul
41 | ui syncNoGroups mapsToStringRes CIEHapUil CHHXPOHHU3AIMK: NO groups maps to
string res
42 | ui textSecretsRoutesCarryRequired Arguments mapuipytusanus, deep link nm noamucu Ul
43 | ui vaultTask mapsToStringRes MapmpyTtuzanus, deep link mmm nmoarmuicn Ul
44 | usecases buildTwoFaCodeStateMatchesJavaOtpForKnown | koppektHocts TOTP/OTP: build two fa code state
Secret matches java otp for known secret
45 | usecases buildTwoFaCodeStateReturnsNullForInvalid build two fa code state returns null for invalid secret
Secret
46 | usecases deleteWithRecordSyncJournalFalseDoesNotBump | yzanenue 6e3 3amucu B XKypHajd He YBEIMYHBAET
Sequence sequence
47 | usecases isSyncableUserPathExcludesEncDirAndJournal MIOJTB30BATENLCKAI MyTh HMCKIIOUAET CITy)KeOHBIE
Karaaoru
48 | usecases mergeKeepsSingleEntryPerPath CIIMSTHHE )KypHAJIa OCTABISCT OIHY 3aIliCh HA IyTh
49 | usecases openReadDoesNotChangeJournal yTeHHe 0e3 3alHucH He M3MEHSET JKypHall CHHXPO-
HU3ALUH
50 | usecases storageWithEncInfolsIncompatible XpaHWIHIIE ¢ MH(GPOBAaHHEM HECOBMECTHMO B OfI-
HOI1 rpymnmne sync
51 | usecases storageWithoutEncInfolsCompatible XpaHunuiie 6e3 MeTalaHHBIX MIH(POBAHUS COBME-
CTUMO C CHHXPOHHU3AIHEH
52 | usecases syncAllGroupsReportsNoGroups WhenEmpty creHapuit cmHXpoHU3anuu: all groups reports no
groups when empty
53 | usecases syncGroupCooperativeCancellationReleasesLocks | cHsATHE OIOKHPOBOK IpH OTMEHE 3a7a4d MOJIb30Ba-
TeneM
54 | usecases syncGroupCopiesFileFromSourceToTarget KOIIpOBaHHe (aiiia ¢ HICTOYHUKA Ha IIeJIeBOe Xpa-
HWINIIE B IPpyIIe
55 | usecases syncGroupDeleteRemovesFileOnTarget yaajaeHue (aiina Ha IeJICBOM XPaHUJIMIIE TPU CHH-
XPOHM3ALMHU
56 | usecases syncGroupReleasesLocksAfterSuccessfulSync CHsTHE OJIOKHPOBOK MOCIIE YCIICITHOW CHHXPOHH3a-
Vil
57 | usecases syncGroupReleasesLocksWhenJournalEmpty CHSATHE OJIOKHPOBOK MPH ITyCTOM XKypHaie
58 | usecases syncGroupReleasesLocksWhenJournalReadFails CHsTHE OJIOKHPOBOK MPH OLUIMOKE YTCHHUS JKypHAIa
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TIponomkenne Tadaumbl 11

Ne | Monynb Merton [Iposepsiemoe noseaeHue

59 | usecases syncGroupSkippedWhenFewerThanTwoStorages CHHXPOHHM3AIMsl MPOIYCKAaeTCs, €CIM B TpyIIe
MEHbLIE JIBYX XPaHHUJIMIL

60 | usecases syncGroupStopsWhenLockCannotBeAcquired OCTaHOBKA MPU HEBO3MOXXHOCTH 3aXBaTHTh OJIOKH-
POBKY TPYIIIIBI

61 | usecases syncGroupTrashSoftDeletesOnTarget MsrKoe ynanenue (trash) Ha Iie1eBOM XpaHHUIIHIIE

62 | usecases syncSkipsWhenTargetRevisionAlready Winner MIPOITYCK CHHXPOHHU3AINH, €CITH PEBU3US LIEITH YKe
HOBee

63 | usecases textSecretsCrudWorksWithOptionalLabels CRUD-onepaiuu 1 CoxpaHeHne TaHHBIX

64 | usecases textSecretsInvalidJsonFallsBackToEmptyList text secrets invalid json falls back to empty list

65 | usecases totpPeriodProgressIsContinuous WithinPeriod koppektHOCTE TOTP/OTP: totp period progress is
continuous within period

66 | usecases totpSecondsUntilRefreshCountsDownWithin koppektHocts TOTP/OTP: totp seconds until

Period refresh counts down within period
67 | usecases twoFaCrudWorksAndPersists CRUD-onepaiuy 1 CoxpaHeHne TaHHBIX
68 | usecases twoFalnvalidJsonFallsBackToEmptyList two fa invalid json falls back to empty list

5.2.1 Kpunrorpagusi u 10MeHHbIE¢ OLUNOKH

Kiacc EncryptorTest mpoBepsier cueHapuu AES: checkKey, mmdpoBanue
CTPOK, 0aTOBBIX MACCUBOB M IIOTOKOB C BEPHBIM U HEBEPHBIM KJITHOUOM (CTpOKH 5—14
Tabin. 11). WallencExceptionMappingTest mokpsiBaeT rpeoOpazoBanue (HainioBbIX

U CETEBBIX NCKIIFOUCHUH.

IIporon ./gradlew :domain:test — Ha puc. 25.

igurationErrors SKIPPED

NO-SOURCE

E

Pucynok 25 — Otuér Gradle: moxyns :domain, 3agaua test
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5.2.2 Cunxponusanus, 2FA u use cases

StorageSyncEngineTest MOJEIUPYyET TPYIIIBI CUHXpPOHU3AIINH,
KOMpOBaHWE W ymaneHue dainos, soft-delete, oTmeny wu OmoKUpOBKH
(ctpoku 5264 Tabm. 11); oTHeabHO TPOBEPSAIOTCS CHMSHUE KypHala
(mergeKeepsSingleEntryPerPath) W mpomyck LEIUM C aKTyaJdbHOW peBU3MEH
(syncSkipsWhenTargetRevisionAlreadyWinner) — c¢M. alroputM B TII. 4.
TwoFaTotpTest cBepser TOTP c atanonom Java OTP. StorageDomainUseCasesTest
nposepsieT CRUD TtekcToBbIX cekpeToB u 2FA.

Pucynok 26 — Otuét Gradle: Mmomynb :usecases

5.2.3 Moayab :domain-vault

YandexDiskRepositoryTest wucnonb3dyer Mok HTTP: pa36op diskInfo,
nyctoii criucok npu 404, AuthException mpu 401. VaultThrowableMappingTest

MTOKPBIBAET CETEBBIC U (haiiyoBbie omuOKu vault.
5.2.4 Moayasb :ui

[IpoBepens! unctoie GyHKIMK HaBuranuu, deep link, moanucu yBegoMieHUH,

napcudr OTP URI u nocranoBka 3agauu B ouepenb (TaskPipelineViewModelTest).
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estDebugUnitTest] in project

oY e >

&

Pucynok 27 — Otuér Gradle: momynsb :ui

5.2.5 Monyas :task-runtime

TaskOrchestratorTest mpoBepsier enqueue, progress, fail, cancel u
cancelAlL

5.3 Uucrpymentaabnblie TecThbl (androidTest)

Tabnuma 12 — UucTtpymenTanbabie TecThl android Test

Monyis | Knacc Ha3nauenue MeTtonoB

:ui TwoFaTokensScreenContentTe§tompose: IKpaH 2FA |2
TOKEHOB

:ul TextSecretsScreenContentTes{ Compose: TEKCTOBBIE | 2
CEKpEThI

:qinfra | YandexAccountRepositoryTegtRoom in-memory: akkayHT |3

Sanexc

:app YandexDiskLivelntegrationTestKuBoit APl (npu wammuwm | 3

TOKEHA)

3amyck: ./gradlew connectedDebugAndroidTest. Pesynprar — puc. 28.

OTtpucoBka 3kpaHoB cekpeToB U 2FA nonrsepxkaeHa ckpunmoramu 20-21.
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x nullptr@thinkbook ~/Documents/Gitea/Wallenc } ./gradlew connectedDebugAndroidTest
Starting tests on Medium_Phone_API_36.1(AVD) - 16
Finished tests on Medium_Phone_API_36.1(AVD) - 16

3
3

Starting 4 tests on Medium_Phone_API_36.1(AVD) - 16
4

Finished 4 tests on Medium_Phone_API_36.1(AVD) - 16
Starting 3 tests on Medium_Phone_API_36.1(AVD) - 16
Medium_Phone_API_36.1(AVD) - 16 Tests 1/3 completed. (0 skipped) (@ failed)
Medium_Phone_API_36.1(AVD) - 16 Tests 2/3 completed. (0 skipped) (@ failed)
Finished 3 tests on Medium_Phone_API_36.1(AVD) - 16

BUILD SUCCESSFUL in 55s
193 actionable tasks: 19 executed, 174 up-to-date
Consider enabling configuration cache to speed up this build:

nullptr@thinkbook ~/Documents/Gitea/Wallenc } I

Pucynok 28 — Gradle connectedDebugAndroidTest

5.4 Pyunoe u Ul-TtecTupoBanue

Py4Hble IPOTrOHBI BBITOIHAINCH N0 YeK-mucty T-7...T-12 Ha smynsTope u

(bU3UYECKOM YCTPOUCTRE.

Tabnuna 13 — ITpoTokon pydyHOro TECTUPOBAHUS

ID | Iar Craryc | ®akTnueckuii Nnmoctpanus
pe3yJbTar
T-7 | Co3pmare  storage B |OK Storage B criucke 14

LocalVault
T-8 | Bkirounts OK Cratyc encrypted 15

i poBaHue

T-9 | OtkpeiTh/32KpHITH Vault | OK Kontent Ttonbko mpu |16
OTKpbITOM vault
T-10 | OAuth Adanexc OK 3amnmce 19
B DbYandexAccount

T-11 | ®onoBas 3agada | OK IIporpecc Ha »3kpane | puc. 12
i poBaHUs 3a1a4

T-12 | YBenomieHue o[ OK Notification oroopaxéHn | puc. 13
3aBEpIICHUU
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Yek-nucT pydHoro Ul-tecTuposanus Wallenc

D War CratyqDakTU4ecKMii pesynbTaTt Puc,
IT-7 Cosparte storage B LocalVault  |OK Storage B Crivcke 5
IT-8 Brnod uTh Wi posaHue storage|OK Cratyc encrypted 6
IT-9 OTKpbITE / 38K PEITE Storage OK HKOHTEHT Npu o TKPBITOM Storage(?
IT-10 OAuth Anpe ke Ok 3anuck B DbYandexAccount 10
IT-11 GoHosan 3afada Wubposanua |OK Mporpece Ha 3xpane 3a0aq 12
IT-12 ¥eenomneHwe o sagepleHun 0K MNotification otobpameéd 13

Mnatpopma Android (smynatop / yerpoitctea), 2026
it

Pucynok 29 — Yek-nuct pyunoro Ul-tectupoBanus

5.5 Ot4éT 0 pe3yJbTaTax TECTUPOBAHUS

[To utoram ./gradlew test Bce 68 unit-TeCTOB 3aBEPUIMIINCH CO CTAaTyCOM
PASSED. WucTtpymeHTallbHbIE TECTHl :ui MOATBEPAWIM OTPUCOBKY 3KPAHOB

cekpeToB U 2FA; Tectel Room — nepcucTeHTHOCTD YUETHOM 3anucu SHAeKC.

UP-T0-DATE

Pucynok 30 — Csoaxka Gradle test mo Mmoayssam

Tabnuma 14 — TpaccupoBka TpeOOBaHUN — TECTHI

OP | Tectrr KommenTapuii

®P-1 | T-7, StorageDomainUseCasesTest | Storage B LocalVault u CRUD
CEKpPETOB

@®P-2 | EncryptorTest, T-8, T-9 [ToxpeiTne AES

@P-3 | TextSecretsScreenContentTest UI + domain
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IIponomxenne Tabnuns! 14

OP | Tectrr KommenTapuii
®P-4 | YandexDiskRepositoryTest, T-10 [ HTTP-mox u pyunoii OAuth
@®P-5 | StorageSyncEngineTest CunHxpoHU3anus rPyII
®P-6 | TaskOrchestratorTest, T-11 Ouepenp 1 dKpaH 3a7a4

5.6 BuiBoj

[Tnan TecTHpOBaHUS BBHITIOJIHECH: aBTOMATH3WPOBAHHOE TIOKPHITHE OXBATHIBACT
Kpunrorpadguo, CHHXpoHU3aluio, 3anaduu, napcuar OTP u o6paboTky ommook;
pyuHble cuieHapuu noATBepauiau npuroaHocts Ul mns vault u OAuth. Pesynbrars
000CHOBBIBAIOT TOTOBHOCTH Tporotrma Wallenc kK neMoHCTpanuu M pa3BUTHIO B

pamkax BKP.
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6 Onenka pe3yJbTaTOB U IKOHOMHUYECKHE MOKA3aTeH

6.1 O030p pbIHKa NPOrPAMMHOI0 0O0ecTeuyeH sl M AHAJIOTOB

PBIHOK KIMEHTCKHX PEMEHWH IS 3allUIIEHHOIO XPAaHCHUS JaHHBIX

IPEJICTAaBIECH MPOAYKTAMH KJIACCOB «JIOKAJIbHBIM cel(y», MEHeIKepbl CEKPETOB U

zero-knowledge ¢aitnoBbie knaueHTsl (cm. Tabm. 3, 1. 1). Huma Wallenc —

MOOMJIBHBIN yHUBEpcaidbHbINM vault 6e3 cobcrBenHoro backend mnpunmoxxenus c

BO3MOYKHOCTBIO TTOJIKJTFOUCHHST BHEIITHUX MpoBaiiiepoB uepe3 OAuth.

6.2 OneHka IKOHOMMYECKHUX 3aTPaT Ha pa3padoTKy MPOEeKTa

3arpatel Ha pa3paboTrky B pamkax npaktuku (09.02.2026-06.05.2026)

OIICHUBAIOTCA MO TpyAo3arparaM OOydarolerocss U HMCIOJIb30BAHUIO OTKPBITHIX

uHcTpymeHToB (Android Studio, Kotlin, Typst).

Tabnuna 15 — Crpykrypa 3aTpar Ha pa3paboTKy (OIleHKa)

Crarbs 3aTpar En. CymmMa, pyo.

Tpynozarparsl (<480 4 npakTUKK) | H/Y 0 (yu€tHas pabota B paMkax
y4eOHOT0 IJIaHa)

Jlunensuu I10 (IDE, SDK) KOMIUIEKT | 0

YCTpoiicTBO At TECTUPOBAHUS 1 UMEETCsl Y UCTIOTHUTENS

HToro mpsiMbIX IEHEKHBIX 3aTpar =0

Tabnuma 16 — Kanengapueiii Turad-rpaduk npakTuku (pparMeHT)

[Tepuon Pe3zynbrar

09.02-28.02.2026

Amnanus, ananoru, T3, apxuTtekrypa

01.03-28.03.2026

ITpoextupoBanue B/I, crex, OAuth-uccinenoBanus

29.03-19.04.2026

Peanuzanus siapa, UL, Room, SAngekc

20.04-05.05.2026

TecTtupoBanue, MIUTKOCTPALIMH, OTYETHOCTD

06.05.2026

3amura npakTuku, uroropas coopka I13

Kanenmapusiii rpaduk paboT COBMANAET C THEBHUKOM MPAKTUKU: 3Tam 1 —

aHaJIMTUKA U TpoekTupoBanue (deBpanb—mapt 2026); stan 2 — peanuzanus (29.03—

19.04.2026); odbopmieHne qJOKyMeHTalMu — arnpenb—mai 2026.
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6.3 Moneab NpUMeHEeHUs U OKYNIaeMOCTH

Cuenapuii npumenenuss — BHeapenue B OOO HM® «Heliporex»
KaK BHYTPEHHUN HMHCTPYMEHT 3alllMIIEHHOTO XpaHeHUs (HailJioB COTPYTHUKOB
Ha KOPHOPATUBHBIX WJIM JUYHBIX OOJAYHBIX aKKayHTaX MPU COXPAHEHUU ZEro-

knowledge monemnu.

¢ deKT: CHIWKEHHE PHUCKA YTEUKH IIpU KOMIIPOMETALMHM NIPOBaiAepa;
OTCYTCTBHE 3arpaT Ha COOCTBEHHBIM cepBep mnpuiokeHus. OKymaemMocTb AJis
y4eOHO-IIPOMBILIUIEHHOTO MPOTOTUIA BBbIpaXKaeTcsi HE B NpSAMOM NpUObUIM, a
B COKpAaIIEHUH PHUCKOB M BO3MOXKHOCTH JOpa0OTKH TMpPOAYKTa 0€3 CMEHBI

APXUTEKTYPBHI.
6.4 BriBoj

DKOHOMUYECKasl OLEHKA MOKa3bIBAET HU3KUE MPSAMBIE 3aTpaThl HA CO3JaHUE
IPOTOTUIIA W TOTEHUUAJIbHYIO MPAKTHYECKYI0 IIEHHOCTh JMJIsI OpraHu3aluu-
napTHépa. JleTanbHbIl pHIHOYHBIA aHanW3 OpuBeAEH B M. 1.3.5; MOTHOUEHHBIN

pasaen TOO B 00béMe oTpacneBbix BKP He TpeOyercs cormacHO pexoMeHaaIumsm
Kadeapel.
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7 BapuaruBHasi npogeccuoHabHas komnerennus (BITK-2)

B pamkax oOpazoBarenbHON mporpamMmbl 1o Hampasienuto 09.03.04
«IIporpammuas wHxkeHepus» (popMupyercs BapuaTHBHAs MpodecCruoHaTbHAS
xomneteHuus (BITK-2):

Cnocoben peuwiamv NpukiaoHvle 3a0a4u AHAIU3A OAHHBIX U NPUHAMUSL

pemenuﬁ C UCNONb306AHUEM UCKYCCNMBEHHO20 URmMeENIeKma.

B rtexymelt Bepcun Wallenc mMonmenu mammHHOro oOy4yeHust B runtime
HE BHEApEHBI: MPOAYKT cTpouTcss Ha zero-knowledge ™monenu, oTcyTcTBYyeT
JIOBEPEHHBIN CepBep MPHIIOKEHUS, a BBIFPy3Ka paciiu(ppOBaHHOTO COJAEPKUMOTO
vault Ha obnmako Ay oOy4yeHHs] MPOTUBOpPEUMa Obl 3asBICHHBIM TPEOOBAaHUSAM
Oe3onacHocTH. Huke paccMOTpeHO, Kakue MPUKIAIHBIE 3a1a4M aHAIN3a JAHHBIX
Y aBTOMATU3UPOBAHHBIX pEeICHUI MOIJIM ObI ObITh T0OABJIECHBI B MEPCIIEKTUBE O€3

HapyIICHUs KITMEHTCKONH MOJICIIH yTPO3.
7.1 CBsa3b komneTeHuu ¢ npeamerom BKP

Wallenc yxe onepupyet cTpyKTypUPOBAHHBIMU TAHHBIMU, TTPUTOTHBIMU IS
aHajM3a: KypHaJ CHUHXPOHU3AUUHU (MyTH, ONEPALMH, PEBU3UU, METKH BPEMEHH),
MeTaJaHHble (ailyioB (MUMsl, pa3Mep, TUIl MO PACIIMPEHUIO), COOBITUS (DOHOBBIX
3a7a4. JTO HE «ChIPO» MOJIb30BATEIBCKUI KOHTEHT, a arperarbl, KOTOPbIE MOKHO
oOpabarbsiBath nokanbHO. Kommerenuus BIIK-2 B xonTekcre BKP packpeiBaercs
IIOCTAaHOBKOM 3a/iad, BBIOOPOM JaHHBIX W MOAENeH, MeTpHUKaMu KadecTBa U
MpaBUJIaMHU MPUHATHS peIIEHUA — naxe ecau B MVP ocTaércs TobKO MPOEKTHBIN

aHaJIu3.
7.2 llpukyaagHbie 321240 AaHAJIM3A JAHHBIX U IPUHIMAaeMble peleHus

Tabnuia 17 — 'unoretnueckue 3amaun MU B nkocucreme Wallenc

3agada Hannpie s | Tun mogenu I'me inference | Pemenune s
aHaiamn3a MOJIb30BaTEIs
Knaccuduxamuslims, JI€rkuii knaccup@radepice [Ipennoxuth
u Teru Qaitnos | pacmupenue, | k-NN (TFLite) TErH,
pasmep; TPYIITUPOBKY
OMI[MOHATIEHO B vault
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IIponomkenne Tadauns 17

3agayua Jannabie g | Tun mogenu I'ne inference | Pemenue s
aHaauza MOJIb30BATENS
AMOCITHHT
nociue
JIOKaJIbHOTO
decrypt
Anomanmuu B | Hacrora Isolation On-device [Ipenynpexnexpe
XKypHajie sync |onepauuii no | Forest, 0 OJIO3PUTEIBHOM
MyTsIM, BpeMsi,| HOPOrOBbIE AKTUBHOCTHU
actorld npaBuiia
[Toxoxue HopmanuzoBannRsibenquuru | On-device [Toxckaska
UMeHa / | uimeHa, pa3mep | CTpoK + IPY CHHXPOHU3ALIUN
Ty OIHUKaThI KOCHUHYCHast WU UMIIOPTE
ONM30CTh
Nmmnopt Nzob6paxenne | OCR (ML Kit) | On-device 3aroNHUTh
cekpera Cco | PKpaHa noie
CKpPHUHIIIOTA (TONBKO 1o TEKCTOBOTO
JEHCTBUIO cekpera
MOJIb30BATES )

Kaxxmast ctpoka TabauIlbl CBA3BIBACT aHAJM3 JAHHBIX (BXOJHBIC MTPHU3HAKH)

C peuieHHeM (JEWCTBUE CHUCTEMbl WM PEKOMEHAAIUs), YTO COOTBETCTBYET

(OopMyIUPOBKE KOMITETEHLIUU.

7.3 Mopnenu, o0y4yeHue U pasBépTbIBaHue

Kaaccupukanmusa daiiso. OOyuaronas BbIOOpKa MOXET (POPMUPOBATHCS

U3 CHUHTETHUYECCKHUX MMEH M HY6JII/I‘-IHBIX JaTaCCTOB THUIIOB (I)aﬁHOB oe3 A0CTYyIla

K peanmbHbIM vault momb3oBareneit. [laiimmaitH: pa3MeTka KiIaccoB (JIOKYMEHT,

n300pakeHue, apxmB) — oOydeHme KommakTHOW cetn (MobileNet-momooHbIN

backbone) — kBanTu3anms — koHBeprtamnus B TensorFlow Lite [14]. MeTtpuxku:

accuracy, F1 no knaccam Ha hold-out.

HerexkTop anomanuii sync. I[Ipusnaku: uucno UPSERT/DELETE 3a

OKHO BpEMEHH, JOJs HOBBIX IMyTeHl, cmMeHa actorId. OOydyeHue Ha KypHajiax,

CTCHEPUPOBAHHBIX UNit-TeCTaMU M CUMYJIAIUAMHA StorageSyncEngineTest, 1uitoc
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pa3MEUYEHHBIE «HOPMAJBHBIC» U «aTaKymoIIHe» ClieHapuu. MeTpuku: precision/
recall muist kmacca «anomanusiy. Pemenue: mokasars yBeoMiieHrne, He OJJOKUPOBATh

SynC aBTOMaTn4cCKu 0e3 IMMOATBCPIKACHUA.

OCR. Google ML Kit Text Recognition [15] mo3BomisieT u3BIeYb TEKCT 0€3
coOCTBEHHOIr0 00y4€HHUsI; 1000yUYEeHHUE HY>KHO TOJBKO JIJIsl CeUU(DPUYHBIX IIPUQPTOB.

Pemenue: MMPCA3AIOIHUTD ITIOJC CCKPETAa C BOBMOKHOCTBIO PCAAKTUPOBAHMA.

O6mas cxema on-device inference mpuBeneHa Ha puc. 31: mMeTagaHHbBIE
U TpPU3HAKM HE TOKUJAIOT YCTPOWCTBO B OTKPHITOM BHIE; OOydeHUE Ha
pactmppoBaHHOM COACPKMMOM BCeX Toiib3oBaresieil B obmake anms Wallenc
HerpuemisieMo. AnbrepHatuBa — ¢egepaTuBHOe O0O0y4yeHHMe TOJIBKO Ha

arperupoBaHHbBIX I'PAIMEHTaXx M0 Opt-1n, 0€3 HEHTPAITU30BAHHOTO XpaHEHUs (paiiioB.

Wallenc — runoteTuyeckuit KOHTYp on-device ML (6e3 paclumdppoBku Ha cepBepe)

Mpuno>xeHune WaIIenc\

Ul / use cases

MeTafpaHHble:
XKYPHaN sync, UMeHa,
pa3mMepsbl

3awndpoBaHHbIe
hannbl storage

peweHwne /
rnoackaska

/
/
/
4 OMUMOHAJIbH(
JIoKasibHble aMbe L ANHI 1

’ nocne decrypt Ha ycTjponctsee

npusHakn

6e3 plaintext TonbKO ciphertext

MpoBanpep
(HepoBepeHHbIN)

TFLite / ML Kit
(inference)

|

ObyyeHue: ohnaH Ha pa3mMeveHHbIX\NCUHTETUYECKNX/arpermpoBaHHbIX AaHHbIX;
BbIrpy3Ka coep>xmmoro vault\nHa obnako gns train — He ncnonb3yeTcs

3awmngpoBaHHble
06beKThl

Pucynox 31 — l'umotetndeckuii koHTYp on-device ML

7.4 JTuka, orpaHnvyeHus u BbiBoa mo BITK-2

Jrobori momynp MM nomkeH OBITH OTKIHOYaeMbIM (Opt-in), OOBSCHATH
TI0JTb30BATEII0 OCHOBAaHUE PEKOMEHAAINH (HAPUMED, ITOXOKee UM (aiisian) U He

MOJIMEHSATH SIBHOE JCHCTBUE NP yAaieHnn win cuaxponmn3ainuu. Kondmukr ¢ E2E
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BO3HUKAET, €CIIM OTHPaBISATH ciphertext win kitoun Ha BHemHUM API inference —

B [IPOEKTE TAKOW IMyTh HE pacCMaTpHUBACTCA.

BeiBoa. KommnereHmusi «pemarps NPUKIAAHBIE 337a4d aHaAjlW3a JAaHHBIX
YW TPUHATHS PEHIEHHM C UCIOJb30BAHUEM HMCKYCCTBEHHOIO WHTEIUICKTa» B
NOSICHUTENIbHOM 3allUCKe packpbiTa aHaiu3oM npumeHumoctd ML k Wallenc:
copMynrupoBaHbI 3a]1a4K, UICTOYHUKU JAHHBIX, TUITBI MOJICJICH, METPUKH 00yUICHUS
U TpaHulbl pa3BépreiBaHus on-device. Buenpenune B Tekymmii MVP  He
BBINIOJIHSUIOCHh OCO3HAHHO — B cOO0TBEeTCTBUM ¢ neisiMu BKP nmo 3amuménnomy
XpaHeHuto 6e3 noBepeHHoro backend.
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SAK/IIOYEHUE

B mosicHuTensHOM 3amucke pPacCMOTPEHBI aHAIW3 MPEAMETHONW 00JacTH,
MPOEKTUPOBAHUE M peanu3aiusi MOOWIBLHOTO MPUJIOKEHUS JJIsl 3allUIIEHHOTO

XpaHEeHUs MoJIb30BaTeNbckux AaHHbIX (Wallenc).

[To mmaBe 1 cdopmupoBansl TpeOOBaHUS M BBINOJIHEH CPABHUTEIbHBIN
aHanu3 anHanoros; obOocHoBaH BbIOOp crTeka Kotlin/Compose/Room/Hilt. Ilo
maBe 2 chnpoektupoBaHbl OusHec-mpoueccsl, DFD, UML-auarpammer u
Mozenb AaHHbIX Room. [7maBa 3 omnuchIBaeT MOJIb30BATENbCKUE CIEHAPUU
U uHTepeiicHble pemieHusa. [naBa 4 mnpencTaBisieT pealn30BaHHBIE MOIYIH,
anroput™m StorageSyncEngine um Meronosioruio pa3zpadbotku ¢ npumeHenuem M-
accuctenta Cursor; MOJHBINA MCXOIHBIA KOJ MPUBEAEH B NpuiokeHun A. [aBa 5
JOKYMEHTHUPYET IUIaH U PE3YJIbTAThl TECTUPOBaHUs. [71aBa 6 COOEPKUT KPaTKYyIO
HPKOHOMMUECKYIO OLIeHKY. [ 1aBa 7 packpeiBaet BIIK-2: mpukiiaHbie 3a1a4u aHann3a

JAHHBIX ¥ IPUHATHS PEIICHUH ¢ ucIonb3oBanrueM VI B IepCrieKTUBHOM pa3BUTHH
Wallenc.

Hear pabdoTbl gOCTUTHYTA: pa3palOTaH M MPOTECTUPOBAH MPOTOTHUII
Android-nipunoxxenusi ¢ uepapxuei vault — storage — (ailsibl, KIMEHTCKUM
mdposanrem, OAuth SlHaekc U peanru30BaHHBIM JABUKKOM CHHXPOHU3AIMH T10

YKypHaJlaM pEBU3UN.

IlepcniekTuBBLI pa3BUTHS: pacliupeHue (POHOBOTO paCHUCAHUSA SYyNC;
NOJIZIEp>KKa JOTIOIHUTEILHBIX TIPOBalIEPOB; OMIIMOHAIBHBIE On-device Moienu 1Mo

CLEHApUsIM II1. 7; paclIMpeHrne aBToMaTu3upoBaHHbIXx Ul-TecToB.

[IporpaMMmHas JOKyMEHTalMsl IPUBEICHA B NPUIOKEHUU b; wiumrocTpanuu

uHTEp(Peiica — B MPUIOKEHUH B.

[lo TecTHMpoBaHMIO  MOATBEPKACHO: 68  MOIYIBHBIX  UNIt-TECTOB,
MHCTpyMEHTaNIbHbIE TecThl Compose u Room, pyyHON NpOTOKOJ U3 ABEHAILATH

crueHapue (TI1. 5).
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IMPUJIO’KEHUE A

JluctuHrHM HCXoMHOTO Koja mpoekra Wallenc

MMPUJIOXKEHHUE A.1
Cucrema cOopku
Ucxonnsriit daiin app/build.gradle.kts

import java.util.Properties

plugins {
alias(libs.plugins.android.application)

(
alias(libs.plugins.compose.compiler)
alias(libs.plugins.dagger.hilt)

(

alias(libs.plugins.ksp)

val localProps = Properties().apply {
val file = rootProject.file("local.properties")
if (file.exists()) {
file.inputStream().use { load(it) }

}
}
android {
namespace = "com.github.nullptroma.wallenc.app"

compileSdk = 37

defaultConfig {
applicationId = "com.github.nullptroma.wallenc.app"
minSdk = 26
targetSdk = 37
versionCode = 1

versionName = "1.0"

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"
testInstrumentationRunnerArguments|["yandex.oauth.token"] =

localProps.getProperty("yandex.test.oauth.token").orEmpty()
vectorDrawables {

useSupportLibrary = true

manifestPlaceholders["YANDEX CLIENT ID"] = "0854a43a284a445480c5ced2258f2069"
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buildTypes {
release {
isMinifyEnabled = false
proguardFiles (

getDefaultProguardFile("proguard-android-optimize.txt"),

"proguard-rules.pro"

}

compileOptions {

sourceCompatibility = JavaVersion.VERSION 17
targetCompatibility = JavaVersion.VERSION 17

buildFeatures {

compose = true

packaging {

resources {

excludes += "/META-INF/{AL2.0,LGPL2.1}"

}
}
}
kotlin {
jvmToolchain(17)
}

dependencies {
// Timber
implementation(libs.timber)

// Yandex
implementation(libs.yandex.oauth)

// Hilt
implementation(libs.dagger.hilt)
ksp(libs.dagger.hilt.compiler)

implementation(libs.androidx.hilt.work)

ksp(libs.androidx.hilt.compiler)

implementation(libs.androidx.core.ktx)

implementation(libs.androidx.appcompat)
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100

101

102

103

104

105

106

107

108

implementation(libs.
implementation(libs.
libs.
implementation(libs.

implementation

implementation(platform(libs.

(
(
(
(
(
(

implementation(libs.

androidx.

androidx

androidx.

androidx.

androidx.

datastore.preferences)

.work. runtime.ktx)

lifecycle.runtime.ktx)
activity.compose)
androidx.compose.bom))

ui)

testImplementation(libs. junit)

androidTestImplementation(libs.androidx. junit)

androidTestImplementation(libs.androidx.espresso.core)

androidTestImplementation(libs.kotlinx.coroutines.test)

androidTestImplementation(libs.room.testing)

androidTestImplementation(platform(libs.androidx.compose.bom))

androidTestImplementation(libs.okhttp3)

androidTestImplementation(libs.retrofit)

androidTestImplementation(libs.retrofit.converter.jackson)

androidTestImplementation(libs. jackson.module.kotlin)

androidTestImplementation(libs.jackson.datatype.jsr310)

implementation(project
implementation(project

implementation(project

implementation(project

(

(

(
implementation(project

(
implementation(project
(

implementation(project

:domain"))
:usecases"))

:domain-vault"))

:task-runtime"))

("
("
("
(":infrastructure-android"))
("
(":ui"))

("

:vault-contracts"))
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plugins {

alias(libs.

alias(libs

alias(libs.

alias(libs.
alias(libs.
alias(libs.

allprojects {

(
(

(
alias(libs.
(

(

(

plugins

.plugins.
plugins.

plugins
plugins

plugins.
plugins.

Ucxonnbiit daiin build.gradle.kts

.android.application) apply false

kotlin.android) apply false

compose.compiler) apply false

.android.library) apply false
.dagger.hilt) apply false

ksp) apply false
jetbrains.kotlin.jvm) apply false

tasks.withType<JavaCompile> {

options.compilerArgs.addAll(listOf("-Xlint:unchecked", "-Xlint:deprecation"))
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Ncxonnsiii daiin domain-vault/build.gradle.kts

plugins {

id("java-library")

alias(libs.plugins.jetbrains.kotlin.jvm)

kotlin {

jvmToolchain(17)

dependencies {

// jackson
implementation(libs
implementation(libs

// Retrofit

implementation(libs.
implementation(libs.
implementation(libs.

implementation(libs.
implementation(libs.

.jackson.module.kotlin)
.jackson.datatype.jsr310)

retrofit)
retrofit.converter.scalars)

retrofit.converter.jackson)

okhttp3)

kotlinx.coroutines.core)

testImplementation(libs.junit)

testImplementation(libs.kotlinx.coroutines.test)

testImplementation(libs.mockwebserver)

implementation(project(":domain"))

implementation(project(":vault-contracts"))
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Ucxonnsriii daiin domain/build.gradle.kts

plugins {
id("java-library")

alias(libs.plugins.jetbrains.kotlin.jvm)

java {
toolchain {

languageVersion = JavalanguageVersion.of(17)

kotlin {
jvmToolchain(17)

dependencies {
implementation(libs.kotlinx.coroutines.core)
testImplementation(libs.junit)

testImplementation(libs.kotlinx.coroutines.test)
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Ucxonubrit daiin gradle.properties

Project-wide Gradle settings.

IDE (e.g. Android Studio) users:

Gradle settings configured through the IDE *will override*

any settings specified in this file.

For more details on how to configure your build environment visit

http://www.gradle.org/docs/current/userguide/build environment.html

HOH OB OH O OH

Specifies the JVM arguments used for the daemon process.

# The setting is particularly useful for tweaking memory settings.
org.gradle.jvmargs=-Xmx2048m -Dfile.encoding=UTF-8

# When configured, Gradle will run in incubating parallel mode.

# This option should only be used with decoupled projects. For more details, visit
# https://developer.android.com/r/tools/gradle-multi-project-decoupled-projects

# org.gradle.parallel=true

# AndroidX package structure to make it clearer which packages are bundled with the
# Android operating system, and which are packaged with your app's APK

# https://developer.android.com/topic/libraries/support-library/androidx-rn
android.useAndroidX=true

# Kotlin code style for this project: "official" or "obsolete":
kotlin.code.style=official

# Enables namespacing of each library's R class so that its R class includes only the
# resources declared in the library itself and none from the library's dependencies,
# thereby reducing the size of the R class for that library

android.nonTransitiveRClass=true
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Ucxonnbiit paiin gradle/libs.versions.toml

[versions]

agp = "9.2.1"
jacksonModuleKotlin = "2.21.3"
javaxInject = "1"

kotlin = "2.3.21"

coreKtx = "1.18.0"

junit = "4.13.2"

junitVersion = "1.3.0"
androidxTestCore = "1.7.0"
espressoCore = "3.7.0"
kotlinReflect = "2.3.21"
kotlinxCoroutinesCore = "1.11.0"
kotlinxSerializationJson = "1.11.0"
lifecycleRuntimeKtx = "2.10.0"
activityCompose = "1.13.0"
"2026.05.00"
navigation = "2.9.8"
hiltNavigation = "1.3.0"
timber = "5.0.1"

yandexAuthSdk = "3.2.0"
daggerHilt = "2.59.2"

ksp = "2.3.7"

room = "2.8.4"

retrofit = "3.0.0"

okhttp = "5.3.2"

workRuntime = "2.11.2"
hiltWork = "1.3.0"

composeBom

cameraX = "1.6.1"
zxing = "3.5.3"
javaOtp = "0.4.0"

appcompat = "1.7.1"
datastore = "1.2.1"
mockk = "1.14.9"
robolectric = "4.16.1"

androidxArchCore = "2.2.0"

[libraries]

jackson-datatype-jsr310 = { module
jsr310" }

jackson-module-kotlin = { module =

= "com.fasterxml.jackson.datatype:jackson-datatype-

"com.fasterxml.jackson.module: jackson-module-kotlin",

version.ref = "jacksonModuleKotlin" }
javax-inject = { module = "javax.inject:javax.inject", version.ref = "javaxInject" }
kotlin-reflect = { module = "org.jetbrains.kotlin:kotlin-reflect", version.ref =

"kotlinReflect" }
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kotlinx-coroutines-core = { module = "org.jetbrains.kotlinx:kotlinx-coroutines-core",
version.ref = "kotlinxCoroutinesCore" }

kotlinx-coroutines-test = { module = "org.jetbrains.kotlinx:kotlinx-coroutines-test",
version.ref = "kotlinxCoroutinesCore" }

mockk = { module = "io.mockk:mockk", version.ref = "mockk" }

mockwebserver = { module = "com.squareup.okhttp3:mockwebserver", version.ref = "okhttp" }
room-testing = { group = "androidx.room", name = "room-testing", version.ref = "room" }
robolectric = { module = "org.robolectric:robolectric", version.ref = "robolectric" }
androidx-arch-core-testing = { group = "androidx.arch.core", name = "core-testing",
version.ref = "androidxArchCore" }

kotlinx-serialization-json = { module = "org.jetbrains.kotlinx:kotlinx-serialization-json",
version.ref = "kotlinxSerializationJson" }

androidx-navigation-compose = { group = "androidx.navigation", name = "navigation-compose",
version.ref = "navigation" }

androidx-hilt-navigation-compose = { group = "androidx.hilt", name = "hilt-navigation-
compose", version.ref = "hiltNavigation" }

androidx-hilt-lifecycle-viewmodel-compose = { group = "androidx.hilt", name = "hilt-
lifecycle-viewmodel-compose", version.ref = "hiltNavigation" }

timber = { module = "com.jakewharton.timber:timber", version.ref = "timber" }

# Yandex

yandex-oauth = { group = "com.yandex.android", name = "authsdk", version.ref =
"yandexAuthSdk" }

# Hilt

dagger-hilt = { group = "com.google.dagger", name = "hilt-android", version.ref =
"daggerHilt" }

dagger-hilt-compiler = { group = "com.google.dagger", name = "hilt-android-compiler",
version.ref = "daggerHilt" }

# Room

room-runtime = { group = "androidx.room", name = "room-runtime", version.ref = "room" }
room-ktx = { group = "androidx.room", name = "room-ktx", version.ref = "room" }
room-compiler = { group = "androidx.room", name = "room-compiler", version.ref = "room" }
# Retrofit

retrofit = { group = "com.squareup.retrofit2", name = "retrofit", version.ref = "retrofit" }
retrofit-converter-scalars = { group = "com.squareup.retrofit2", name = "converter-scalars",
version.ref = "retrofit" }

retrofit-converter-jackson = { group = "com.squareup.retrofit2", name = "converter-jackson",
version.ref = "retrofit" }

okhttp3 = { module = "com.squareup.okhttp3:okhttp", version.ref = "okhttp" }

androidx-work-runtime-ktx = { group = "androidx.work", name = "work-runtime-ktx",
version.ref = "workRuntime" }

androidx-hilt-work = { group = "androidx.hilt", name = "hilt-work", version.ref =
"hiltWork" }

androidx-hilt-compiler = { group = "androidx.hilt", name = "hilt-compiler", version.ref =
"hiltWork" }

androidx-core-ktx = { group = "androidx.core", name = "core-ktx", version.ref = "coreKtx" }
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androidx-appcompat = { group = "androidx.appcompat", name = "appcompat", version.ref =

7 "appcompat" }

78 androidx-datastore-preferences = { group = "androidx.datastore", name = "datastore-

preferences", version.ref = "datastore" }

79 junit = { group = "junit", name = "junit", version.ref = "junit" }

80 androidx-junit = { group = "androidx.test.ext", name = "junit", version.ref =

"junitVersion" }
androidx-test-runner = { group = "androidx.test", name = "runner", version.ref =
81 n T n
androidxTestCore" }
androidx-test-core = { group = "androidx.test", name = "core", version.ref =
82 n 2 n
androidxTestCore" }
83 androidx-espresso-core = { group = "androidx.test.espresso", name = "espresso-core",
version.ref = "espressoCore" }
androidx-lifecycle-runtime-ktx = { group = "androidx.lifecycle", name = "lifecycle-runtime-
84 n 1 n 3 3 n
ktx", version.ref = "lifecycleRuntimeKtx" }

85 androidx-activity-compose = { group = "androidx.activity", name = "activity-compose",

version.ref = "activityCompose" }

86 androidx-compose-bom = { group = "androidx.compose", name = "compose-bom", version.ref =

"composeBom" }

87 androidx-material3 = { group = "androidx.compose.material3", name = "material3" }

88 androidx-material-icons-extended = { group = "androidx.compose.material", name = "material-

icons-extended" }

89 androidx-camera-core = { group = "androidx.camera", name = "camera-core", version.ref =

"cameraX" }

90 androidx-camera-camera2 = { group = "androidx.camera", name = "camera-camera2", version.ref

= "cameraX" }

91 androidx-camera-lifecycle = { group = "androidx.camera", name = "camera-lifecycle",

version.ref = "cameraX" }

92 androidx-camera-view = { group = "androidx.camera", name = "camera-view", version.ref =

"cameraXxX" }

93 zxing-core = { group = "com.google.zxing", name = "core", version.ref = "zxing" }

94 java-otp = { group = "com.eatthepath", name = "java-otp", version.ref = "javaOtp" }

95

96 androidx-ui = { group = "androidx.compose.ui", name = "ui" }

97 androidx-ui-graphics = { group = "androidx.compose.ui", name = "ui-graphics" }

98 androidx-ui-tooling = { group = "androidx.compose.ui", name = "ui-tooling" }

99 androidx-ui-tooling-preview = { group = "androidx.compose.ui", name = "ui-tooling-preview" }
100 androidx-ui-test-manifest = { group = "androidx.compose.ui", name = "ui-test-manifest" }
101 androidx-ui-test-junit4 = { group = "androidx.compose.ui", name = "ui-test-junit4" }

102

103

104 [plugins]

105 android-application = { id = "com.android.application", version.ref = "agp" }

106 kotlin-android = { id = "org.jetbrains.kotlin.android", version.ref = "kotlin" }

107 compose-compiler = { id = "org.jetbrains.kotlin.plugin.compose", version.ref = "kotlin" }

108 jetbrains-kotlin-serialization = { id = "org.jetbrains.kotlin.plugin.serialization",
version.ref = "kotlin" }

109 jetbrains-kotlin-jvm = { id = "org.jetbrains.kotlin.jvm", version.ref = "kotlin" }

110 dagger-hilt = { id = "com.google.dagger.hilt.android", version.ref = "daggerHilt" }
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111 ksp = { id = "com.google.devtools.ksp", version.ref = "ksp" }

112 android-library = { id = "com.android.library", version.ref = "agp" }
113 kotlin-parcelize = { id = "kotlin-parcelize" }
114
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Ucxonubrit daiin gradle/wrapper/gradle-wrapper.properties

#Sat Sep 07 01:04:14 MSK 2024

distributionBase=GRADLE USER HOME

distributionPath=wrapper/dists
distributionUrl=https\://services.gradle.org/distributions/gradle-9.5.1-bin.zip
zipStoreBase=GRADLE USER HOME

zipStorePath=wrapper/dists
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Ucxonuebrit daiin gradlew

#!/usr/bin/env sh

Copyright 2015 the original author or authors.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

H O OB O O OH OH OH W OB W W R R K

B e e e e e e e e o e e e e e e e e e e e e e e
##

## Gradle start up script for UN*X

#it

HHHHHH A

# Attempt to set APP_HOME
# Resolve links: $0 may be a link
PRG="$0"
# Need this for relative symlinks.
while [ -h "$PRG" 1 ; do

1s="1s -1d "$PRG""

link="expr "$ls" : '.*-> \(.*\)$""
if expr "$link" : '/.*' > /dev/null; then
PRG="$1link"
else
PRG="dirname "$PRG" "/$link"
fi
done
SAVED=""pwd" "

cd "“dirname \"$PRG\" /" >/dev/null
APP_HOME=""pwd -P""
cd "$SAVED" >/dev/null

APP_NAME="Gradle"
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APP_BASE NAME="basename "$0"°

# Add default JVM options here. You can also use JAVA OPTS and GRADLE OPTS to pass JVM
options to this script.

DEFAULT_JVM OPTS=""-Xmx64m" "-Xms64m""

# Use the maximum available, or set MAX FD != -1 to use that value.

MAX_ FD="maximum"

warn () {
echo "§*"

}

die () {
echo
echo "$*"
echo
exit 1

}

# 0S specific support (must be 'true' or 'false').

cygwin=false

msys=false

darwin=false

nonstop=false

case "“uname'" in

CYGWIN* )
cygwin=true

Darwin* )
darwin=true

MINGW* )
msys=true

NONSTOP* )
nonstop=true

esac

CLASSPATH=$APP_HOME/gradle/wrapper/gradle-wrapper.jar

# Determine the Java command to use to start the JVM.

if [ -n "$JAVA HOME" ] ; then
if [ -x "$JAVA HOME/jre/sh/java" ] ; then
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89 # IBM's JDK on AIX uses strange locations for the executables

90 JAVACMD="$JAVA HOME/jre/sh/java"

91 else

92 JAVACMD="$JAVA HOME/bin/java"

93 fi

94 if [ ! -x "$JAVACMD" ] ; then

95 die "ERROR: JAVA HOME is set to an invalid directory: $JAVA HOME
96

97 Please set the JAVA HOME variable in your environment to match the
98 location of your Java installation."

99 fi

100 else

101 JAVACMD="java"

which java >/dev/null 2>&1 || die "ERROR: JAVA HOME is not set and no 'java' command

102 could be found in your PATH.

103

104 Please set the JAVA HOME variable in your environment to match the

105 location of your Java installation."

106 fi

107

108 # Increase the maximum file descriptors if we can.

109 if [ "$cygwin" = "false" -a "$darwin" = "false" -a "$nonstop" = "false" 1 ; then

110 MAX FD LIMIT="ulimit -H -n°

111 if [ $7 -eq 0 ] ; then

112 if [ "$MAX _FD" = "maximum" -o "$MAX FD" = "max" ] ; then

113 MAX_FD="¢$MAX FD LIMIT"

114 fi

115 ulimit -n $MAX FD

116 if [ $? -ne 0 1 ; then

117 warn "Could not set maximum file descriptor limit: $MAX FD"

118 fi

119 else

120 warn "Could not query maximum file descriptor limit: $MAX FD LIMIT"

121 fi

122 fi

123

124 # For Darwin, add options to specify how the application appears in the dock

125 if $darwin; then

126 GRAPLE_OPTS="$GRADLE_OPTS \"-Xdock:name=$APP_NAME\" \"-Xdock:icon=$APP_HOME/media/
gradle.icns\""

127 fi

128

129 # For Cygwin or MSYS, switch paths to Windows format before running java

130 if [ "$cygwin" = "true" -o "$msys" = "true" ] ; then

131 APP_HOME="cygpath --path --mixed "$APP HOME"®
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CLASSPATH="cygpath --path --mixed "$CLASSPATH"®

JAVACMD="cygpath --unix "$JAVACMD"®

# We build the pattern for arguments to be converted via cygpath
ROOTDIRSRAW="find -L / -maxdepth 1 -mindepth 1 -type d 2>/dev/null’

SEP=

for dir in $ROOTDIRSRAW ; do
ROOTDIRS="$ROOTDIRS$SEP$dir"

done

SEP=II | n

OURCYGPATTERN=" (" ($ROOTDIRS) )"
# Add a user-defined pattern to the cygpath arguments
if [ "$GRADLE_ CYGPATTERN" != ""
OURCYGPATTERN="$0URCYGPATTERN | ($GRADLE_CYGPATTERN) "

fi

1 ; then

# Now convert the arguments - kludge to limit ourselves to /bin/sh

i=0

for arg in "$@" ; do

CHECK="echo "$arg"|egrep
CHECK2="echo "$arg"|egrep

an option

done

-C

nA_n™

-C "$OURCYGPATTERN" -

if [ $CHECK -ne 0 ] && [ $CHECK2 -eq 0 ] ; then
condition

eval “echo args$i ="cygpath --path

else

fi

eval “echo args$i ="\"$arg\""

i="expr $i + 1°

case $i in

"$args8"

fi

esac

0)

=
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’

set --

set
set
set
set
set
set
set
set

set

"$args0"
"$args0"
"$args0"
"$args0"
"$args0"
"$args0"
"$args0"
"$argso"
"$args0"

"$argsl"
"$argsl"
"$argsl"
"$argsl"
"$argsl"
"$argsl"
"$argsl"
"$argsl"

"$args2"
"$args2"
"$args2"
"$args2"
"$args2"
"$args2"
"$args2"
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"$args3"
"$args3"
"$args3"
"$args3"
"$args3"
"$args3"

"$args4"
"$args4"
"$args4"
"$args4"
"$args4"

--ignore --mixed "$arg"’

"$args5"
"$args5"
"$args5"
"$args5"

### Determine if

### Added a

"$args6" ;;
"$args6" "$args7" ;;
"$args6" "$args7"



175 # Escape application args

176 save () {

177 for i do printf %s\\n "$i" | sed "s/'/'\\\\''/g;1s/"/"'/;\$s/\$/" \\\\/" ; done

178 echo " "

179 }

180 APP_ARGS="save "$@""

181

182 # Collect all arguments for the java command, following the shell quoting and substitution
rules
eval set -- $DEFAULT JVM OPTS $JAVA OPTS $GRADLE OPTS "\"-

183 Dorg.gradle.appname=$APP_BASE NAME\"" -classpath "\"$CLASSPATH\""
org.gradle.wrapper.GradleWrapperMain "$APP_ARGS"

184

185 exec "$JAVACMD" "$@"

186
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Ucxonnsriit daiin infrastructure-android/build.gradle.kts

plugins {
alias(libs.plugins.android.library)
alias(libs.plugins.ksp)

}
android {
namespace = "com.github.nullptroma.wallenc.domain.vault.android"
compileSdk = 37
defaultConfig {
minSdk = 26
testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"
consumerProguardFiles("consumer-rules.pro")
}
buildTypes {
release {
isMinifyEnabled = false
proguardFiles(
getDefaultProguardFile("proguard-android-optimize.txt"),
"proguard-rules.pro"
)
}
}
compileOptions {
sourceCompatibility = JavaVersion.VERSION 17
targetCompatibility = JavaVersion.VERSION 17
}
}

dependencies {
implementation(project(":domain"))
implementation(project(":domain-vault"))

implementation(project(":vault-contracts"))

implementation(libs.jackson.module.kotlin)
implementation(libs.jackson.datatype.jsr310)

implementation(libs.kotlinx.coroutines.core)
implementation(libs. room.ktx)

implementation(libs.room.runtime)
ksp(libs.room.compiler)

96



44
45
46
47
48
49
50
51
52

implementation(libs.androidx.core.ktx)

testImplementation(libs.junit)
androidTestImplementation(libs
androidTestImplementation(libs

androidTestImplementation(libs

androidTestImplementation(libs.

.androidx. junit)
.androidx.test.runner)

.androidx.test.core)

room.testing)
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Ucxonubiit daiin settings.gradle. kts

pluginManagement {
repositories {
google {
content {
includeGroupByRegex("com\\.android.*")
includeGroupByRegex("com\\.google.*")
includeGroupByRegex("androidx.*")

}
}
mavenCentral()
gradlePluginPortal()
}
}
plugins {
id("org.gradle.toolchains.foojay-resolver-convention") version "1.0.0"
}

dependencyResolutionManagement {
repositoriesMode.set (RepositoriesMode.FAIL ON PROJECT REPOS)

repositories {

google()
mavenCentral()
}
}
rootProject.name = "Wallenc"

include(":app")

include(":domain")

1
include(":usecases")
]

include(":ui")

include(":infrastructure-android")

include(":vault-contracts")

(

(

(
include(":domain-vault")

(

(

(

include(":task-runtime")
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Ucxonnsiii ¢aiin task-runtime/build.gradle.kts

plugins {
id("java-library")

alias(libs.plugins.jetbrains.kotlin.jvm)

java {
toolchain {

languageVersion = JavalanguageVersion.of(17)

kotlin {
jvmToolchain(17)

dependencies {
implementation(project(":domain"))
implementation(libs.kotlinx.coroutines.core)
testImplementation(libs.junit)

testImplementation(libs.kotlinx.coroutines.test)
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Ucxonusiit daiin ui/build.gradle. kts

plugins {
alias(libs.plugins.android.library)

alias(libs.plugins.compose.compiler)

(
(
alias(libs.plugins.dagger.hilt)
alias(libs.plugins.jetbrains.kotlin.serialization)
alias(libs.plugins.kotlin.parcelize)
alias(libs.plugins.ksp)

android {
namespace = "com.github.nullptroma.wallenc.ui"
compileSdk = 37

defaultConfig {
minSdk = 24

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles("consumer-rules.pro")

buildTypes {
release {
isMinifyEnabled = false
proguardFiles (
getDefaultProguardFile("proguard-android-optimize.txt"),
"proguard-rules.pro"

}

compileOptions {

sourceCompatibility = JavaVersion.VERSION 17
targetCompatibility = JavaVersion.VERSION 17

buildFeatures {

compose = true

testOptions {
unitTests.isIncludeAndroidResources = true

packaging {
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resources {

excludes += "/META-INF/{AL2.0,LGPL2.1}"

kotlin {

jvmToolchain(17)

dependencies {

implementation(libs.androidx.navigation.compose)

implementation(libs.androidx.hilt.navigation.compose)

implementation(libs.androidx.hilt.lifecycle.viewmodel.compose)

// Hilt

implementation(libs.dagger.hilt)

ksp(libs.dagger.hilt.compiler)

implementation(libs.
implementation(libs.

implementation(libs.

(

implementation(libs.

implementation(libs.
(

implementation(platform(libs.androidx.compose.bom))

kotlinx.serialization.json)
kotlin.reflect)

androidx.
androidx.

androidx.

core.ktx)

lifecycle.runtime.ktx)

activity.compose)

debugImplementation(libs.androidx.ui.tooling)

debugImplementation(libs.androidx.ui.test.manifest)
implementation(libs.
implementation(libs.
implementation(libs.
implementation(libs.

implementation(libs.

implementation(libs.
implementation(libs.
implementation(libs.

implementation(libs.

testImplementation(libs
testImplementation(libs
testImplementation(libs

testImplementation(libs

(
(
(
(
implementation(libs.
(
(
(
(

androidx.
androidx
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

ui)

.ui.graphics)

ui.tooling.preview)

material3)

material.icons.extended)

camera.core)
camera.camera2)
camera.lifecycle)

camera.view)

zxing.core)

.junit)
.kotlinx.coroutines.test)
.androidx.arch.core.testing)

.robolectric)
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89 testImplementation(libs.mockk)

920 androidTestImplementation(libs.androidx.junit)

91 androidTestImplementation(libs.androidx.espresso.core)
92 androidTestImplementation(platform(libs.androidx.compose.bom))
93 androidTestImplementation(libs.androidx.ui.test.junit4)
94

95 implementation(project(":domain"))

96 implementation(project(":usecases"))

97 implementation(project(":vault-contracts"))

98

99 testImplementation(project(":task-runtime"))

100 }
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Ucxonubrit daiin usecases/build.gradle.kts

plugins {
id("java-library")

alias(libs.plugins.jetbrains.kotlin.jvm)

java {
toolchain {

languageVersion = JavalanguageVersion.of(17)

kotlin {
jvmToolchain(17)

dependencies {
compileOnly(libs. javax.inject)
implementation(project(":domain"))
implementation(libs.kotlinx.coroutines.core)
implementation(libs.kotlinx.serialization.json)
implementation(libs.java.otp)
testImplementation(libs.junit)
testImplementation(libs.kotlinx.coroutines.test)
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Ucxonnsriii daiin vault-contracts/build.gradle.kts

import org.gradle.api.file.DuplicatesStrategy
import org.gradle.api.tasks.bundling.Jar

plugins {
id("java-library")

alias(libs.plugins.jetbrains.kotlin.jvm)

}
java {
toolchain {
languageVersion = JavalanguageVersion.of(17)
}
}

tasks.withType<Jar>().configureEach {
duplicatesStrategy = DuplicatesStrategy.EXCLUDE

dependencies {
implementation(project(":domain"))
implementation(libs.kotlinx.coroutines.core)

testImplementation(libs.junit)
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Wcxonuerit daiin app/proguard-rules.pro

# Add project specific ProGuard rules here.

# You can control the set of applied configuration files using the

# proguardFiles setting in build.gradle.

#

# For more details, see

# http://developer.android.com/guide/developing/tools/proguard.html

# If your project uses WebView with JS, uncomment the following

# and specify the fully qualified class name to the JavaScript interface

# class:

#-keepclassmembers class fqgcn.of.javascript.interface.for.webview {
# public *;

#}

# Uncomment this to preserve the line number information for
# debugging stack traces.
#-keepattributes SourceFile,LineNumberTable

# If you keep the line number information, uncomment this to

# hide the original source file name.

#-renamesourcefileattribute SourceFile
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Ucxonnsiit aiin app/src/androidTest/java/com/github/nullptroma/wallenc/app/

integration/yandex/YandexDiskLivelntegrationTest.kt

package com.github.nullptroma.wallenc.app.integration.yandex

import

import

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskApiFactory

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr

import
import
import
import
import
import
import
import

import

Veis

kotlinx.coroutines.Dispatchers
kotlinx.coroutines.runBlocking
org.junit.After
org.junit.Assert.assertNotNull
org.junit.Assert.assertTrue
org.junit.Before
org.junit.Test
org.junit.runner.RunWith

org.junit.runners.JUnit4

* Live-nporoH Disk API. MyTtu Tonbko “app:/ — kak B [YandexVault]; TokeH u3 Auth SDK

* 06bl4HO MMeeT " cloud api:disk.app folder', 6e3 nmonHoro poctyna Kk disk:/" (Tam 403).

*/

@RunWith(JUnit4: :class)

class YandexDiskLiveIntegrationTest {

private lateinit var repository: YandexDiskRepository

private val testFolder = "app:/wallenc-integration-test"

private val probeFileName = "wallenc-probe.txt"

private val probePath = "$testFolder/$probeFileName"

private val probePayload = "wallenc-integration-probe".encodeToByteArray()

@Before
fun setUp() {

YandexTestCredentials.assumePresent()
val token = YandexTestCredentials.oauthToken()!!
repository = YandexDiskApiFactory.createRepositoryWithToken(token, Dispatchers.IO)
runBlocking {
runCatching { repository.createFolder(testFolder) }
runCatching {

repository.uploadBytes(probePath, probePayload, overwrite = true)

@After
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fun tearDown(): Unit = runBlocking {
runCatching { repository.delete(probePath, permanently = true) }

@Test

fun diskInfoReturnsQuota() = runBlocking {
val info = repository.diskInfo()
assertNotNull(info.totalSpace)
assertTrue(info.totalSpace!! > 0)

@Test

fun listTestFolderDoesNotThrow() = runBlocking {
val result = repository.list(testFolder, limit = 10, offset = 0)
assertNotNull(result)

@Test
fun uploadAndDownloadRoundTrip() = runBlocking {
val path = "$testFolder/roundtrip-${System.currentTimeMillis()}.bin"
try {
repository.uploadBytes(path, probePayload, overwrite = true)
val downloaded = repository.openDownloadStream(path).use { it.readBytes() }
assertTrue(downloaded.contentEquals (probePayload))
} finally {
runCatching { repository.delete(path, permanently = true) }
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Ucxonnsiit aiin app/src/androidTest/java/com/github/nullptroma/wallenc/app/
integration/yandex/YandexTestCredentials.kt

package com.github.nullptroma.wallenc.app.integration.yandex

import androidx.test.platform.app.InstrumentationRegistry

import org.junit.Assume.assumeFalse

object YandexTestCredentials {
fun oauthToken(): String? =

InstrumentationRegistry.getArguments().getString("yandex.oauth.token")?.takeIf
{ it.isNotBlank() }

fun assumePresent(message: String = "[obaBbTe yandex.test.oauth.token B
local.properties") {

assumeFalse(message, oauthToken().isNullOrBlank())
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Ucxonnsriit daiin app/src/main/AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

xmlns:tools="http://schemas.android.com/tools">

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

<uses-feature

android

android:
android:
android:
android:

android:

:name="android.
name="android.

name="android.

name="android

name="android.

name="android.

permission.
permission.

permission.

.permission.

permission.

permission.

android:name="android.hardware.camera"

android:required="false" />

<application

android:allowBackup="true"

INTERNET" />
RECEIVE BOOT_ COMPLETED" />
FOREGROUND SERVICE" />
FOREGROUND SERVICE DATA SYNC" />
POST _NOTIFICATIONS" />

CAMERA" />

android:dataExtractionRules="@xml/data extraction rules"

android: fullBackupContent="@xml/backup rules"

android:icon="@mipmap/ic_launcher"

android:label="@string/app_name"

android:name=".WallencApplication"

android:roundIcon="@mipmap/ic launcher round"

android:supportsRtl="true"

android:theme="@style/Theme.Wallenc"

android:localeConfig="@xml/locales config"

android:enableOnBackInvokedCallback="true"

tools:targetApi="37">

<activity

android:name=".MainActivity"

android:exported="true"

android:windowSoftInputMode="adjustNothing"

android:theme="@style/Theme.Wallenc">

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

<intent-filter>

<action android:name="android.intent.action.VIEW" />

<category android:name="android.intent.category.DEFAULT" />

<category android:name="android.intent.category.BROWSABLE" />

<data android:scheme="wallenc" />

<data android:host="main" />

</intent-filter>
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<intent-filter>
<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<data android:scheme="wallenc" />
<data android:host="tasks" />

</intent-filter>

<intent-filter>
<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<data android:scheme="wallenc" />
<data android:host="settings" />

</intent-filter>

</activity>

<provider

android:name="androidx.startup.InitializationProvider"

android:authorities="${applicationId}.androidx-startup"

android:exported="false"

tools:node="merge">

<meta-data
android:name="androidx.work.WorkManagerInitializer"
android:value="androidx.startup"
tools:node="remove" />

</provider>

<service
android:name=".tasks.TaskPipelineForegroundService"
android:exported="false"
android:foregroundServiceType="dataSync"

android:description="@string/fgs task pipeline description" />

<receiver
android:name=".sync.StorageSyncBootReceiver"
android:exported="false">
<intent-filter>
<action android:name="android.intent.action.BOOT COMPLETED" />
</intent-filter>
</receiver>

</application>

</manifest>
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Ucxonuebrit daiin app/src/main/java/com/github/nullptroma/wallenc/app/Logger.kt

package com.github.nullptroma.wallenc.app

import com.github.nullptroma.wallenc.domain.interfaces.ILogger
import timber.log.Timber

class Logger: ILogger {
override fun debug(tag: String, msg: String) {
Timber.tag(tag)
Timber.d(msg)
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Ucxonnbiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/

MainActivity.kt

package com.github.nullptroma.wallenc.app

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

android.Manifest

android.content.Intent

android.content.pm.PackageManager

android.os.Build

android.os.Bundle

androidx.activity.compose.setContent

androidx.activity.enableEdgeToEdge

androidx.appcompat.app.AppCompatActivity

androidx.compose.
androidx.compose.
androidx.compose.

androidx.compose.

runtime.getValue
runtime.mutableIntStateOf
runtime.mutableStateOf
runtime.setValue

androidx.core.app.ActivityCompat

androidx.core.content.ContextCompat

com.github.nullptroma.wallenc.app.auth.YandexSignInService

com.github.nullptroma.wallenc.ui.WallencUi

com.github.nullptroma.wallenc.ui.navigation.matchesWallencDeepLink

dagger.hilt.android.AndroidEntryPoint

timber.log.Timber

javax.inject.Inject

@AndroidEntryPoint

class MainActivity :

@Inject

AppCompatActivity() {

lateinit var yandexSignInService: YandexSignInService

private val deepLinkPulse = mutableIntStateOf(0)
private var deepLinkIntentForNav: Intent by mutableStateOf(Intent())

override fun onCreate(savedInstanceState: Bundle?) {

super.onCreate(savedInstanceState)

yandexSignInService.registerWith(this)
enableEdgeToEdge()

requestNotificationPermissionIfNeeded()

Timber.plant(Timber.DebugTree())

deepLinkIntentForNav = intent
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if (intent.matchesWallencDeepLink()) {
deepLinkPulse.intValue++

setContent {
val pulse by deepLinkPulse
WallencUi(
deepLinkPulse = pulse,
deepLinkIntent = deepLinkIntentForNav,

override fun onNewIntent(intent: Intent) {
super.onNewIntent(intent)
setIntent(intent)
deepLinkIntentForNav = intent
if (intent.matchesWallencDeepLink()) {
deepLinkPulse.intValue++

override fun onDestroy() {
yandexSignInService.unregister(this)

super.onDestroy()

private fun requestNotificationPermissionIfNeeded() {

if (Build.VERSION.SDK INT < Build.VERSION CODES.TIRAMISU) return

val granted = ContextCompat.checkSelfPermission(
this,
Manifest.permission.POST NOTIFICATIONS,

) == PackageManager.PERMISSION GRANTED

if (granted) return

ActivityCompat. requestPermissions(
this,
arrayOf(Manifest.permission.POST NOTIFICATIONS),
NOTIFICATION PERMISSION REQUEST CODE,

companion object {
private const val NOTIFICATION PERMISSION REQUEST CODE = 100
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Ucxonnbiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/
WallencApplication.kt

1 package com.github.nullptroma.wallenc.app

2

3 import android.app.Application

4 import android.content.Context

5 import androidx.work.Configuration

6 import com.github.nullptroma.wallenc.app.di.HiltWorkerFactoryEntryPoint
7 import com.github.nullptroma.wallenc.app.locale.AppLocaleStorage

8 import com.github.nullptroma.wallenc.app.sync.StorageSyncBootstrap
9 import com.github.nullptroma.wallenc.app.tasks.TaskPipelineForegroundBootstrap
10 import dagger.hilt.android.EntryPointAccessors

11 import dagger.hilt.android.HiltAndroidApp

12 import javax.inject.Inject

13

14 @HiltAndroidApp

15 class WallencApplication : Application(), Configuration.Provider {
16

17 @Inject

18 lateinit var taskPipelineForegroundBootstrap: TaskPipelineForegroundBootstrap
19

20 @Inject

21 lateinit var storageSyncBootstrap: StorageSyncBootstrap

22

23 override fun attachBaseContext(base: Context) {

24 AppLocaleStorage.applyStored(base)

25 super.attachBaseContext(base)

26 }

27

28 override fun onCreate() {

29 super.onCreate()

30 AppLocaleStorage.migratelLegacyDataStoreIfNeeded(this)

31 AppLocaleStorage.applyStored(this)

32 taskPipelineForegroundBootstrap.start()

33 storageSyncBootstrap.start()

34 }

35

36 override val workManagerConfiguration: Configuration

37 get() {

38 val factory = EntryPointAccessors.fromApplication(

39 applicationContext,

40 HiltWorkerFactoryEntryPoint::class.java,

41 ) .hiltWorkerFactory()

42 return Configuration.Builder()
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.setWorkerFactory(factory)

.build()
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Ucxonubiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/auth/
YandexSignInService.kt

package com.github.nullptroma.wallenc.app.auth

import android.content.Context

import androidx.activity.ComponentActivity

import androidx.activity.result.ActivityResultLauncher

import com.github.nullptroma.wallenc.domain.vault.vaults.yandex.YandexRegistration
import com.github.nullptroma.wallenc.vault.contract.CloudBrand

import com.github.nullptroma.wallenc.vault.contract.RemoteVaultAuthenticator
import com.github.nullptroma.wallenc.vault.contract.VaultLinkFailure

import com.github.nullptroma.wallenc.vault.contract.VaultLinkOutcome

import com.yandex.authsdk.YandexAuthLoginOptions

import com.yandex.authsdk.YandexAuthOptions

import com.yandex.authsdk.YandexAuthResult

import com.yandex.authsdk.YandexAuthSdk

import com.yandex.authsdk.internal.strategy.LoginType

import dagger.hilt.android.qualifiers.ApplicationContext

import javax.inject.Inject

import javax.inject.Singleton

/%
* liIMnepaTuBHbIM Bxon 4vepe3 Yandex Auth SDK: [registerWith] B [ComponentActivity.onCreate],

* [unregister] B [ComponentActivity.onDestroy], 4T06bl CUHTNITOH He pOepxan
[ActivityResultLauncher]

* ponbwe %uM3HM Activity.

*

* Tlpn cMeHe KoHdurypaumm HoBas Activity moxeT Bbi3BaTb [registerWith] po [unregister] cTapow

* t1orpa Bnapgeney u launcher obHoBnsawTCA; [unregister] ons yxe HeakTyalbHOro 3K3eMmnnasapa —
no-op.
*
* PeanusyeT [RemoteVaultAuthenticator] w3 “:vault-api': presentation npo Yandex SDK
* HMYero He 3HaeT, a nony4yaeT 0606wéHHbIN [VaultLinkOutcome] c rotosoMu
* “VaultRegistration® BHyTpw.
*/
@Singleton
class YandexSignInService @Inject constructor(
@ApplicationContext appContext: Context,
) : RemoteVaultAuthenticator {

private val sdk = YandexAuthSdk.create(YandexAuthOptions(appContext, true))

private var launcher: ActivityResultLauncher<YandexAuthLoginOptions>? = null
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private var registrationOwner: ComponentActivity?

@Volatile

private var pending: ((VaultLinkOutcome) -> Unit)?

fun registerWith(activity: ComponentActivity) {
if (registrationOwner === activity && launcher != null)

launcher = activity.registerForActivityResult(sdk.contract) { result ->

val mapped = mapYandexResult(result)
val cb = synchronized(this) {

val p = pending

pending = null

p

cb?.invoke(mapped)

}

registrationOwner = activity

unregister(activity: ComponentActivity) {
if (registrationOwner !== activity) return
launcher = null
registrationOwner = null
val cb = synchronized(this) {

val p = pending

pending = null

p
}

cb?.invoke(VaultLinkOutcome.Cancelled)

override fun beginLink(brand: CloudBrand, onResult:

if (brand != CloudBrand.YANDEX) {

onResult(VaultLinkOutcome.Failed(VaultLinkFailure.UnsupportedBrand))

return

}
val 1 = launcher
if (U == null) {

onResult(VaultLinkOutcome.Failed(VaultLinkFailure.NotRegistered))

return

}

synchronized(this) { pending = onResult }

1.launch(YandexAuthLoginOptions(LoginType.NATIVE))
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private fun mapYandexResult(result: YandexAuthResult): VaultLinkOutcome

is YandexAuthResult.Success ->
VaultLinkOutcome.Success(YandexRegistration(result.token.value))

is YandexAuthResult.Failure ->
VaultLinkOutcome.Failed(VaultLinkFailure.AuthError)

YandexAuthResult.Cancelled -> VaultLinkOutcome.Cancelled
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
HiltWorkerFactoryEntryPoint.kt

package com.github.nullptroma.wallenc.app.di

import androidx.hilt.work.HiltWorkerFactory
import dagger.hilt.EntryPoint

import dagger.hilt.Installln

import dagger.hilt.components.SingletonComponent

/**
* WorkManager uHuumanusupyetca po [android.app.Application.onCreate], nostomy
* Henb3a uMTaTb @Inject lateinit var workerFactory™ B [Configuration.Provider].
* (Qabpuka bepértca uyepe3 EntryPoint.
*/
@EntryPoint
@InstallIn(SingletonComponent::class)
interface HiltWorkerFactoryEntryPoint {
fun hiltWorkerFactory(): HiltWorkerFactory
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
StorageSyncBootEntryPoint.kt

package com.github.nullptroma.wallenc.app.di

import com.github.nullptroma.wallenc.app.sync.StorageSyncScheduler
import dagger.hilt.EntryPoint

import dagger.hilt.Installln

import dagger.hilt.components.SingletonComponent

@EntryPoint
@InstallIn(SingletonComponent::class)
interface StorageSyncBootEntryPoint {
fun storageSyncScheduler(): StorageSyncScheduler
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/app/DispatchersModule.kt

1 package com.github.nullptroma.wallenc.app.di.modules.app
2

3 import dagger.Module

4 import dagger.Provides

5 import dagger.hilt.Installln

6 import dagger.hilt.components.SingletonComponent
7 import kotlinx.coroutines.CoroutineDispatcher

8 import kotlinx.coroutines.Dispatchers

9 import javax.inject.Qualifier

10 import javax.inject.Singleton

11

12 @Qualifier

13 @Retention(AnnotationRetention.BINARY)

14 annotation class MainDispatcher

15

16 @Qualifier

17 @Retention(AnnotationRetention.BINARY)

18 annotation class IoDispatcher

19

20 @Module

21 @InstallIn(SingletonComponent::class)

22 class DispatchersModule {

23 @MainDispatcher

24 @Provides

25 @Singleton

26 fun providesMainDispatcher(): CoroutineDispatcher = Dispatchers.Main
27

28 @IoDispatcher

29 @Provides

30 @Singleton

31 fun providesIoDispatcher(): CoroutineDispatcher = Dispatchers.IO
32 }
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/

modules/app/LocaleModule.kt

package com.github.nullptroma.wallenc.app.di.modules.app

import
import
import
import
import
import

import

@Module

com.github.nullptroma.wallenc.app.locale.AppLocaleControllerImpl
com.github.nullptroma.wallenc.ui.locale.AppLocaleController
dagger.Binds

dagger.Module

dagger.hilt.Installln

dagger.hilt.components.SingletonComponent

javax.inject.Singleton

@InstallIn(SingletonComponent::class)

abstract class LocaleModule {

@Binds
@Singleton

abstract fun bindAppLocaleController(impl: AppLocaleControllerImpl):
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/app/LoggerModule.kt

package com.github.nullptroma.wallenc.app.di.modules.app

import com.github.nullptroma.wallenc.app.Logger

import com.github.nullptroma.wallenc.domain.interfaces.ILogger
import dagger.Module

import dagger.Provides

import dagger.hilt.Installln

import dagger.hilt.components.SingletonComponent

import javax.inject.Singleton

@Module
@InstallIn(SingletonComponent::class)
object LoggerModule {

@Provides

@Singleton

fun providelLogger(): ILogger = Logger()
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/app/UiStringModule.kt

package com.github.nullptroma.wallenc.app.di.modules.app

import android.content.Context

import com.github.nullptroma.wallenc.ui.resources.UiStringResolver
import dagger.Module

import dagger.Provides

import dagger.hilt.Installln

import dagger.hilt.android.qualifiers.ApplicationContext

import dagger.hilt.components.SingletonComponent

import javax.inject.Singleton

@Module
@InstallIn(SingletonComponent::class)
object UiStringModule {

@Provides
@Singleton

fun provideUiStringResolver(@ApplicationContext context: Context): UiStringResolver

object : UiStringResolver {
override fun invoke(id: Int, vararg formatArgs: Any): String =
if (formatArgs.isEmpty()) {
context.getString(id)
} else {
context.getString(id, *formatArgs)

override fun plurals(id: Int, quantity: Int, vararg formatArgs: Any): String =

if (formatArgs.isEmpty()) {
context.resources.getQuantityString(id, quantity)
} else {

context.resources.getQuantityString(id, quantity, *formatArgs)
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/

modules/auth/YandexAuthModule.kt

package com.github.nullptroma.wallenc.app.di.modules.auth

import
import
import
import
import
import

import

@Module

com.github.nullptroma.wallenc.app.auth.YandexSignInService
com.github.nullptroma.wallenc.vault.contract.RemoteVaultAuthenticator
dagger.Binds

dagger.Module

dagger.hilt.Installln

dagger.hilt.components.SingletonComponent

javax.inject.Singleton

@InstallIn(SingletonComponent::class)
abstract class YandexAuthModule {

@Binds
@Singleton

abstract fun bindRemoteVaultAuthenticator(

):

impl: YandexSignInService,
RemoteVaultAuthenticator
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/data/NetworkModule.kt

package com.github.nullptroma.wallenc.app.di.modules.data

import com.github.nullptroma.wallenc.app.di.modules.app.IoDispatcher
import com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskApiFactory

import
com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr

import com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.YandexUserInfoApi

import
com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.YandexUserInfoApiFactory

import
com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.repository.YandexUserInfoRe

import com.github.nullptroma.wallenc.domain.vault.ports.YandexAccountStore
import dagger.Module

import dagger.Provides

import dagger.hilt.Installln

import dagger.hilt.components.SingletonComponent

import kotlinx.coroutines.CoroutineDispatcher

import javax.inject.Singleton

@Module
@InstallIn(SingletonComponent::class)
object NetworkModule {

@Provides
@Singleton

fun provideYandexUserInfoApi(): YandexUserInfoApi = YandexUserInfoApiFactory.create()

@Provides

@Singleton

fun provideYandexDiskApiFactory(
yandexAccountStore: YandexAccountStore,
@IoDispatcher ioDispatcher: CoroutineDispatcher,

): YandexDiskApiFactory = YandexDiskApiFactory(
accountRepository = yandexAccountStore,

ioDispatcher = ioDispatcher,

@Provides
@Singleton
fun provideYandexDiskRepositoryFactory(
apiFactory: YandexDiskApiFactory,
@IoDispatcher ioDispatcher: CoroutineDispatcher,
): YandexDiskRepositoryFactory = YandexDiskRepositoryFactory(
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apiFactory = apiFactory,

ioDispatcher = ioDispatcher,

@Provides
@Singleton
fun provideYandexUserInfoRepository(
api: YandexUserInfoApi,
@IoDispatcher ioDispatcher: CoroutineDispatcher,

): YandexUserInfoRepository = YandexUserInfoRepository(api,
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/

modules/data/PersistenceModule.kt

package com.github.nullptroma.wallenc.app.di.modules.data

import
import
import
import
import

import

com.github.

import

com.github.

import

com.github.

import
import
import
import
import
import
import

import

Veis

* Room DAO/repository types live in ":infrastructure-android’ under “domain.vault®

com.

com.

com.

com.

com.

com.

com.

github.nullptroma.wallenc.app.di.modules.app.IoDispatcher
github.nullptroma.wallenc.domain.interfaces.IStorageSyncGroupStore

github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageKeyMapDao

github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageSyncGroupDao

github.nullptroma.wallenc.infrastructure.android.db.app.dao.YandexAccountDao

nullptroma.wallenc.infrastructure.android.db.app.repository.StorageKeyMapReposito

nullptroma.wallenc.infrastructure.android.db.app.repository.StorageSyncGroupRepos

nullptroma.wallenc.infrastructure.android.db.app.repository.YandexAccountReposito

github.nullptroma.wallenc.domain.vault.ports.StorageKeyMapStore
github.nullptroma.wallenc.domain.vault.ports.YandexAccountStore

dagger.Module

dagger.Provides
dagger.hilt.InstallIn

dagger.hilt.components.SingletonComponent

kotlinx.coroutines.CoroutineDispatcher

javax.inject.Singleton

packages.

*/

@Module

@InstallIn(SingletonComponent::class)

object PersistenceModule {

@Provides

@Singleton

fun provideStorageKeyMapRepository(

):

dao:

StorageKeyMapDao,

@IoDispatcher ioDispatcher: CoroutineDispatcher,

StorageKeyMapRepository = StorageKeyMapRepository(dao, ioDispatcher)

@Provides

@Singleton

fun provideStorageKeyMapStore(impl: StorageKeyMapRepository): StorageKeyMapStore

@Provides

@Singleton
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fun provideStorageSyncGroupStore(
dao: StorageSyncGroupDao,

@IoDispatcher ioDispatcher: CoroutineDispatcher,

): IStorageSyncGroupStore = StorageSyncGroupRepository(dao, ioDispatcher)

@Provides
@Singleton
fun provideYandexAccountRepository(
dao: YandexAccountDao,
@IoDispatcher ioDispatcher: CoroutineDispatcher,

): YandexAccountRepository = YandexAccountRepository(dao, ioDispatcher)

@Provides
@Singleton

fun provideYandexAccountStore(impl: YandexAccountRepository): YandexAccountStore
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/data/RoomModule.kt

1 package com.github.nullptroma.wallenc.app.di.modules.data

2

3 import android.content.Context

4 import com.github.nullptroma.wallenc.infrastructure.android.db.RoomFactory

5 import com.github.nullptroma.wallenc.infrastructure.android.db.app.IAppDb

6 import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageKeyMapDao
7 import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageMetaInfoDao
8 import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageSyncGroupDao
9 import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.YandexAccountDao
10 import dagger.Module

11 import dagger.Provides

12 import dagger.hilt.Installln

13 import dagger.hilt.android.qualifiers.ApplicationContext

14 import dagger.hilt.components.SingletonComponent

15 import javax.inject.Singleton

16

17 /** Room types are implemented in ":infrastructure-android® with “domain.vault® packages. */
18 @Module

19 @InstallIn(SingletonComponent::class)

20 object RoomModule {

21 @Provides

22 @Singleton

23 fun provideRoomFactory(@ApplicationContext appContext: Context): RoomFactory {

24 return RoomFactory(appContext)

25 }

26

27 @Provides

28 @Singleton

29 fun provideStorageKeyDao(database: IAppDb): StorageKeyMapDao {

30 return database.storageKeyMapDao

31 }

32

33 @Provides

34 @Singleton

35 fun provideStorageMetalnfoDao(database: IAppDb): StorageMetaInfoDao {

36 return database.storageMetaInfoDao

37 }

38

39 @Provides

40 @Singleton

41 fun provideStorageSyncGroupDao(database: IAppDb): StorageSyncGroupDao {

42 return database.storageSyncGroupDao
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@Provides

@Singleton

fun provideYandexAccountDao(database: IAppDb): YandexAccountDao {
return database.yandexAccountDao

@Provides

@Singleton

fun provideAppDb(factory: RoomFactory): IAppDb {
return factory.buildAppDb()
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/

modules/data/TaskModule.kt

package com.github.nullptroma.wallenc.app.di.modules.data

import
import
import
import
import
import
import
import

import

@Module

com.github.nullptroma.wallenc.app.di.modules.app.IoDispatcher
com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator
com.github.nullptroma.wallenc.task.runtime.TaskOrchestrator
dagger.Module

dagger.Provides

dagger.hilt.Installln
dagger.hilt.components.SingletonComponent
kotlinx.coroutines.CoroutineDispatcher

javax.inject.Singleton

@InstallIn(SingletonComponent::class)

object

TaskModule {

@Provides

@Singleton

fun provideTaskOrchestrator(

):

@IoDispatcher ioDispatcher: CoroutineDispatcher,

ITaskOrchestrator = TaskOrchestrator(ioDispatcher)
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/data/VaultBindingsModule.kt

package com.github.nullptroma.wallenc.app.di.modules.data

import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
import com.github.nullptroma.wallenc.domain.vault.vaults.VaultsManager
import com.github.nullptroma.wallenc.vault.contract.VaultRegistrar
import dagger.Binds

import dagger.Module

import dagger.hilt.Installln

import dagger.hilt.components.SingletonComponent

import javax.inject.Singleton

@Module
@InstallIn(SingletonComponent::class)
abstract class VaultBindingsModule {

@Binds
@Singleton
abstract fun bindVaultsManager(impl: VaultsManager): IVaultsManager

@Binds

@Singleton
abstract fun bindVaultRegistrar(impl: VaultsManager): VaultRegistrar
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/

package

import
import
import
import
import

import
com.git

import
com.git

import
import
import
import
import
import
import
import
import
import

import

@Module
@Instal
object

@Pr

@Si

fun

):

null ro

@Pr

@Si
fun

modules/data/VaultModule.kt

com.github.nullptroma.wallenc.app.di.modules.data

android.content.Context
com.github.nullptroma.wallenc.app.di.modules.app.IoDispatcher
com.github.nullptroma.wallenc.domain.interfaces.IUnlockManager
com.github.nullptroma.wallenc.domain.interfaces.IVault

com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
hub.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr

hub.nullptroma.wallenc.domain.vault.network.yandexuserinfo.repository.YandexUserInfoR«
com.github.nullptroma.wallenc.domain.vault.ports.StorageKeyMapStore
com.github.nullptroma.wallenc.domain.vault.ports.YandexAccountStore
com.github.nullptroma.wallenc.domain.vault.vaults.VaultsManager
com.github.nullptroma.wallenc.domain.vault.vaults.local.LocalVault
dagger.Module

dagger.Provides

dagger.hilt.InstallIn
dagger.hilt.android.qualifiers.ApplicationContext
dagger.hilt.components.SingletonComponent
kotlinx.coroutines.CoroutineDispatcher

javax.inject.Singleton

1In(SingletonComponent::class)
VaultModule {

ovides

ngleton

provideLocalVault(

@IoDispatcher ioDispatcher: CoroutineDispatcher,
@ApplicationContext context: Context,

IVault = LocalVault(

ioDispatcher = ioDispatcher,

// getExternalFilesDir may return null before storage is ready; LocalVault handles
ot.

vaultRoot = context.getExternalFilesDir("LocalVault"),

ovides
ngleton
provideVaultsManager(

@IoDispatcher ioDispatcher: CoroutineDispatcher,
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localVault: IVault,

keyRepo: StorageKeyMapStore,

yandexAccountStore: YandexAccountStore,
yandexUserInfoRepository: YandexUserInfoRepository,
yandexDiskRepositoryFactory: YandexDiskRepositoryFactory,

: VaultsManager = VaultsManager(

ioDispatcher = ioDispatcher,

localVault = localVault,

keyRepo = keyRepo,

yandexAccountStore = yandexAccountStore,
yandexUserInfoRepository = yandexUserInfoRepository,
yandexDiskRepositoryFactory = yandexDiskRepositoryFactory,

@Provides
@Singleton

fun provideUnlockManager(vaultsManager: IVaultsManager): IUnlockManager

vaultsManager.unlockManager
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Ucxonnbiit aiin app/src/main/java/com/github/nullptroma/wallenc/app/di/
modules/domain/UseCasesModule.kt

1 package com.github.nullptroma.wallenc.app.di.modules.domain

2

3 import com.github.nullptroma.wallenc.app.sync.StorageSyncTaskTitleFormatter
4 import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncEngine

5 import com.github.nullptroma.wallenc.domain.tasks.IStorageSyncTaskTitleFormatter
6 import com.github.nullptroma.wallenc.usecases.StorageSyncEngine

7 import dagger.Binds

8 import dagger.Module

9 import dagger.hilt.Installln

10 import dagger.hilt.components.SingletonComponent

11 import javax.inject.Singleton

12

13 @Module

14 @InstallIn(SingletonComponent::class)

15 abstract class UseCasesModule {

16

17 @Binds

18 @Singleton

19 abstract fun bindStorageSyncEngine(impl: StorageSyncEngine): IStorageSyncEngine
20

21 @Binds

22 @Singleton

23 abstract fun bindStorageSyncTaskTitleFormatter(

24 impl: StorageSyncTaskTitleFormatter,

25 ): IStorageSyncTaskTitleFormatter

26 }

27
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Ucxonnbiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/locale/
AppLocaleControllerImpl.kt

1 package com.github.nullptroma.wallenc.app.locale

2

3 import android.content.Context

4 import com.github.nullptroma.wallenc.ui.locale.AppLanguage

5 import com.github.nullptroma.wallenc.ui.locale.AppLocaleController
6 import dagger.hilt.android.qualifiers.ApplicationContext

7 import kotlinx.coroutines.flow.Flow

8 import javax.inject.Inject

9 import javax.inject.Singleton

10

11 @Singleton

12 class ApplLocaleControllerImpl @Inject constructor(

13 @param:ApplicationContext private val context: Context,
14 ) : AppLocaleController {

15

16 override val language: Flow<AppLanguage> = ApplLocaleStorage.languageFlow(context)
17

18 override suspend fun setLanguage(language: ApplLanguage) {
19 AppLocaleStorage.persistlLanguage(context, language)
20 }
21
22 override suspend fun applyStoredLocale() {
23 AppLocaleStorage.applyStored(context)
24 }
25 }
26
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Ucxonnbiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/locale/

AppLocaleStorage.kt

package com.github.nullptroma.wallenc.app.locale

import
import
import
import
import
import
import
import
import
import
import
import
import

import

Viks

android.content.Context

androidx.appcompat

androidx.

androidx.datastore

androidx.datastore

androidx.datastore

androidx.datastore

.app.AppCompatDelegate

core.os.LocaleListCompat

.core.DataStore

.preferences.core.Preferences

.preferences.core.stringPreferencesKey

.preferences.preferencesDataStore

com.github.nullptroma.wallenc.ui.locale.AppLanguage

kotlinx.
kotlinx.
kotlinx.
kotlinx.

kotlinx.

coroutines.
coroutines.
coroutines.

coroutines.

coroutines

channels.awaitClose
flow.Flow
flow.callbackFlow
flow.first

.runBlocking

androidx.core.content.edit

* XpaHeHue BbiOpaHHOro f3bika. SharedPreferences — AN CUHXPOHHOTO YTEHUS B

* [android.app.Application.attachBaseContext]; DataStore — Tonbko Ang MUrpauumM co cTapou

BEpCUM
*/

internal object AppLocaleStorage {

private const val PREFS NAME = "app locale"
private const val PREFS KEY LANGUAGE = "app_language"

private val legacylLanguageKey = stringPreferencesKey(PREFS KEY LANGUAGE)

private val Context.legacylLocaleDataStore: DataStore<Preferences> by
preferencesDataStore(

name = "app_locale",

/** B [android.app.Application.attachBaseContext]

null.

*/

[Context.getApplicationContext] ewé

private fun storageContext(context: Context): Context =

context.applicationContext 7: context

private fun prefs(context: Context) =

storageContext(context).getSharedPreferences (PREFS NAME, Context.MODE PRIVATE)

fun languageFlow(context: Context): Flow<AppLanguage> =
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fun

fun

J**

fun

fun

/¥

fun

val storage = storageContext(context)
val listener =
android.content.SharedPreferences.OnSharedPreferenceChangeListener { , key ->
if (key == PREFS_KEY LANGUAGE) {
trySend(readLanguageSync(storage))

}
trySend(readLanguageSync(storage))
prefs(storage).registerOnSharedPreferenceChangeListener(listener)
awaitClose { prefs(storage).unregisterOnSharedPreferenceChangeListener(listener) }

persistlLanguage(context: Context, language: AppLanguage) {
prefs(context).edit { putString(PREFS_KEY LANGUAGE, language.storageValue) }
applyLanguage(language)

readLanguageSync(context: Context): AppLanguage {
val raw = prefs(context).getString(PREFS _KEY LANGUAGE, null)
return raw?.toAppLanguage() ?7: ApplLanguage.System

be3z 6nokupoBok; 6e3onacHo u3 [android.app.Application.attachBaseContext]. */
applyStored(context: Context) {
applyLanguage(readlLanguageSync(context))

applyLanguage(language: ApplLanguage) {

val localelList = when (language) {
AppLanguage.System -> LocaleListCompat.getEmptyLocaleList()
AppLanguage.English -> LocalelListCompat.forLanguageTags("en")
AppLanguage.Russian -> LocalelListCompat.forLanguageTags("ru")

}

AppCompatDelegate.setApplicationLocales(localeList)

OgHOKpaTHO MepeHOCUT 3HayvyeHue u3 DataStore (ecnu SP ewé nyct). */
migrateLegacyDataStoreIfNeeded(context: Context) {
val storage = storageContext(context)
if (prefs(storage).contains(PREFS _KEY LANGUAGE)) {
return
}
runBlocking {
runCatching {

val legacy = storage.legacylLocaleDataStore.data.first()[legacylLanguageKey]
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86 if (legacy != null) {

87 prefs(storage).edit { putString(PREFS KEY LANGUAGE, 1legacy) }
88 }

89 }

920 }

91 }

92

93 private fun String.toAppLanguage(): AppLanguage = when (this) {
94 STORAGE EN -> AppLanguage.English

95 STORAGE RU -> ApplLanguage.Russian

96 else -> AppLanguage.System

97 }

98

99 private val AppLanguage.storageValue: String
100 get() = when (this) {

101 AppLanguage.System -> STORAGE SYSTEM
102 AppLanguage.English -> STORAGE EN
103 AppLanguage.Russian -> STORAGE RU
104 }

105

106 private const val STORAGE SYSTEM = "system"
107 private const val STORAGE EN = "en"

108 private const val STORAGE RU = "ru"

109 }

110
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Ucxonnbiit paiin app/src/main/java/com/github/nullptroma/wallenc/app/navigation/

WallencExternalLaunch.kt

package com.github.nullptroma.wallenc.app.navigation

import android.content.Context

import android.content.Intent

import android.net.Uri

import androidx.core.net.toUri

import com.github.nullptroma.wallenc.app.MainActivity

import com.github.nullptroma.wallenc.ui.navigation.WallencDeepLinks

/**

* 3anyck [MainActivity] u B3awmopencteBue c foreground-cepBucoM u3 **pHe** Compose:
[android.app.PendingIntent],

* cTabunbHole action, id KaHana/HOTUMKaLUW.

ES

* URI cM. [WallencDeepLinks] B ":ui’ — TOT Xe KOHTpaKT, 4To Yy
[androidx.navigation.navDeepLink] u MaHupecTa.

*/
object WallencExternalLaunch {

/** Kopbl [android.app.PendingIntent]: y kaxporo cueHapus cBou requestCode. */
object PendingIntentRequestCodes {

const val NOTIFICATION TASK PIPELINE CANCEL SERVICE = 0

const val NOTIFICATION TASK PIPELINE OPEN TASKS = 2

Jx*

* [Intent.getAction] pns
[com.github.nullptroma.wallenc.app.tasks.TaskPipelineForegroundService]

* 3 kHonku ysepomneHus ([PendingIntent.getService]).

*/

const val FOREGROUND SERVICE ACTION CANCEL ALL TASKS =
“com.github.nullptroma.wallenc.action.CANCEL ALL TASKS"

object ForegroundTaskPipelineNotification {
const val CHANNEL ID = "wallenc task pipeline"
const val NOTIFICATION ID = 1001

fun mainActivityViewIntent(context: Context, uri: Uri): Intent =
Intent(Intent.ACTION VIEW, uri).apply {
setClass(context, MainActivity::class.java)
flags = Intent.FLAG ACTIVITY NEW TASK or Intent.FLAG ACTIVITY SINGLE TOP

142



41
42
43
44
45

fun mainActivityViewIntentForTasks(context: Context): Intent =
mainActivityViewIntent(context, WallencDeepLinks.TASKS URI PATTERN.toUri())
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Wcxonubiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/sync/

StorageSyncBootReceiver.kt

package com.github.nullptroma.wallenc.app.sync

import
import
import
import
import

import

android.content.BroadcastReceiver

android.content.Context

android.content.Intent
com.github.nullptroma.wallenc.app.di.StorageSyncBootEntryPoint
dagger.hilt.android.EntryPointAccessors

timber.log.Timber

class StorageSyncBootReceiver : BroadcastReceiver() {

override fun onReceive(context: Context, intent: Intent?) {

if (intent?.action != Intent.ACTION BOOT COMPLETED) {
return

}

val scheduler = EntryPointAccessors.fromApplication(
context.applicationContext,
StorageSyncBootEntryPoint::class. java,

) .storageSyncScheduler()

scheduler.ensureScheduled()

Timber.d("Rescheduled periodic storage sync after boot")
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Wcxonubiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/sync/
StorageSyncBootstrap.kt

package com.github.nullptroma.wallenc.app.sync

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths
import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
import com.github.nullptroma.wallenc.domain.tasks.StorageSyncTriggerReason
import com.github.nullptroma.wallenc.usecases.RunStorageSyncUseCase
import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.FlowPreview

import kotlinx.coroutines.SupervisorJob

import kotlinx.coroutines.flow.collectLatest

import kotlinx.coroutines.flow.combine

import kotlinx.coroutines.flow.debounce

import kotlinx.coroutines.flow.filter

import kotlinx.coroutines.flow.map

import kotlinx.coroutines.flow.merge

import kotlinx.coroutines.launch

import javax.inject.Inject

import javax.inject.Singleton

@Singleton

@OptIn(FlowPreview: :class)

class StorageSyncBootstrap @Inject constructor(
private val scheduler: StorageSyncScheduler,
private val vaultsManager: IVaultsManager,
private val syncRunner: RunStorageSyncUseCase,

) {

private val scope = CoroutineScope(SupervisorJob() + Dispatchers.IO)

fun start() {
scheduler.ensureScheduled()
scope.launch {
combine(
vaultsManager.allStorages,
vaultsManager.unlockManager.openedStorages,
) { rootStorages, opened ->
(rootStorages + opened.values).distinctBy { it.uuid }
}.collectLatest { storages ->
if (storages.isEmpty()) {
return@collectLatest
}

val triggers = storages.flatMap { storage ->
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1istOf(
storage.accessor.filesUpdates
.filter { page ->
page.data.any { file ->
StorageSyncPaths.isSyncableUserPath(file.metalnfo.path)

}
-map {},
storage.accessor.dirsUpdates
.filter { page ->
page.data.any { dir ->
StorageSyncPaths.isSyncableUserPath(dir.metalnfo.path)

-map {},

}

merge(*triggers.toTypedArray())
.filter { shouldScheduleDebounceSync() }
.debounce(RunStorageSyncUseCase.DEBOUNCE AFTER CHANGE MS)
.collect {

syncRunner.enqueue(StorageSyncTriggerReason.Debounce)

/**
* NrHopupoBaTb coObITMS BO BpeMs Sync M cpa3y Mnocse Hero: 3anucb GainoB npu sync
* (B T.4. 4vepe3 [EncryptedStorageAccessor]) uHa4ye cHoBa 3anyckaeTt debounce 4yepe3 60 c.
*/
private fun shouldScheduleDebounceSync(): Boolean {
if (syncRunner.syncRunning.value) {
return false

}

return System.currentTimeMillis() >= syncRunner.debounceSuppressUntilMs.value
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Wcxonubiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/sync/
StorageSyncScheduler.kt

1 package com.github.nullptroma.wallenc.app.sync

2

3 import android.content.Context

4 import androidx.work.Constraints

5 import androidx.work.ExistingPeriodicWorkPolicy

6 import androidx.work.NetworkType

7 import androidx.work.PeriodicWorkRequestBuilder

8 import androidx.work.WorkManager

9 import dagger.hilt.android.qualifiers.ApplicationContext

10 import java.util.concurrent.TimeUnit

11 import javax.inject.Inject

12 import javax.inject.Singleton

13

14 @Singleton

15 class StorageSyncScheduler @Inject constructor(

16 @param:ApplicationContext private val app: Context,

17 ) {

18 fun ensureScheduled() {

19 val request = PeriodicWorkRequestBuilder<StorageSyncWorker>(
20 repeatInterval = 30,

21 repeatIntervalTimeUnit = TimeUnit.MINUTES,

22 )

23 .setConstraints(

24 Constraints.Builder()

25 .setRequiredNetworkType(NetworkType.CONNECTED)
26 .build(),

27 )

28 Lbuild()

29

30 // KEEP: UPDATE c6bpachiBaeT TaiMep periodic work npu kaxpoMm onCreate npouecca.
31 WorkManager.getInstance(app) .enqueueUniquePeriodicWork(
32 StorageSyncWorker.UNIQUE WORK NAME,

33 ExistingPeriodicWorkPolicy.KEEP,

34 request,

35 )

36 }

37 }

38
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Wcxonubiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/sync/
StorageSyncTaskTitleFormatter.kt

package com.github.nullptroma.wallenc.app.sync

import com.github.nullptroma.wallenc.domain.tasks.IStorageSyncTaskTitleFormatter
import com.github.nullptroma.wallenc.domain.tasks.StorageSyncTriggerReason
import com.github.nullptroma.wallenc.ui.resources.UiStringResolver

import com.github.nullptroma.wallenc.ui.resources.storageSyncTaskTitle

import javax.inject.Inject

import javax.inject.Singleton

@Singleton
class StorageSyncTaskTitleFormatter @Inject constructor(
private val uiStrings: UiStringResolver,
) : IStorageSyncTaskTitleFormatter {
override fun format(reason: StorageSyncTriggerReason): String =
uiStrings.storageSyncTaskTitle(reason)
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Wcxonubiit daiin app/src/main/java/com/github/nullptroma/wallenc/app/sync/
StorageSyncWorker.kt

package com.github.nullptroma.wallenc.app.sync

import android.content.Context

import androidx.hilt.work.HiltWorker

import androidx.work.CoroutineWorker

import androidx.work.WorkerParameters

import com.github.nullptroma.wallenc.domain.tasks.StorageSyncTriggerReason
import com.github.nullptroma.wallenc.usecases.RunStorageSyncUseCase

import com.github.nullptroma.wallenc.usecases.StorageSyncRunQutcome

import dagger.assisted.Assisted

import dagger.assisted.AssistedInject

import timber.log.Timber

@HiltWorker

class StorageSyncWorker @AssistedInject constructor(
@Assisted appContext: Context,
@Assisted params: WorkerParameters,
private val syncRunner: RunStorageSyncUseCase,

) : CoroutineWorker(appContext, params) {

override suspend fun doWork(): Result {
Timber.d("Periodic storage sync started (attempt %d)", runAttemptCount)

return when (val outcome =
syncRunner.enqueueAndAwait (StorageSyncTriggerReason.Background)) {

StorageSyncRunOutcome.SkippedAlreadyRunning -> {
Timber.d("Periodic storage sync skipped — already running")
Result.success()

}

StorageSyncRunOutcome.Completed -> {

Timber.d("Periodic storage sync finished")
Result.success()

}

StorageSyncRunQOutcome.Cancelled -> {

Timber.d("Periodic storage sync cancelled")
Result.success()

}

is StorageSyncRunQutcome.Failed -> {
Timber.w(outcome.error, "Periodic storage sync failed")

Result.retry()
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companion object {
const val UNIQUE WORK NAME = "wallenc-storage-sync-periodic"
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Ucxonubrit daiin app/src/main/java/com/github/nullptroma/wallenc/app/tasks/
TaskPipelineForegroundBootstrap.kt

1 package com.github.nullptroma.wallenc.app.tasks

2

3 import android.content.Context

4 import android.content.Intent

5 import androidx.core.content.ContextCompat

6 import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator
7 import com.github.nullptroma.wallenc.domain.tasks.TaskForegroundUiState
8 import dagger.hilt.android.qualifiers.ApplicationContext

9 import kotlinx.coroutines.CoroutineScope

10 import kotlinx.coroutines.Dispatchers

11 import kotlinx.coroutines.SupervisorJob

12 import kotlinx.coroutines.flow.distinctUntilChanged

13 import kotlinx.coroutines.flow.filter

14 import kotlinx.coroutines.flow.map

15 import kotlinx.coroutines.launch

16 import javax.inject.Inject

17 import javax.inject.Singleton

18

19 @Singleton

20 class TaskPipelineForegroundBootstrap @Inject constructor(
21 @param:ApplicationContext private val app: Context,

22 private val orchestrator: ITaskOrchestrator,

23 ) {

24 private val scope = CoroutineScope(SupervisorJob() + Dispatchers.Default)
25

26 fun start() {

27 scope. launch {

28 orchestrator.foregroundUi

29 .map { it is TaskForegroundUiState.Visible }
30 .distinctUntilChanged()

31 .filter { visible -> visible }

32 .collect {

33 ContextCompat.startForegroundService(

34 app,

35 Intent(app, TaskPipelineForegroundService::class.java),
36 )

37 }

38 }

39 }

40 }

41

151



Ucxonubrit daiin app/src/main/java/com/github/nullptroma/wallenc/app/tasks/
TaskPipelineForegroundService.kt

1 package com.github.nullptroma.wallenc.app.tasks

2

3 import android.app.Notification

4 import android.app.NotificationChannel

5 import android.app.NotificationManager

6 import android.app.PendingIntent

7 import android.app.Service

8 import android.content.Intent

9 import android.graphics.Color

10 import android.os.IBinder

11 import android.view.View

12 import android.widget.RemoteViews

13 import androidx.core.app.NotificationCompat

14 import com.github.nullptroma.wallenc.app.R

15 import com.github.nullptroma.wallenc.app.navigation.WallencExternallLaunch

16 import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator

17 import com.github.nullptroma.wallenc.domain.tasks.TaskForegroundItem

18 import com.github.nullptroma.wallenc.domain.tasks.TaskForegroundUiState

19 import com.github.nullptroma.wallenc.domain.tasks.TaskId

20 import com.github.nullptroma.wallenc.ui.resources.UiStringResolver

21 import com.github.nullptroma.wallenc.ui.resources.resolve

22 import dagger.hilt.android.AndroidEntryPoint

23 import kotlinx.coroutines.CoroutineScope

24 import kotlinx.coroutines.Dispatchers

25 import kotlinx.coroutines.ExperimentalCoroutinesApi

26 import kotlinx.coroutines.SupervisorJob

27 import kotlinx.coroutines.cancel

28 import kotlinx.coroutines.channels.Channel

29 import kotlinx.coroutines.delay

30 import kotlinx.coroutines.launch

31 import java.util.concurrent.ConcurrentHashMap

32 import javax.inject.Inject

33 import kotlin.math.roundToInt

34

35 /**

36 * Single foreground notification (one [NotificationManager.notify] id) that accumulates all
task

37 * states. [orchestrator.foregroundUi] enqueues into [foregroundUiQueue] while [canPush]
allows

38 t;e(at most one pending frame until the worker finishes an iteration). Indeterminate tasks:

39 * worker reuses [lastUiState] when the queue is empty so dots advance without extra queue

entries.
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* Each handled state is followed by [NOTIFICATION QUEUE STEP MS] before the next step.
*/
@AndroidEntryPoint

class TaskPipelineForegroundService : Service() {

@Inject

lateinit var orchestrator: ITaskOrchestrator

@Inject

lateinit var uiStrings: UiStringResolver

private var repeat = false
private var canPush = true

private var lastUiState: TaskForegroundUiState? = null

/** Dot-animation phase per task (0..3); absent means 0 for first paint. */

private val indeterminateDotsPhaseByTaskId = ConcurrentHashMap<TaskId, Int>()

private val foregroundUiQueue = Channel<TaskForegroundUiState>(Channel.UNLIMITED)

private val serviceJob = SupervisorJob()

private val serviceScope = CoroutineScope(serviceJob + Dispatchers.Main.immediate)

override fun onBind(intent: Intent?): IBinder? = null

override fun onStartCommand(intent: Intent?, flags: Int, startId: Int): Int {

if (intent?.action ==
WallencExternalLaunch.FOREGROUND SERVICE ACTION CANCEL ALL TASKS &&

::orchestrator.isInitialized
) {
orchestrator.cancelAll()

}
return START STICKY

@OptIn(ExperimentalCoroutinesApi::class)
override fun onCreate() {
super.onCreate()
ensureChannel()
startForeground(
WallencExternalLaunch.ForegroundTaskPipelineNotification.NOTIFICATION ID,
buildPlaceholderNotification(),

val nm = getSystemService(NotificationManager::class.java)
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85 serviceScope. launch {

86 var sawVisible = false

87 while (true) {

88 if(repeat && !foregroundUiQueue.isEmpty || !repeat) {

89 lastUiState = foregroundUiQueue.receive()

90 }

91 canPush = true

92

93 val ui = lastUiState ?: continue

94 when (ui) {

95 TaskForegroundUiState.Hidden -> {

96 repeat = false

97 if (sawVisible) {

98 nm.cancel (WallencExternalLaunch.ForegroundTaskPipelineNotification.NOTIFICATION ID)

99 indeterminateDotsPhaseByTaskId.clear()

100 stopForeground (STOP_FOREGROUND REMOVE)

101 stopSelf()

102 return@launch

103 }

104 }

105

106 is TaskForegroundUiState.Visible -> {

107 if (ui.tasks.isNotEmpty()) {

108 sawVisible = true

109 nm.notify(

110 WallencExternalLaunch.ForegroundTaskPipelineNotification.NOTIFICATION ID,

111 buildAccumulatedNotification(ui.tasks),

112 )

113 }

114 . // repeatedly receive Visible with same tasks while indeterminate
dots animate

115 repeat = ui.tasks.any { it.progress?.fraction == null }

116 }

117 }

118 delay (NOTIFICATION QUEUE STEP MS)

119 }

120 }

121

122 serviceScope. launch {

123 orchestrator.foregroundUi.collect { ui ->

124 if(canPush || ui is TaskForegroundUiState.Hidden) {

125 foregroundUiQueue.send(ui)

126 canPush = false

127 }
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128 }

129 }

130 }

131

132 override fun onDestroy() {

133 foregroundUiQueue.close()

134 indeterminateDotsPhaseByTaskId.clear()

135 serviceScope.cancel()

136 super.onDestroy()

137 }

138

139 private fun ensureChannel() {

140 val nm = getSystemService(NotificationManager::class.java)

141 val channel = NotificationChannel(

142 WallencExternalLaunch.ForegroundTaskPipelineNotification.CHANNEL ID,

143 getString(R.string.task notification channel name),

144 NotificationManager.IMPORTANCE LOW,

145 )

146 nm.createNotificationChannel(channel)

147 }

148

149 private fun buildPlaceholderNotification(): Notification =

150 NotificationCompat.Builder(th%s, ' o '
WallencExternalLaunch.ForegroundTaskPipelineNotification.CHANNEL ID)

151 .setContentTitle(getString(R.string.task notification title))

152 .setContentText(getString(R.string.task notification preparing))

153 .setSmallIcon(R.drawable.ic_stat wallenc)

154 .setOngoing(true)

155 .setOnlyAlertOnce(true)

156 .setContentIntent(openTaskPipelinePendingIntent())

157 .addAction(

158 0,

159 getString(R.string.task notification cancel),

160 cancelAllTasksPendingIntent(),

161 )

162 .build()

163

164 . private fun buildAccumulatedNotification(tasks: List<TaskForegroundItem>): Notification

165 val sorted = tasks.sortedBy { it.taskId.uuid }

166 val big = RemoteViews(packageName, R.layout.notification wallenc tasks big)

167 applyNotificationTemplateTextColor(big)

168 bindTaskRows (big, sorted)

169

170 val collapsedSubtext = when {

171 sorted.isEmpty() ->
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190
191
192
193
194
195
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198
199
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203
204
205
206

207

208
209
210
211
212
213
214

215

getString(R.string.task notification preparing)

sorted.all { it.progress?.fraction == null } ->

getString(R.string.task notification indeterminate)

else -> resources.getQuantityString(
R.plurals.task notification group subtext,
sorted.size,

sorted.size,

return NotificationCompat.Builder(
this,
WallencExternalLaunch.ForegroundTaskPipelineNotification.CHANNEL ID,

.setContentTitle(getString(R.string.task notification title))
.setContentText(collapsedSubtext)
.setSmallIcon(R.drawable.ic stat wallenc)
.setOngoing(true)
.setOnlyAlertOnce(true)
.setContentIntent (openTaskPipelinePendingIntent())
.setStyle(NotificationCompat.DecoratedCustomViewStyle())
.setCustomBigContentView(big)
.addAction(
0,
getString(R.string.task notification cancel),
cancelAllTasksPendingIntent(),
)
.build()

private fun openTaskPipelinePendingIntent(): PendingIntent =
PendingIntent.getActivity(
this,
WallencExternalLaunch.PendingIntentRequestCodes .NOTIFICATION TASK PIPELINE OPEN_TASKS,
WallencExternalLaunch.mainActivityViewIntentForTasks(this),
PendingIntent.FLAG UPDATE CURRENT or PendingIntent.FLAG IMMUTABLE,

private fun cancelAllTasksPendingIntent(): PendingIntent =
PendingIntent.getService(
this,

WallencExternalLaunch.PendingIntentRequestCodes .NOTIFICATION TASK PIPELINE CANCEL SERVICE,
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216 Intent(this, TaskPipelineForegroundService::class.java).setAction(

217 WallencExternalLaunch.FOREGROUND SERVICE ACTION CANCEL ALL TASKS,

218 ),

219 PendingIntent.FLAG UPDATE CURRENT or PendingIntent.FLAG IMMUTABLE,

220 )

221

222 /**

223 *.Uses only [android.R.attr.textgolor] frqm . '
[android.R.style.TextAppearance Material Notification Title]

224 * so line size stays from layout (13sp) while color matches system notification title
text.

225 */

226 private fun applyNotificationTemplateTextColor(remoteViews: RemoteViews) {

227 val color = notificationTemplateTextColor()

228 for (1 in @ until MAX TASK ROWS) {

229 remoteViews.setTextColor(TASK TITLE IDS[i], color)

230 remoteViews.setTextColor(TASK SUBTITLE IDS[i], color)

231 }

232 }

233

234 private fun notificationTemplateTextColor(): Int {

235 val attrs = intArrayOf(android.R.attr.textColor)

236 val a = theme.obtainStyledAttributes(

237 null,

238 attrs,

239 0,

240 android.R.style.TextAppearance Material Notification

241 )

242 val ¢ = a.getColor(0, Color.WHITE)

243 a.recycle()

244 return c

245 }

246

247 private fun bindTaskRows(remoteViews: RemoteViews, sorted: List<TaskForegroundItem>) {

248 val n = sorted.size

249 if (n==10) {

250 for (i in O until MAX TASK ROWS) {

251 hideRow(remoteViews, i)

252 }

253 return

254 }

255 if (n <= MAX TASK ROWS) {

256 for (i in O until n) {

257 showTaskRow(remoteViews, i, sorted[i])

258 }

259 for (i in n until MAX TASK ROWS) {
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260
261
262
263
264
265
266
267
268
269
270
271

272

273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
2901
292
293
294

295

296
297
298
299
300
301
302

hideRow(remoteViews, i)
}
} else {
for (i in © until MAX TASK ROWS - 1) {
showTaskRow(remoteViews, i, sorted[i])
}
val remaining = n - (MAX TASK ROWS - 1)
showOverflowRow(remoteViews, remaining)

}

advanceIndeterminateDotPhasesAfterBind(sorted, n)

private fun advanceIndeterminateDotPhasesAfterBind(sorted: List<TaskForegroundItem>, n:
Int) {

if (n == 0) return
val displayed =
if (n <= MAX TASK ROWS) sorted else sorted.take(MAX TASK ROWS - 1)
val presentIds = sorted.map { it.taskId }.toSet()
indeterminateDotsPhaseByTaskId.keys.retainAll { it in presentlds }
for (t in displayed) {
if (t.progress?.fraction == null) {
val id = t.taskId
indeterminateDotsPhaseByTaskId[id] =
((indeterminateDotsPhaseByTaskId[id] ?: 0) + 1) % 4
} else {
indeterminateDotsPhaseByTaskId. remove(t.taskId)

private fun hideRow(remoteViews: RemoteViews, index: Int) {
remoteViews.setViewVisibility (TASK ROW IDS[index], View.GONE)
remoteViews.setViewVisibility(TASK LABEL BAR ROW IDS[index], View.GONE)
remoteViews.setTextViewText (TASK SUBTITLE IDS[index], "")

private fun showTaskRow(remoteViews: RemoteViews, index: Int, task: TaskForegroundItem)

remoteViews.setViewVisibility(TASK ROW IDS[index], View.VISIBLE)
remoteViews.setViewVisibility(TASK LABEL BAR ROW IDS[index], View.VISIBLE)
remoteViews.setTextViewText (TASK TITLE IDS[index], task.title)
val label = task.progress?.label?.resolve(uiStrings).orEmpty()
val fraction = task.progress?.fraction
if (fraction != null) {

if (label.isNotEmpty()) {
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303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347

remoteViews.setViewVisibility (TASK SUBTITLE IDS[index], View.VISIBLE)
remoteViews.setTextViewText (TASK SUBTITLE IDS[index], label)
} else {
remoteViews.setViewVisibility(TASK SUBTITLE IDS[index], View.GONE)
remoteViews.setTextViewText (TASK SUBTITLE IDS[index], "")
}
remoteViews.setViewVisibility(TASK PROGRESS IDS[index], View.VISIBLE)
val pct = (fraction.coerceIn(0f, 1f) * 100).roundToInt()
remoteViews.setProgressBar(TASK PROGRESS IDS[index], 100, pct, false)
} else {
remoteViews.setViewVisibility(TASK SUBTITLE IDS[index], View.VISIBLE)
remoteViews.setTextViewText (
TASK SUBTITLE IDS[index],
indeterminateSubtitleWithDots(task.taskId, label),
)
remoteViews.setViewVisibility (TASK PROGRESS IDS[index], View.GONE)

private fun showOverflowRow(remoteViews: RemoteViews, remainingCount: Int) {
val overflowIndex = MAX TASK ROWS - 1
remoteViews.setViewVisibility (TASK ROW IDS[overflowIndex], View.VISIBLE)
remoteViews.setTextViewText (
TASK TITLE IDS[overflowIndex],
resources.getQuantityString(
R.plurals.task notification more_ tasks,
remainingCount,
remainingCount,
),
)
remoteViews.setViewVisibility(TASK LABEL BAR ROW IDS[overflowIndex], View.GONE)
remoteViews.setTextViewText (TASK SUBTITLE IDS[overflowIndex], "")

private fun indeterminateSubtitleWithDots(taskId: TaskId, baselLabel: String): String {
val phase = (indeterminateDotsPhaseByTaskId[taskId] 7: 0) % 4
val dots = when (phase) {
0 ->""
1 ->"."
2 -> "L

else ->

}
return if (baselLabel.isEmpty()) dots else baselLabel + dots
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348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392

companion

private const val NOTIFICATION QUEUE STEP MS = 500L

/** Must match [R.layout.notification wallenc_ tasks big]

object {

private const val MAX TASK ROWS = 8

private val TASK ROW IDS = intArrayOf(
R.
R.i

ol = R * R v S v

private val TASK TITLE IDS = intArrayOf(

R.

R.
.id.task title 2,
.id.task title 3,
.id.task title 4,
.id.task title 5,
.id.task title 6,
.id.task title 7,

D~ X XX P W™D

private val TASK PROGRESS IDS = intArrayOf(
R.
R.1

T XX XX XX I I

private val TASK SUBTITLE IDS = intArrayOf(
R.
R.

id.task row 0,
id.task row 1,

.id.task row 2,
.id.task row 3,
.id.task row 4,
.id.task row 5,
.id.task row 6,
.id.task row 7,

id.task title 0,
id.task title 1,

id.task progress 0,

id.task progress 1,

.1d.task progress 2,
.id.task progress 3,
.id.task progress 4,
.id.task progress 5,
.1d.task progress 6,
.id.task progress 7,

id.task subtitle 0O,
id.task subtitle 1,

R.id.task subtitle 2,
R.
R.id.task subtitle 4,

id.task subtitle 3,
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393 R.id.task subtitle 5,

394 R.id.task subtitle 6,

395 R.id.task subtitle 7,

396 )

397

398 private val TASK LABEL BAR ROW IDS = intArrayOf(
399 R.id.task label bar row 0,
400 R.id.task label bar row 1,
401 R.id.task label bar row 2,
402 R.id.task label bar row 3,
403 R.id.task label bar row 4,
404 R.id.task label bar row 5,
405 R.id.task label bar row 6,
406 R.id.task label bar row 7,
407 )

408 }

409 }

410
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Ucxonnbiit daiin app/src/main/res/drawable/ic _launcher background.xml

<?xml version="1.0" encoding="utf-8"?>
<vector xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:aapt="http://schemas.android.com/aapt"
android:width="108dp"
android:height="108dp"
android:viewportWidth="108"
android:viewportHeight="108">
<path android:pathData="M0,0h108v108h-108z">
<aapt:attr name="android:fillColor">
<gradient
android:endX="92"
android:endY="100"
android:startX="16"
android:startY="8"
android:type="1linear">
<item
android:color="@color/launcher_background"
android:offset="0" />
<item
android:color="@color/launcher background dark"
android:offset="1" />
</gradient>
</aapt:attr>
</path>

</vector>

162



© 00 N o U A W N =

—
(<]

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

Ucxonnbiit daiin app/src/main/res/drawable/ic_launcher foreground.xml

<?xml version="1.0" encoding="utf-8"?>

<vector xmlns:android="http://schemas.android.com/apk/res/android"
android:width="108dp"
android:height="108dp"
android:viewportWidth="108"
android:viewportHeight="108">
<!-- Shackle -->

<path

android:

android:pathData="M44,50 C44,40 54,35 54,35 C64,35 64,50 64,50 L60,50 C60,43 54,39

fillColor="#FFFFFF"

54,39 (48,39 44,43 44,50 7" />
<!-- Lock body: three bricks -->

<path
android:fillColor="#FFFFFF"
android:pathData="M42,52 H66
<path
android:fillColor="#FFFFFF"
android:pathData="M42,61 H66
<path
android:fillColor="#FFFFFF"
android:pathData="M42,70 H66
<!l-- Side wall bricks -->
<path
android:fillColor="#FFFFFF"
android:pathData="M30,56 H38
<path
android:fillColor="#FFFFFF"
android:pathData="M30,66 H38
<path
android:fillColor="#FFFFFF"
android:pathData="M70,56 H78
<path
android:fillColor="#FFFFFF"
android:pathData="M70,66 H78
</vector>

V59

V68

V78

V63

V73

V63

V73

H42

H42

€66,

H30

H30

H70

H70
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Wcxonnsiii daiin app/src/main/res/drawable/ic_launcher monochrome.xml

<?xml version="1.0" encoding="utf-8"?>

<vector xmlns:android="http://schemas.android.com/apk/res/android"

android:width="108dp"
android:height="108dp"
android:viewportWidth="108"
android:viewportHeight="108">
<path
android:fillColor="#FFFFFF"

android:pathData="M44,50 C44,40 54,35 54,35 C64,35 64,50 64,50 L60,50 C60,43 54,39

54,39 (48,39 44,43 44,50 72" />
<path
android:fillColor="#FFFFFF"
android:pathData="M42,52 H66
<path
android:fillColor="#FFFFFF"
android:pathData="M42,61 H66
<path
android:fillColor="#FFFFFF"
android:pathData="M42,70 H66
<path
android:fillColor="#FFFFFF"
android:pathData="M30,56 H38
<path
android:fillColor="#FFFFFF"
android:pathData="M30,66 H38
<path
android:fillColor="#FFFFFF"
android:pathData="M70,56 H78
<path
android:fillColor="#FFFFFF"
android:pathData="M70,66 H78

</vector>

V59

V68

V78

V63

V73

V63

V73

H42

H42

Coe6,

H30

H30

H70

H70
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64,82 54,82 (C44,82 42,80 42,78 7" />
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Wcxonnsiii daiin app/src/main/res/drawable/ic_stat wallenc.xml

<?xml version="1.0" encoding="utf-8"?>
<vector xmlns:android="http://schemas.android.com/apk/res/android"
android:width="24dp"
android:height="24dp"
android:viewportWidth="24"
android:viewportHeight="24">
<path
android:fillColor="#FFFFFFFF"

android:pathData="M9,10 C9,8 10.5,7 12,7 C13.5,7 15,8 15,10 L14,10 C14,8.9 13.1,8

12,8 C10.9,8 10,8.9 10,10 Z" />

<path
android: fillColor="#FFFFFFFF"
android:pathData="M9,11 H15 V13 H9 z" />

<path
android:fillColor="#FFFFFFFF"
android:pathData="M9,14 H15 V16 H9 zZ" />

<path
android:fillColor="#FFFFFFFF"
android:pathData="M9,17 H15 V19 (C15,19.6 14.6,20 12,20 (C9.4,20

</vector>

165

9,19.6 9,19 z" />



© 00 N O U A W N =

H S, A A W W W W W W W W wWw W NN N NDNDNDNDDNDNDNDNDNNMNNPRE R PR RERE R R R R
W N P © W 00 N O U A W N FHF © O 0 N O UL A W N FHF O O 0O N O UL &~ W N = ©

Ucxonnslit (aiin app/src/main/res/layout/notification wallenc tasks big.xml

<?xml version="1.0" encoding="utf-8"?>

<LinearLayout xmlns:android="http://schemas.android.com/apk/res/android"

android:layout width="match parent"

android:layout height="wrap content"

android:orientation="vertical"

android:paddingStart="16dp"

android:paddingEnd="16dp"

android:paddingBottom="8dp">

<LinearLayout
:id="@+id/task_row 0"

android

android:
android:
android:
android:

android:

<TextView

android:
android:

android:

and
and

and

layout width="match parent"
layout height="wrap content"
orientation="vertical"
paddingTop="4dp"

visibility="gone">

id="@+id/task title 0"
layout width="match parent"
layout height="wrap_ content"

roid:ellipsize="end"

roid:maxLines="2"

roid:textSize="13sp" />

<LinearLayout
roid:id="@+id/task label bar row 0"

roid:layout width="match parent"

and
and
and
and
and
and

roid:layout height="wrap content"

roid:layout marginTop="2dp"

roid:gravity="center vertical"

roid:orientation="horizontal">

<TextView

<ProgressBar

android:
android:

android:

android

android:
android:

android:

id="@+id/task subtitle 0"
layout width="0dp"

layout height="wrap content"

:layout weight="1"

ellipsize="end"
maxLines="2"

textSize="11lsp" />
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50
51
52
53
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60
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66
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75
76
77
78
79
80
81
82
83
84
85
86
87
88

android:id="@+id/task progress 0"
style="?android:attr/progressBarStyleHorizontal"
android:layout width="112dp"

android:layout height="8dp"

android:layout marginStart="2dp" />

</LinearLayout>

</LinearLayout>

<LinearLayout

android:
android:
android:

android:

android

android:

id="@+id/task row 1"
layout width="match parent"
layout height="wrap_ content"

orientation="vertical"

:paddingTop="4dp"

visibility="gone">

<TextView
android:id="@+id/task title 1"
android:layout width="match parent"

android:layout height="wrap content"

android:ellipsize="end"

android:maxLines="2"

android:textSize="13sp" />

<LinearLayout
android:id="@+id/task label bar row 1"

android:layout width="match parent"

android:layout height="wrap content"

android:layout marginTop="2dp"

android:gravity="center vertical"

android:orientation="horizontal">

<TextView

android:id="@+id/task subtitle 1"
android:layout width="0dp"
android:layout height="wrap content"
android:layout weight="1"
android:ellipsize="end"
android:maxLines="2"

android:textSize="11lsp" />

<ProgressBar

android:id="@+id/task progress 1"
style="?android:attr/progressBarStyleHorizontal"
android:layout width="112dp"
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90

91

92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133

android:layout height="8dp"
android:layout marginStart="2dp" />

</LinearLayout>

</LinearLayout>

<LinearLayout

android:
android:
android:
android:
android:

android:

id="@+id/task row 2"

layout width="match parent"”
layout height="wrap content"
orientation="vertical"
paddingTop="4dp"

visibility="gone">

<TextView
android:id="@+id/task title 2"
android:layout width="match parent"

android:layout height="wrap content"

android:ellipsize="end"

android:maxLines="2"

android:textSize="13sp" />

<LinearLayout
android:id="@+id/task label bar row 2"

android:layout width="match parent"

android:layout height="wrap content"

android:layout marginTop="2dp"

android:gravity="center vertical"

android:orientation="horizontal">

<TextView

android:id="@+id/task_subtitle_2"
android:layout width="0dp"
android:layout height="wrap_ content"
android:layout weight="1"
android:ellipsize="end"
android:maxLines="2"

android:textSize="11sp" />

<ProgressBar

android:id="@+id/task progress 2"
style="?android:attr/progressBarStyleHorizontal"
android:layout width="112dp"

android:layout height="8dp"

android:layout marginStart="2dp" />

</LinearLayout>
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134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178

</LinearLayout>

<LinearLayout

android

android:
android:
android:
android:

android:

:id="@+id/task_row 3"

layout width="match parent"
layout height="wrap content"
orientation="vertical"
paddingTop="4dp"

visibility="gone">

<TextView
android:id="@+id/task title 3"
android:layout width="match parent"

android:layout height="wrap content"

android:ellipsize="end"

and

and

roid:maxLines="2"

roid:textSize="13sp" />

<LinearLayout

and
and
and
and
and
and

roid:id="@+id/task label bar row 3"
roid:layout width="match parent"
roid:layout height="wrap content"
roid:layout marginTop="2dp"
roid:gravity="center vertical"

roid:orientation="horizontal">

<TextView

android:id="@+id/task subtitle 3"
android:layout width="0dp"
android:layout height="wrap content"
android:layout weight="1"
android:ellipsize="end"
android:maxLines="2"
android:textSize="11lsp" />

<ProgressBar

</Linea

android:id="@+id/task progress 3"
style="?android:attr/progressBarStyleHorizontal"
android:layout width="112dp"

android:layout height="8dp"

android:layout marginStart="2dp" />

rLayout>

</LinearLayout>

<LinearLayout
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179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223

android:
android:
android:

android:

android

android:

id="@+id/task row 4"
layout width="match parent"
layout height="wrap content"

orientation="vertical"

:paddingTop="4dp"

visibility="gone">

<TextView
android:id="@+id/task title 4"
android:layout width="match parent"

android:layout height="wrap content"

android:ellipsize="end"

android:maxLines="2"

android:textSize="13sp" />

<LinearLayout

android:id="@+id/task label bar row 4"

android:layout width="match parent"

android:layout height="wrap content"

android:layout marginTop="2dp"

android:gravity="center_vertical"

android:orientation="horizontal">

<TextView

android:id="@+id/task subtitle 4"
android:layout width="0dp"
android:layout height="wrap content"
android:layout weight="1"
android:ellipsize="end"
android:maxLines="2"
android:textSize="11lsp" />

<ProgressBar

android:id="@+id/task progress 4"
style="?android:attr/progressBarStyleHorizontal"
android:layout width="112dp"

android:layout height="8dp"

android:layout marginStart="2dp" />

</LinearLayout>

</LinearLayout>

<LinearLayout

android:
android:

android:

id="@+id/task row 5"
layout width="match parent"”
layout height="wrap content"

170



224 android:orientation="vertical"

225 android:paddingTop="4dp"

226 android:visibility="gone">

227

228 <TextView

229 android:id="@+id/task title 5"

230 android:layout width="match parent"
231 android:layout height="wrap content"
232 android:ellipsize="end"

233 android:maxLines="2"

234 android:textSize="13sp" />

235

236 <LinearLayout

237 android:id="@+id/task label bar row 5"
238 android:layout width="match parent"
239 android:layout height="wrap content"
240 android:layout marginTop="2dp"

241 android:gravity="center vertical"

242 android:orientation="horizontal">

243

244 <TextView

245 android:id="@+id/task subtitle 5"
246 android:layout width="0dp"

247 android:layout height="wrap_content"
248 android:layout weight="1"

249 android:ellipsize="end"

250 android:maxLines="2"

251 android:textSize="11lsp" />

252

253 <ProgressBar

254 android:id="@+id/task_progress_5"
255 style="?android:attr/progressBarStyleHorizontal"
256 android:layout width="112dp"

257 android:layout height="8dp"

258 android:layout marginStart="2dp" />
259 </LinearLayout>

260 </LinearLayout>

261

262 <LinearLayout

263 android:id="@+id/task row 6"

264 android:layout width="match parent"

265 android:layout height="wrap content"

266 android:orientation="vertical"

267 android:paddingTop="4dp"

268 android:visibility="gone">
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269

270 <TextView

271 android:id="@+id/task title 6"

272 android:layout width="match parent"
273 android:layout height="wrap content"
274 android:ellipsize="end"

275 android:maxLines="2"

276 android:textSize="13sp" />

277

278 <LinearLayout

279 android:id="@+id/task label bar row 6"
280 android:layout width="match parent"
281 android:layout height="wrap_ content"”
282 android:layout marginTop="2dp"

283 android:gravity="center vertical"

284 android:orientation="horizontal">

285

286 <TextView

287 android:id="@+id/task subtitle 6"
288 android:layout width="0dp"

289 android:layout height="wrap content"
290 android:layout weight="1"

291 android:ellipsize="end"

292 android:maxLines="2"

293 android:textSize="11lsp" />

294

295 <ProgressBar

296 android:id="@+id/task progress 6"
297 style="?android:attr/progressBarStyleHorizontal"
298 android:layout width="112dp"

299 android:layout height="8dp"

300 android:layout marginStart="2dp" />
301 </LinearLayout>

302 </LinearLayout>

303

304 <LinearLayout

305 android:id="@+id/task row 7"

306 android:layout width="match parent"

307 android:layout height="wrap content"

308 android:orientation="vertical"

309 android:paddingTop="4dp"

310 android:visibility="gone">

311

312 <TextView

313 android:id="@+id/task title 7"
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314 android:layout width="match parent"

315 android:layout height="wrap content"
316 android:ellipsize="end"

317 android:maxLines="2"

318 android:textSize="13sp" />

319

320 <LinearLayout

321 android:id="@+id/task label bar row 7"
322 android:layout width="match parent"
323 android:layout height="wrap_ content"
324 android:layout marginTop="2dp"

325 android:gravity="center vertical"

326 android:orientation="horizontal">

327

328 <TextView

329 android:id="@+id/task subtitle 7"
330 android:layout width="0dp"

331 android:layout height="wrap content"
332 android:layout weight="1"

333 android:ellipsize="end"

334 android:maxLines="2"

335 android:textSize="11lsp" />

336

337 <ProgressBar

338 android:id="@+id/task progress 7"
339 style="?android:attr/progressBarStyleHorizontal"
340 android:layout width="112dp"

341 android:layout height="8dp"

342 android:layout marginStart="2dp" />
343 </LinearLayout>

344 </LinearLayout>

345 </LinearLayout>

346
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Ucxonubiit daiin app/src/main/res/mipmap-anydpi/ic_launcher.xml

<?xml version="1.0" encoding="utf-8"?>

<adaptive-icon xmlns:android="http://schemas.android.com/apk/res/android">
<background android:drawable="@drawable/ic launcher background" />
<foreground android:drawable="@drawable/ic launcher foreground" />
<monochrome android:drawable="@drawable/ic_launcher _monochrome" />

</adaptive-icon>
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Wcxonuerit daiin app/src/main/res/mipmap-anydpi/ic_launcher round.xml

<?xml version="1.0" encoding="utf-8"?>

<adaptive-icon xmlns:android="http://schemas.android.com/apk/res/android">
<background android:drawable="@drawable/ic launcher background" />
<foreground android:drawable="@drawable/ic launcher foreground" />
<monochrome android:drawable="@drawable/ic_launcher _monochrome" />

</adaptive-icon>
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Ucxonusiit daiin app/src/main/res/values-night/colors.xml

<?xml version="1.0" encoding="utf-8"?>

<resources>
<!-- TémHasa TeMma: ¢oH splash u okHa pgo oTpucosku Compose -->
<color name="splash screen background">#FF1C1B1F</color>

</resources>
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Wcxomnsiit daiin app/src/main/res/values-ru/plurals.xml

<?xml version="1.0" encoding="utf-8"?>
<resources>
<plurals name="task notification group subtext">
<item quantity="one">BbinonHaetca %d 3apava</item>
<item quantity="few">BbinonHsetrca %d 3apauun</item>
<item quantity="many">BbinonHaetca %d 3apau</item>
<item quantity="other">BbinonHserca %d 3apau</item>
</plurals>
<plurals name="task notification more tasks">
<item quantity="one">ewé %d</item>
<item quantity="few">ewé %d</item>
<item quantity="many">ewé %d</item>
<item quantity="other">ewé %d</item>
</plurals>

</resources>
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Wcxomnsiii daiin app/src/main/res/values-ru/strings.xml

<?xml version="1.0" encoding="utf-8"?>

<resources>

<string
<string
<string
<string
<string
<string

<string

name="app name">Wallenc</string>

name="task notification channel name">0oHoBble 3apauun</string>
name="task notification title">3apmaum Wallenc</string>
name="task notification preparing">MoaroTtosKa..</string>
name="task notification indeterminate">BbinonHsercq..</string>
name="task notification cancel">0TMeHa</string>

name="fgs task pipeline description">[oka3biBaeT nporpecc (pOHOBbIX 3ajay XpaHWuu

nm vault.</string>

</resources>
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Wcxomnsiit daiin app/src/main/res/values/colors.xml

<?xml version="1.0" encoding="utf-8"7?>

<resources>
<color name="splash screen background">#FFF7F2FF</color>
<color name="launcher background">#FF6650A4</color>
<color name="launcher background dark">#FF4A3F7A</color>

</resources>
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Wcxomnsiit daiin app/src/main/res/values/plurals.xml

<?xml version="1.0" encoding="utf-8"?>
<resources>
<plurals name="task notification group subtext">
<item quantity="one">%d task running</item>
<item quantity="other">%d tasks running</item>
</plurals>
<plurals name="task notification more tasks">
<item quantity="one">+%d more</item>
<item quantity="other">+%d more</item>
</plurals>

</resources>
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Ucxonnsiii ¢aiin app/src/main/res/values/strings.xml

<?xml version="1.0" encoding="utf-8"?>

<resources>

<string
<string
<string
<string
<string
<string

<string

name="app name">Wallenc</string>

name="task notification channel name">Background tasks</string>
name="task notification title">Wallenc tasks</string>
name="task notification preparing">Preparing..</string>
name="task notification indeterminate">Running..</string>
name="task notification cancel">Cancel</string>

name="fgs task pipeline description">Shows progress while storage and vault

tasks run in the background.</string>

</resources>
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Wcxomnsiit daiin app/src/main/res/values/themes.xml

<?xml version="1.0" encoding="utf-8"?>

<resources xmlns:tools="http://schemas.android.com/tools">

<style name="Theme.Wallenc" parent="Theme.AppCompat.Light.NoActionBar">
<!-- Mo nepBoro kapgpa Compose u cuctemHoin splash (12+) -->
<item name="android:windowBackground">@color/splash screen background</item>
<item name="android:windowSplashScreenBackground" tools:targetApi="31">
@color/splash _screen background
</item>
<item name="android:windowSplashScreenAnimatedIcon" tools:targetApi="31">
@drawable/ic_launcher foreground
</item>
<item name="android:windowSplashScreenIconBackgroundColor" tools:targetApi="31">
@color/launcher background
</item>
</style>

</resources>
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Wcxonnsiit daiin app/src/main/res/xml/backup rules.xml

<?xml version="1.0" encoding="utf-8"?><!--
Sample backup rules file; uncomment and customize as necessary.
See https://developer.android.com/guide/topics/data/autobackup
for details.
Note: This file is ignored for devices older that API 31
See https://developer.android.com/about/versions/12/backup-restore
-=->
<full-backup-content>
<!l--
<include domain="sharedpref" path="."/>
<exclude domain="sharedpref" path="device.xml"/>
-->

</full-backup-content>
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Ucxonnblit aiin app/src/main/res/xml/data_extraction rules.xml

<?xml version="1.0" encoding="utf-8"?><!--
Sample data extraction rules file; uncomment and customize as necessary.

See https://developer.android.com/about/versions/12/backup-restore#xml-changes
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for details.
-->
<data-extraction-rules>

<cloud-backup>

<!-- TODO: Use <include> and <exclude> to control what is backed up.

<include .../>
<exclude .../>
-->

</cloud-backup>
<!--
<device-transfer>
<include .../>
<exclude .../>
</device-transfer>
-->

</data-extraction-rules>
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Ucxonusrit daiin app/src/main/res/xml/locales config.xml

<?xml version="1.0" encoding="utf-8"?>

<locale-config xmlns:android="http://schemas.android.com/apk/res/android">
<locale android:name="en" />
<locale android:name="ru" />

</locale-config>
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Ucxonnrrit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
common/impl/CommonDirectory.kt

package com.github.nullptroma.wallenc.domain.common.impl
import com.github.nullptroma.wallenc.domain.interfaces.IDirectory
data class CommonDirectory(

override val metaInfo: CommonMetalnfo,

override val elementsCount: Int?

) : IDirectory
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

common/impl/CommonFile.kt

package com.github.nullptroma.wallenc.domain.common.impl

import com.github.nullptroma.wallenc.domain.interfaces.IFile
import com.github.nullptroma.wallenc.domain.interfaces.IMetaInfo

data class CommonFile(override val metalnfo: IMetalnfo) : IFile
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

common/impl/CommonMetalnfo.kt

package com.github.nullptroma.wallenc.domain.common.impl

import com.github.nullptroma.wallenc.domain.interfaces.IMetaInfo
import java.time.Clock
import java.time.Instant

data class CommonMetaInfo(
override val size: Long,
override val isDeleted: Boolean = false,

override val isHidden: Boolean = false,

override val lastModified: Instant = Clock.systemUTC().instant(),

override val path: String
) : IMetalnfo
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
common/impl/CommonStorageMetalnfo.kt

package com.github.nullptroma.wallenc.domain.common.impl

import com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
import com.github.nullptroma.wallenc.domain.interfaces.IStorageMetaInfo
import java.time.Clock

import java.time.Instant

data class CommonStorageMetaInfo(

override val encInfo: StorageEncryptionInfo? = null,

override val name: String? = null,

override val lastModified: Instant = Clock.systemUTC().instant()
) : IStorageMetaInfo
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
datatypes/DataPackage.kt

package com.github.nullptroma.wallenc.domain.datatypes

open class DataPackage<T>(
val data: T,
val isLoading: Boolean? = false,

val isError: Boolean? = false
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

datatypes/DataPage.kt

package com.github.nullptroma.wallenc.domain.datatypes

class DataPage<T>(
list: List<T>,
isLoading: Boolean? = null,
isError: Boolean? = null,
val hasNext: Boolean? = null,
val pagelLength: Int,
val pageIndex: Int
) : DataPackage<List<T>>(data = list, islLoading = islLoading, isError
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
datatypes/EncryptKey.kt

package com.github.nullptroma.wallenc.domain.datatypes

import java.security.MessageDigest
import javax.crypto.spec.SecretKeySpec

class EncryptKey {
val bytes: ByteArray

constructor(password: String) {

val digest = MessageDigest.getInstance("SHA-256")
bytes = digest.digest(password.toByteArray(Charsets.UTF 8))

constructor(key: ByteArray) {
this.bytes = key.clone()

fun toAesKey() : SecretKeySpec {
return SecretKeySpec(bytes, "AES")
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
datatypes/StorageDomainRecords.kt

package com.github.nullptroma.wallenc.domain.datatypes
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data class TwoFaTokenRecord(

val
val
val
val
val
val
val

val

id: String,

issuer: String,

account: String,

secret: String,

notes: String? = null,
digits: Int = 6,
periodSeconds: Int = 30,
algorithm: String = "SHA1",

data class TextSecretEntryRecord(

val

val

label: String?,
value: String,

data class TextSecretRecord(

val

val

id: String,
title: String,

val items: List<TextSecretEntryRecord>,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

datatypes/StorageEncryptionInfo.kt

package com.github.nullptroma.wallenc.domain.datatypes

data class StorageEncryptionInfo(
val encryptedTestData: String,
val pathIv: ByteArray?
) {
override fun equals(other: Any?): Boolean {
if (this === other) return true

if (javaClass != other?.javaClass) return false
other as StorageEncryptionInfo

if (encryptedTestData '= other.encryptedTestData) return false
if (!pathIv.contentEquals(other.pathIv)) return false

return true
override fun hashCode(): Int {
var result = encryptedTestData.hashCode()

result = 31 * result + pathIv.contentHashCode()

return result
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
datatypes/StorageMetal_oadState.kt

package com.github.nullptroma.wallenc.domain.datatypes

enum class StorageMetaloadState {
Loading,
Ready,
Unavailable,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
datatypes/StorageSyncJournal .kt

package com.github.nullptroma.wallenc.domain.datatypes

/** XypHan CMHXpOHM3auUWW: OOMH aKTyanbHbli [StorageSyncJournalEntry] Ha HOpPManuW3O0BaHHbIA MyTb.
*/
typealias StorageSyncJournal = Map<String, StorageSyncJournalEntry>

object StorageSyncPaths {
fun normalize(path: String): String = if (path.startsWith("/")) path else "/$path"

/xR
* MlyTn, KOTOpble y4yacCTBYKWT B Sync W nonagailT B XypHan Npu nosb30BaTenbCKUX onepauusx.
* CnyxebHole kaTanoru, lock/journal/meta v ¢annbl BHyTpM *-enc-dir WUCKIIOYEHSI.

*/

fun isSyncableUserPath(path: String): Boolean {

val p = normalize(path)

if (p == "/" || p.isBlank()) return false
if (p == "/wallenc-yandex-system" || p.startsWith("/wallenc-yandex-system/")) return
false
if (p.contains("-enc-dir/") || p.endsWith("-enc-dir")) return false
val name = p.substringAfterLast('/")
if (name == "sync-journal.json" || name == "sync-lock.json") return false
if (name.endsWith(".enc-meta") || name.endsWith(".storage-info")) return false
return true
}
}

object StorageSyncJournalMerge {

fun merge(into: StorageSyncJournal, entries: Map<String, StorageSyncJournalEntry>):
StorageSyncJournal {

if (entries.isEmpty()) return into
val result = into.toMutableMap()
for ((rawPath, entry) in entries) {
val path = StorageSyncPaths.normalize(rawPath)
if (!StorageSyncPaths.isSyncableUserPath(path)) continue
val normalizedEntry = entry.copy(path = path)
val current = result[path]
if (current == null || compareEntries(normalizedEntry, current) > 0) {
result[path] = normalizedEntry

}

return result
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fun merge(into: StorageSyncJournal, entry: StorageSyncJournalEntry): StorageSyncJournal

merge(into, mapOf(entry.path to entry))

fun mergeAll(journals: Collection<StorageSyncJournal>): StorageSyncJournal {
var acc: StorageSyncJournal = emptyMap()
for (journal in journals) {
acc = merge(acc, journal)
}

return acc

private fun compareEntries(a: StorageSyncJournalEntry, b: StorageSyncJournalEntry): Int

val seqCmp = a.revision.sequence.compareTo(b.revision.sequence)
if (seqCmp !'= 0) return seqCmp

val actorCmp = a.revision.actorId.compareTo(b.revision.actorId)
if (actorCmp != 0) return actorCmp

return a.revision.createdAt.compareTo(b.revision.createdAt)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
datatypes/StorageSyncModels.kt

package com.github.nullptroma.wallenc.domain.datatypes

import java.time.Instant
import java.util.UUID

enum class StorageSyncOperation {

UPSERT,

/** Soft-delete (kop3uHa): Ha peer Bhi3biBaeTcA [IStorageAccessor.moveToTrash]. */
TRASH,

/** KécTkoe ypaneHue ¢anna c HocuTens. */

DELETE,

data class StorageSyncRevision(
val sequence: Long,
val actorId: String,
val createdAt: Instant,

data class StorageSyncJournalEntry(
val path: String,
val operation: StorageSyncOperation,
val revision: StorageSyncRevision,
val size: Long? = null,

val originStorageUuid: UUID? = null,

data class StorageSyncLock(
val holderId: String,
val leaseUntil: Instant,
val updatedAt: Instant,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

datatypes/Tree.kt

package com.github.nullptroma.wallenc.domain.datatypes

class Tree<T>(val value: T, var children: List<Tree<T>>? = null)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

package

import
import
import
import
import
import
import
import
import
import
import
import

import

class E

@0p
fun

@0p
fun

fun

fun

encrypt/Encryptor.kt

com.github.nullptroma.wallenc.domain.encrypt

com.github.nullptroma.wallenc.domain.datatypes.EncryptKey
com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
kotlinx.coroutines.DisposableHandle

java.io.InputStream

java.io.OutputStream

javax.crypto.Cipher

javax.crypto.CipherInputStream
javax.crypto.CipherQutputStream

javax.crypto.SecretKey

javax.crypto.spec.IvParameterSpec
kotlin.io.encoding.Base64
kotlin.io.encoding.ExperimentalEncodingApi

kotlin.random.Random

ncryptor(private var secretKey: SecretKey) : DisposableHandle {
tIn(ExperimentalEncodingApi: :class)

encryptString(str: String): String {
str.toByteArray(Charsets.UTF_8)

val encryptedBytes = encryptBytes(bytesToEncrypt)

val bytesToEncrypt

return Base64.encode(encryptedBytes).replace("/", ".")

tIn(ExperimentalEncodingApi: :class)

decryptString(str: String): String {

val bytesToDecrypt = Base64.decode(str.replace(".", "/"))
val decryptedBytes = decryptBytes(bytesToDecrypt)

return String(decryptedBytes, Charsets.UTF 8)

encryptBytes(bytes: ByteArray): ByteArray {
if(secretKey.isDestroyed)
throw Exception("Object was destroyed")
val cipher = Cipher.getInstance(AES SETTINGS)
val ivSpec = IvParameterSpec(Random.nextBytes(IV LEN))
cipher.init(Cipher.ENCRYPT MODE, secretKey, ivSpec)
val encryptedBytes = ivSpec.iv + cipher.doFinal(bytes) // iv + 3awudpoBaHHble GanThl

return encryptedBytes

decryptBytes(bytes: ByteArray): ByteArray {
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fun

fun

if(secretKey.isDestroyed)

throw Exception("Object was destroyed")
val cipher = Cipher.getInstance(AES SETTINGS)
val ivSpec = IvParameterSpec(bytes.take(IV LEN).toByteArray())
cipher.init(Cipher.DECRYPT _MODE, secretKey, ivSpec)
val decryptedBytes = cipher.doFinal(bytes.drop(IV LEN).toByteArray())
return decryptedBytes

encryptStream(stream: OutputStream): OutputStream {
if(secretKey.isDestroyed)

throw Exception("Object was destroyed")
val ivSpec = IvParameterSpec(Random.nextBytes(IV LEN))

stream.write(ivSpec.iv) // 3anucb MHULMANU3ALUMOHHOIO BEKTOpa Chipou Gann

val cipher = Cipher.getInstance(AES SETTINGS)

cipher.init(Cipher.ENCRYPT MODE, secretKey, ivSpec) // wuHuumanusauus wudpatopa

return CipherQutputStream(stream, cipher)

decryptStream(stream: InputStream): InputStream {
if(secretKey.isDestroyed)

throw Exception("Object was destroyed")
val ivBytes = ByteArray(IV LEN) // bydep pgna 16 Gaut IV
val bytesRead = stream.read(ivBytes) // YrteHnue IV BekToOpa
if(bytesRead !'= IV _LEN)

throw Exception("TODO iv He npouuTaH")
val ivSpec = IvParameterSpec(ivBytes)

val cipher = Cipher.getInstance(AES SETTINGS)
cipher.init(Cipher.DECRYPT _MODE, secretKey, ivSpec)

return CipherInputStream(stream, cipher)

override fun dispose() {

//secretKey.destroy()

companion object {

const val IV LEN = 16
const val AES SETTINGS = "AES/CBC/PKCS5Padding"
private const val TEST DATA LEN = 512

@OptIn(ExperimentalEncodingApi: :class)

fun generateEncryptionInfo(key: EncryptKey, encryptPath: Boolean = true)
StorageEncryptionInfo {
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val encryptor = Encryptor(key.toAesKey())
val testData = ByteArray(TEST DATA LEN)
val encryptedData = encryptor.encryptBytes(testData)
return StorageEncryptionInfo(
encryptedTestData = Base64.encode(encryptedData),
pathIv = if(encryptPath) Random.nextBytes(IV LEN) else null

@OptIn(ExperimentalEncodingApi::class)
fun checkKey(key: EncryptKey, encInfo: StorageEncryptionInfo): Boolean {
val encryptor = Encryptor(key.toAesKey())
try {
val encData = Base64.decode(encInfo.encryptedTestData)
val testData = encryptor.decryptBytes(encData)
return testData.all { it == 0.toByte() } && testData.size == TEST DATA LEN
}
catch (e: Exception) {

return false
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

package

import
import
import
import
import
import

import

class E
Disposa

pri

encrypt/EncryptorWithStaticlv.kt

com.github.nullptroma.wallenc.domain.encrypt

com.github.nullptroma.wallenc.domain.encrypt.Encryptor.Companion.AES SETTINGS
kotlinx.coroutines.DisposableHandle

javax.crypto.Cipher

javax.crypto.SecretKey

javax.crypto.spec.IvParameterSpec

kotlin.io.encoding.Base64

kotlin.io.encoding.ExperimentalEncodingApi

ncryptorWithStaticIv(private var secretKey: SecretKey, iv: ByteArray)
bleHandle {

vate val ivSpec = IvParameterSpec(iv)

@0ptIn(ExperimentalEncodingApi::class)

fun

encryptString(str: String): String {
val bytesToEncrypt = str.toByteArray(Charsets.UTF 8)
val encryptedBytes = encryptBytes(bytesToEncrypt)

return Base64.encode(encryptedBytes).replace("/", ".")

@OptIn(ExperimentalEncodingApi::class)

fun

fun

fun

decryptString(str: String): String {
Base64.decode(str.replace(".", "/"))

val bytesToDecrypt
val decryptedBytes = decryptBytes(bytesToDecrypt)
return String(decryptedBytes, Charsets.UTF_8)

encryptBytes(bytes: ByteArray): ByteArray {
if(secretKey.isDestroyed)

throw Exception("Object was destroyed")
val cipher = Cipher.getInstance(AES SETTINGS)
cipher.init(Cipher.ENCRYPT MODE, secretKey, ivSpec)
val encryptedBytes = cipher.doFinal(bytes) // 3awudpoBaHHbie HauThl
return encryptedBytes

decryptBytes(bytes: ByteArray): ByteArray {
if(secretKey.isDestroyed)

throw Exception("Object was destroyed")
val cipher = Cipher.getInstance(AES SETTINGS)
cipher.init(Cipher.DECRYPT MODE, secretKey, ivSpec)
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val decryptedBytes =
return decryptedBytes

override fun dispose() {

secretKey.destroy()

cipher.doFinal(bytes)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
errors/WallencException.kt

package com.github.nullptroma.wallenc.domain.errors

Vot
* EpumHaa uepapxusa cboes Wallenc. Oxumpaemble 6usHec-oTtkasbl (CanEncryptResult mn 1.m.)
* 0CTawTCs OTAeNnbHbiMM Sealed-Tunamu; ciofa nonagalT TOSNIbKO ONEpauMOHHbIE OWUOKM.

*/

sealed class WallencException(

message: String? = null,
cause: Throwable? = null,

) : Exception(message, cause) {

sealed class Feature : WallencException() {
class StorageNotFound : Feature()
class NeedsDecryptedView : Feature()
class SecretNotFound : Feature()
class StorageNotWritable : Feature()

sealed class Storage(cause: Throwable? = null) : WallencException(cause = cause) {
class NotAvailable : Storage()
class FileNotFound : Storage()
class IncorrectKey : Storage()
class EncInfoMissing : Storage()
class NotEncrypted : Storage()
class NotWritable : Storage()
class NotAFile : Storage()
class NotADirectory : Storage()
class PathIsFile : Storage()
class CannotWriteOverDirectory : Storage()
class DeleteRootForbidden : Storage()
class UnexpectedState : Storage()
data class IoFailed(override val cause: Throwable) : Storage(cause)

sealed class Auth : WallencException() {
class Failed : Auth()
class TokenMissing : Auth()

sealed class Network(cause: Throwable? = null) : WallencException(cause = cause) {
data class HttpFailed(

val operation: String,
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val statusCode: Int,
override val cause: Throwable? = null,

) : Network(cause)

data class IoFailed(override val cause: Throwable) : Network(cause)

class ResourcelLocked : Network()
class OperationFailed : Network()
class OperationTimedOut : Network()

data class Unknown(override val cause: Throwable?)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

errors/WallencExceptionMapping.kt

package com.github.nullptroma.wallenc.domain.errors

import java.io.FileNotFoundException
import java.io.IOException

fun Throwable.toWallencException(): WallencException = when (this) {
is WallencException -> this
is FileNotFoundException -> WallencException.Storage.FileNotFound()
is IOException -> WallencException.Network.IoFailed(this)
else -> WallencException.Unknown(this)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
interfaces/IDirectory.kt

package com.github.nullptroma.wallenc.domain.interfaces
interface IDirectory {

val metaInfo: IMetalInfo
val elementsCount: Int?
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
interfaces/IFile.kt

package com.github.nullptroma.wallenc.domain.interfaces

interface IFile {

val metaInfo: IMetalInfo
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

interfaces/ILogger.kt

package com.github.nullptroma.wallenc.domain.interfaces

interface ILogger {

fun debug(tag: String, msg: String)
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interfaces/I[Metalnfo.kt

package com.github.nullptroma.wallenc.domain.interfaces
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import java.time.Instant

interface IMetaInfo {
val size: Long
val isDeleted: Boolean
val isHidden: Boolean
val lastModified: Instant
val path: String
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

interfaces/IStorage.kt

package com.github.nullptroma.wallenc.domain.interfaces

import com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
import com.github.nullptroma.wallenc.domain.datatypes.StorageMetalLoadState
import com.github.nullptroma.wallenc.domain.tasks.TaskProgress

import kotlinx.coroutines.flow.Flow

import kotlinx.coroutines.flow.StateFlow

import java.time.Instant

import java.util.UUID

sealed interface IStorageInfo {
val uuid: UUID
val isAvailable: StateFlow<Boolean>
val size: StateFlow<Long?>
val numberOfFiles: StateFlow<Int?>
val isEmpty: Flow<Boolean?>
val metaInfo: StateFlow<IStorageMetaInfo>
val metalLoadState: StateFlow<StorageMetaloadState>

val isVirtualStorage: Boolean

interface IStorage: IStorageInfo {

val accessor: IStorageAccessor

suspend fun rename(newName: String)
suspend fun setEncInfo(encInfo: StorageEncryptionInfo?)

suspend fun clearAllContent(onProgress: suspend (TaskProgress) -> Unit = {})

interface IStorageMetalInfo {
val encInfo: StorageEncryptionInfo?
val name: String?
val lastModified: Instant
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

interfaces/IStorageAccessor.kt

package com.github.nullptroma.wallenc.domain.interfaces

import
import
import
import
import
import
import
import
import

com.github.nullptroma.wallenc.domain.datatypes.DataPage

com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncLock

kotlinx.coroutines.flow.Flow
kotlinx.coroutines.flow.SharedFlow
kotlinx.coroutines.flow.StateFlow
java.io.InputStream
java.io.OutputStream
java.time.Instant

interface IStorageAccessor {

val size: StateFlow<Long?>
val numberOfFiles: StateFlow<Int?>

val isAvailable: StateFlow<Boolean>

val filesUpdates: SharedFlow<DataPage<IFile>>

val dirsUpdates: SharedFlow<DataPage<IDirectory>>

suspend fun getAllFiles(): List<IFile>

suspend fun getFiles(path: String): List<IFile>

Jx*

*

*

*

*/

MonyyeHue cnucka ¢annoB B OUPEKTOPUM
@param path MyTb K gupekTopuu

@return MoTok ¢annos

fun getFilesFlow(path: String): Flow<DataPage<IFile>>

suspend fun getAllDirs(): List<IDirectory>

suspend fun getDirs(path: String): List<IDirectory>

J**

*

*

*

*/

MonyyeHue CNUCKa OWPEKTOPUA B OUPEKTOpUM
@param path NMyTb K OuMpekTopuUw

@return MoToK AUpeKTopUii

fun getDirsFlow(path: String): Flow<DataPage<IDirectory>>

suspend fun getFileInfo(path: String): IFile

suspend fun getDirInfo(path: String): IDirectory

suspend fun setHidden(path: String, hidden: Boolean)

suspend fun touchFile(path: String)

suspend fun touchDir(path: String)

suspend fun delete(path: String, recordSyncJournal: Boolean = true)
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64
65
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69
70
71

suspend fun openWrite(path: String, recordSyncJournal: Boolean = true): OQutputStream
suspend fun openRead(path: String): InputStream
suspend fun moveToTrash(path: String, recordSyncJournal: Boolean = true)

/X%

* CucTteMHbin sidecar-¢ann Ons Noruvyeckux Hyxn XpaHunuwa (MeTa, KooYW v T.M.).
* KOHKpETHbIN accessor pewaeTt, rge OH ¢(U3nyeckum XMBET, HO OH HE [OOJSIXEH

* nonapatb B Bbigady [getFiles]/[getDirs]/[size]/[numberOfFiles].

*/

suspend fun openReadSystemFile(name: String): InputStream

suspend fun openWriteSystemFile(name: String): OutputStream

suspend fun readSyncJournal(): StorageSyncJournal

/** CbpacbiBaeT OT/IOKEHHble 3anuMCu XypHana Ha HocuTenb (nepeg Sync M Mnpu 3aKpbiTun

storage). */

suspend fun flushPendingSyncJournal() = Unit

suspend fun putSyncJournalEntries(entries: StorageSyncJournal)

suspend fun readSyncLock(): StorageSyncLock?

suspend fun tryAcquireSyncLock(holderId: String, leaseUntil: Instant): Boolean

suspend fun releaseSyncLock(holderId: String)

Jx*

* CbpacbiBaeT lock cuHxpoHu3auuum 6e3 npoBepku [holderId] (cHATMe «3anunuen» 6MOKUPOBKM) .

* He ucnonb3oBaTb B 0ObIYHOM LMKIE CUHKA — TOJIbKO OS85 PYYHOro BMewaTenbCTBa.
*/
suspend fun forceClearSyncLock()
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
interfaces/[UnlockManager.kt

package com.github.nullptroma.wallenc.domain.interfaces

import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey

import kotlinx.coroutines.flow.StateFlow

import java.util.UUID

/**

* YnpaBnseT BUPTYyaslbHbIMUA (pacWMPpPOBaHHEIMW) MPEenCTaBNEHUSIMU XPaHUINLL.

* He aBnsetvcsa vault-npoBanpgepom.
*/
interface IUnlockManager {
Vit

* XpaHunuuwa, A7 KOTOPbIX €CTb KoY WwMdpoBaHMs

*/

val openedStorages: StateFlow<Map<UUID, IStorage>>
fun getOpenedStorageKey(uuid: UUID): EncryptKey?

suspend fun open(storage: IStorage, key: EncryptKey,

IStorage

rememberPassword: Boolean

/** CoxpaHuTb ko4 gns auto-open 6e3 oTkpbiTMa BupTyanbHOro storage. */

suspend fun rememberKey(storage: IStorage, key: EncryptKey)

suspend fun close(storage: IStorage)

suspend fun close(uuid: UUID)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
interfaces/I Vault.kt

package com.github.nullptroma.wallenc.domain.interfaces

import com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
import kotlinx.coroutines.flow.StateFlow

Yok
* KoHTpakT xpaHunuwa ([IVault]): konnekums [IStorage] C peakKTMBHbBM COCTOSIHUEM.
*

* Cnon domain He pa3nuyaeT foKanbHble/ynanéHHele/Yandex u 1.4. — 370 obwmn nopT.
*/
interface IVault : IVaultInfo {

val storages: StateFlow<List<IStorage>>

Vit

* WpéTt 3arpy3ka/nepeckaHupoBaHue cnucka storages (HanpuMep, NMUCTUHI ypanéHHoro vault u
init kaxporo storage).

*/
val storagesScanInProgress: StateFlow<Boolean>
val isAvailable: StateFlow<Boolean>
val totalSpace: StateFlow<Long?>
val availableSpace: StateFlow<Long?>

suspend fun createStorage(): IStorage
suspend fun createStorage(enc: StorageEncryptionInfo): IStorage

suspend fun remove(storage: IStorage)

/** MNepeckaHupoBaTb CnuMcok storages (mns ypmanéHHelx vault — NOBTOPHbIM NMUCTUHI M init). */

suspend fun rescanStorages() {}
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
interfaces/I VaultInfo.kt

package com.github.nullptroma.wallenc.domain.interfaces

import java.util.UUID

Vot
* MuHuManbHas umpeHTudmkauma xpaHunuuwa ([IVaultInfo]).
*
* HaMepeHHO «ronas»: OOMEHHbIM C/oM He 3HaeT 0 OpeHpax, NOKaNbLHOCTM MM CcTaTyce —
* BCA KaTeropusauus NexuT BO BHewHeM Konbule (°:vault-api: VaultDescriptor™).
*/
interface IVaultInfo {
val uuid: UUID
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
interfaces/I VaultsManager.kt

package com.github.nullptroma.wallenc.domain.interfaces

import kotlinx.coroutines.flow.StateFlow

Vot
* EpMHaA TO4YKa AOCTyMa KO BCEM MOAKIWYEHHBIM XPaHWIMUWAM MPUITOKEHUS .
*
* [JOMEHHbIN CNOM He pa3nuMyaeT KaTeropum vault — notpebutenun B UL (presentation)
* ounbTpywT [vaults] uepes ":vault-api® ( VaultDescriptor® / “DescribedVault').
*/
interface IVaultsManager {
val vaults: StateFlow<List<IVault>>
val allStorages: StateFlow<List<IStorage>>
val unlockManager: IUnlockManager
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

interfaces/StorageSyncContracts.kt

package com.github.nullptroma.wallenc.domain.interfaces

import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel

import java.util.UUID

enum class StorageSyncGroupEncryptionKind {
UNSET,
NONE,
PASSWORD,

data class StorageSyncGroup(

val id: String,

val storageUuids: Set<UUID>,

val encryptionKind: StorageSyncGroupEncryptionKind =
StorageSyncGroupEncryptionKind.UNSET,

/** JloKanbHO COXPaHEHHbIA CEKpeT rpynnbl AN CONOCTaBfIeHUs COBMECTUMOCTU (He yxomguT
Hapyxy). */
val encryptionSecret: String? = null,

interface IStorageSyncGroupStore {

suspend fun getGroups(): List<StorageSyncGroup>

suspend fun putGroup(group: StorageSyncGroup)

suspend fun removeGroup(groupId: String)

interface IStorageSyncEngine {

suspend fun syncAllGroups(

null,
)

reportProgress:

(suspend (fraction: Float?, label: TaskProgresslLabel?)

suspend fun syncGroup(

null,
)

groupId: String,
reportProgress:

(suspend (fraction: Float?, label: TaskProgressLabel?)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/IStorageSyncTaskTitleFormatter.kt

package com.github.nullptroma.wallenc.domain.tasks
/** JloKanu3oBaHHLI 3arofloBOK 3afays CUHXPOHM3ALMU XPaHWWL, MO UCTOYHWMKY 3anycka. */

fun interface IStorageSyncTaskTitleFormatter {

fun format(reason: StorageSyncTriggerReason): String
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

tasks/ITaskOrchestrator.kt

package com.github.nullptroma.wallenc.domain.tasks

import kotlinx.coroutines.flow.StateFlow
import kotlinx.coroutines.CoroutineDispatcher
import java.util.UUID

interface ITaskOrchestrator {
val pipelineState: StateFlow<PipelineState>
val logLines: StateFlow<List<TaskLoglLine>>
val foregroundUi: StateFlow<TaskForegroundUiState>

fun enqueue(
title: String,
dispatcher: CoroutineDispatcher,
work: PipelineWork,
busyStorageUuid: UUID? = null,
locksVaultStorageList: Boolean = false,
): TaskId

fun cancel(taskId: TaskId): Boolean

fun cancelAll()

/** 3anucb B obwui nor namnnanvHa BHe KoHTekcTa [TaskContext]
sync). */

fun appendPipelinelLog(level: TaskLoglLevel, key: TaskLogKey)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/PipelineState.kt

package com.github.nullptroma.wallenc.domain.tasks
data class PipelineState(

val tasks: List<PipelineTask>,
val runningTaskIds: Set<TaskId>,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/PipelineTask.kt

package com.github.nullptroma.wallenc.domain.tasks
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import kotlinx.coroutines.CoroutineDispatcher

import java.util.UUID

data class PipelineTask(

val id: TaskId,

val title: String,

val enqueuedAtMs: Long,

val dispatcher: CoroutineDispatcher,

val state: TaskRunState,

/** UUID storage, pna KOTOporo uAéT 3apada (KHONMKM TONMbKO 3TOoiW cTpoku B UIL). */

val busyStorageUuid: UUID? = null,

/** 3apava MeHsieT cnucok storages B vault (Hanpumep co3paHue) — 6nokupyeM FAB «+». */
val locksVaultStorageList: Boolean = false,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/PipelineWork .kt

package com.github.nullptroma.wallenc.domain.tasks

fun interface PipelineWork {

suspend fun run(ctx: TaskContext)
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

tasks/StorageSyncTriggerReason .kt

package com.github.nullptroma.wallenc.domain.tasks

/** WCTOYHMK 3anycka CUHXPOHU3AUUM XpaHunuu, (ons Aoros navnnaWHa 3apmadv). */
enum class StorageSyncTriggerReason {

Debounce,

SyncTab,

Background,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskContext.kt

package com.github.nullptroma.wallenc.domain.tasks
import com.github.nullptroma.wallenc.domain.errors.WallencException

interface TaskContext {
val taskId: TaskId

suspend fun reportProgress(fraction: Float?, label: TaskProgressLabel? = null)

suspend fun reportProgress(progress: TaskProgress) = reportProgress(progress.fraction,
progress.label)

fun log(level: TaskLoglLevel, message: String)
fun log(level: TaskLoglLevel, key: TaskLogKey)
fun fail(error: WallencException): Nothing

/** [lpoBepsAeT, 4YTO 3ajaya He OTMeHeHa; 6pocaet
[kotlinx.coroutines.CancellationException] npu oTMeHe. */

suspend fun ensureNotCancelled()
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskForegroundUiState.kt

package com.github.nullptroma.wallenc.domain.tasks

data class TaskForegroundItem(
val taskId: TaskId,
val title: String,
val progress: TaskProgress?,

sealed class TaskForegroundUiState {
data object Hidden : TaskForegroundUiState()
data class Visible(
val tasks: List<TaskForegroundItem>,
) : TaskForegroundUiState()
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TasklId.kt

package com.github.nullptroma.wallenc.domain.tasks
import java.util.UUID

data class TaskId(val uuid: UUID = UUID.randomUUID())
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskLogKey.kt

package com.github.nullptroma.wallenc.domain.tasks
import com.github.nullptroma.wallenc.domain.errors.WallencException

sealed class TaskLogKey {
data class SyncStarted(val reason: StorageSyncTriggerReason) : TaskLogKey()
data class SyncFinished(val reason: StorageSyncTriggerReason) : TaskLogKey()
data class SyncFailed(
val error: WallencException,
val reason: StorageSyncTriggerReason,
) : TaskLogKey()
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskLogLevel.kt

package com.github.nullptroma.wallenc.domain.tasks

enum class TaskLogLevel {
Debug,
Info,
Warn,

Error,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskLogLine .kt

package com.github.nullptroma.wallenc.domain.tasks

data class TaskLogLine(
val timestampMs: Long,
val level: TaskLogLevel,
val message: String = "",

val logKey: TaskLogKey? = null,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskProgress.kt

package com.github.nullptroma.wallenc.domain.tasks

data class TaskProgress(
/*¥* 0f..1f or null if indeterminate */
val fraction: Float?,
val label: TaskProgressLabel? = null,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/
tasks/TaskProgressLabel.kt

package com.github.nullptroma.wallenc.domain.tasks

sealed class TaskProgressLabel {
data object SyncNoGroups : TaskProgresslLabel()
data object SyncStarted : TaskProgressLabel()
data object SyncCompleted : TaskProgressLabel()
data class SyncPreparing(val groupCount: Int) : TaskProgresslLabel()

data class SyncGroupPreparing(val groupld: String) : TaskProgressLabel()
data class SyncGroupNotFound(val groupId: String) : TaskProgressLabel()
data class SyncGroupSkippedTooFewStorages(val groupId: String) : TaskProgresslLabel()

data class SyncGroupSkippedIncompatibleEncryption(val groupId: String, val count: Int)

TaskProgressLabel()
data class SyncGroupAcquiringlLocks(val groupId: String) : TaskProgressLabel()

data class SyncGroupLockProgress(val groupId: String, val current: Int, val total:
Int) : TaskProgresslLabel()

data class SyncGroupLockFailed(val groupId: String) : TaskProgresslLabel()
data class SyncGroupReadingJournals(val groupId: String) : TaskProgressLabel()
data class SyncGroupCancelled(val grouplId: String) : TaskProgressLabel()

data class SyncGroupJournalProgress(val groupId: String, val current: Int, val total:
Int) : TaskProgresslLabel()

data class SyncGroupNoJournalEntries(val groupId: String) : TaskProgresslLabel()

data class SyncGroupProcessingEntries(val groupId: String, val count: Int)
TaskProgressLabel()

data class SyncGroupEntryProgress(val groupId: String, val current: Int, val total:
Int) : TaskProgressLabel()

data class SyncGroupCompleted(val groupld: String) : TaskProgressLabel()

data class SyncGroupEntriesFailed(val groupId: String, val failedCount: Int)
TaskProgressLabel()

data class SyncGroupRenewingLocks(val groupId: String) : TaskProgresslLabel()
data class SyncGroupLockRenewalFailed(val groupId: String) : TaskProgressLabel()

data class ClearContentProgress(val done: Int, val total: Int) : TaskProgressLabel()

data class VaultTask(val step: VaultTaskStep) : TaskProgressLabel()

data class TestElapsed(val elapsedSec: Int, val totalSec: Int) : TaskProgresslLabel()
enum class VaultTaskStep {

DumpStoragelLog,

CreateStorage,

EnableEncryption,
DecryptRunning,
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CloseStorage,
DisableEncryption,
RenameStorage,
RemoveStorage,
ClearSynclLock,
AddRemoteVault,
RemoveRemoteVault,
RetryRemoteVault,
RescanVaultStorages,
Save2FaToken,
Delete2FaToken,
SaveTextSecret,
DeleteTextSecret,
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Ucxonnpiit ¢aiin domain/src/main/java/com/github/nullptroma/wallenc/domain/

tasks/TaskRunState .kt

package com.github.nullptroma.wallenc.domain.tasks

import com.github.nullptroma.wallenc.domain.errors.WallencException

sealed class TaskRunState {

data
data
data
data
data

object Queued : TaskRunState()

class Running(val progress: TaskProgress?) : TaskRunState()
object Completed : TaskRunState()

object Cancelled : TaskRunState()

class Failed(val error: WallencException) : TaskRunState()
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Ucxonnbiit daiin domain/src/test/java/com/github/nullptroma/wallenc/domain/

EncryptorTest.kt
1 package com.github.nullptroma.wallenc.domain
2
3 import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey
4 import com.github.nullptroma.wallenc.domain.encrypt.Encryptor
5 import junit.framework.TestCase.assertEquals
6 import junit.framework.TestCase.fail
7 import org.hamcrest.MatcherAssert.assertThat
8 import org.hamcrest.core.Is
9 import org.hamcrest.core.IsEqual
10 import org.hamcrest.core.IsNot
11 import org.junit.Assert.assertArrayEquals
12 import org.junit.Test
13 import java.io.ByteArrayInputStream
14 import java.io.ByteArrayOutputStream
15 import java.util.Random
16
17 class EncryptorTest {
18 val keyl = EncryptKey("keyl")
19 val key2 = EncryptKey("key2")
20 val rnd = Random()
21
22 @Test
23 fun “test correct key for StorageEncryptionInfo™ () {
24 val encInfo = Encryptor.generateEncryptionInfo(keyl)
25 val res = Encryptor.checkKey(key = keyl, encInfo = encInfo)
26 assertEquals(true, res)
27 }
28
29 @Test
30 fun “test incorrect key for StorageEncryptionInfo™ () {
31 val encInfo = Encryptor.generateEncryptionInfo(keyl)
32 val res = Encryptor.checkKey(key = key2, encInfo = encInfo)
33 assertEquals(false, res)
34 }
35
36 @Test
37 fun “test string encryption with the same key' () {
38 val text = "Hello world, my name is Wallenc!"
39 val encryptor = Encryptor(keyl.toAesKey())
40 val encryptedText = encryptor.encryptString(text)
41
42 val newEncryptor = Encryptor(keyl.toAesKey())
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87

val decryptedText = newEncryptor.decryptString(encryptedText)

assertEquals(text, decryptedText)

@Test

fun “test string encryption with the wrong key () {

val
val

val

val

try

}

catch (e:

@Test

text = "Hello world, my name is Wallenc!"

encryptor

= Encryptor(keyl.toAesKey())

encryptedText = encryptor.encryptString(text)

newEncryptor = Encryptor(key2.toAesKey())

{

newEncryptor.decryptString(encryptedText)

fail("There is not exception on decrypt with wrong key")

// good

Exception) {

fun “test bytes encryption with the same key () {
bytes = ByteArray(512)
nextBytes (bytes)

val

rnd.

val

val

val

val

encryptor

= Encryptor(keyl.toAesKey())

encryptedBytes = encryptor.encryptBytes(bytes)

newEncryptor = Encryptor(keyl.toAesKey())

decryptedBytes = newEncryptor.decryptBytes(encryptedBytes)

assertThat(bytes, IsNot.not(IsEqual.equalTo(encryptedBytes)))

assertThat(bytes, Is. is (IsEqual.equalTo(decryptedBytes)))

@Test

fun “test bytes encryption with the wrong key () {
bytes = ByteArray(512)
nextBytes (bytes)

val

rnd.

val

val

val
try

encryptor

= Encryptor(keyl.toAesKey())

encryptedBytes = encryptor.encryptBytes(bytes)

newEncryptor = Encryptor(key2.toAesKey())

{

newEncryptor.decryptBytes(encryptedBytes)
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104
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108
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110
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113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
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130
131
132

fail("There is not exception on decrypt with wrong key")

}
catch (e: Exception) {
// good
}
}
@Test

fun “test stream encryption with the same key™ () {
val dataLen = 1500
val origData = ByteArray(datalLen)
rnd.nextBytes(origData)
val encryptor = Encryptor(keyl.toAesKey())

val streamForEncrypt = ByteArrayOutputStream(datalLen*3)

val encryptedStream = encryptor.encryptStream(streamForEncrypt)
encryptedStream.write(origData)

encryptedStream.close()

val encryptedData = streamForEncrypt.toByteArray()

val newEncryptor = Encryptor(keyl.toAesKey())
val streamForDecrypt = ByteArrayInputStream(encryptedData)
val decryptedStream = newEncryptor.decryptStream(streamForDecrypt)

val decryptedData = decryptedStream.readAllBytes()

assertArrayEquals(origData, decryptedData)

@Test

fun “test stream encryption with the wrong key™ () {
val datalLen = 1500
val origData = ByteArray(datalLen)
rnd.nextBytes(origData)
val encryptor = Encryptor(keyl.toAesKey())

val streamForEncrypt = ByteArrayOutputStream(datalLen*3)

val encryptedStream = encryptor.encryptStream(streamForEncrypt)
encryptedStream.write(origData)

encryptedStream.close()

val encryptedData = streamForEncrypt.toByteArray()

val newEncryptor = Encryptor(key2.toAesKey())

try {
val streamForDecrypt = ByteArrayInputStream(encryptedData)

val decryptedStream = newEncryptor.decryptStream(streamForDecrypt)
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133 decryptedStream.readAl1Bytes ()

134 fail("There is not exception on decrypt with wrong key")
135 }

136 catch (e: Exception) {

137 // good

138 }

139 }

140 }
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Ucxonnbiit daiin domain/src/test/java/com/github/nullptroma/wallenc/domain/

errors/WallencExceptionMappingTest.kt

package com.github.nullptroma.wallenc.domain.errors

import
import
import
import

import

org.junit.Assert.assertSame
org.junit.Assert.assertTrue
org.junit.Test
java.io.FileNotFoundException

java.io.I0Exception

class WallencExceptionMappingTest {

@Test

fun preservesWallencException() {

val original = WallencException.Feature.StorageNotFound()

assertSame(original, original.toWallencException())

@Test
fun mapsFileNotFoundException() {

val mapped = FileNotFoundException("missing").toWallencException()
assertTrue(mapped is WallencException.Storage.FileNotFound)

@Test
fun mapsIOExceptionToIoFailed() {

val cause = IOException("disk")
val mapped = cause.toWallencException()
assertTrue(mapped is WallencException.Network.IoFailed)

assertSame(cause, (mapped as WallencException.Network.IoFailed).cause)

@Test

fun mapsGenericExceptionToUnknown() {

val cause = Exception("boom")

val mapped = cause.toWallencException()

assertTrue(mapped is WallencException.Unknown)
assertSame(cause, (mapped as WallencException.Unknown).cause)
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IMPUJIOKEHME A .4
Monynb :usecases

Wcxonmubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

FindStorageUseCase.kt
1 package com.github.nullptroma.wallenc.usecases
2
3 import com.github.nullptroma.wallenc.domain.interfaces.IStorage
4 import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
5 import java.util.UUID
6 import javax.inject.Inject
7 import javax.inject.Singleton
8
9 @Singleton
10 class FindStorageUseCase @Inject constructor(
11 private val vaultsManager: IVaultsManager,
12 ) {
13 fun find(storageUuid: UUID): IStorage? {
14 return (
15 vaultsManager.allStorages.value +
16 vaultsManager.unlockManager.openedStorages.value.values
17 )
18 .distinctBy { it.uuid }
19 .firstOrNull { it.uuid == storageUuid }
20 }
21 }
22
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/
GetOpenedStoragesUseCase.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo
4 import com.github.nullptroma.wallenc.domain.interfaces.IUnlockManager
5 import kotlinx.coroutines.flow.StateFlow

6 import java.util.UUID

7 import javax.inject.Inject

8 import javax.inject.Singleton

9

10 @Singleton

11 class GetOpenedStoragesUseCase @Inject constructor(

12 private val unlockManager: IUnlockManager,

13 ) {

14 val openedStorages: StateFlow<Map<UUID, IStorageInfo>>

15 get() = unlockManager.openedStorages

16 }

17
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Ucxonnpiit (aiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/
ManageStorageSyncGroupsUseCase.kt

package com.github.nullptroma.wallenc.usecases

import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncGroupStore
import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroup
import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroupEncryptionKind
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import java.util.UUID
import javax.inject.Inject

import javax.inject.Singleton

data class StorageSyncCompatibilityInput/(
val isEncrypted: Boolean,

val encryptionSecret: String? = null,

sealed interface AddStorageToSyncGroupResult {
data object Added : AddStorageToSyncGroupResult
data object GroupNotFound : AddStorageToSyncGroupResult
data object AlreadyInGroup : AddStorageToSyncGroupResult

data object EncryptedStorageNotAllowed : AddStorageToSyncGroupResult

data object IncompatibleEncryption : AddStorageToSyncGroupResult
data object MissingEncryptionSecret : AddStorageToSyncGroupResult

@Singleton
class ManageStorageSyncGroupsUseCase @Inject constructor(

private val groupStore: IStorageSyncGroupStore,

) {

suspend fun getGroups(): List<StorageSyncGroup> = groupStore.getGroups()

suspend fun createGroup(): StorageSyncGroup {
val existingIds = getGroups().map { it.id }.toSet()
var index =1
var candidate = "group-$index"
while (candidate in existingIds) {
index++
candidate = "group-$index"
}
val group = StorageSyncGroup(
id = candidate,
storageluids = emptySet(),
encryptionKind = StorageSyncGroupEncryptionKind.UNSET,

encryptionSecret = null,
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groupStore.putGroup(group)

return group

suspend fun removeGroup(groupId: String) {

groupStore.removeGroup(groupId.trim())

suspend fun addStorageToGroup(
groupId: String,
storageluid: UUID,
compatibility: StorageSyncCompatibilityInput,
: AddStorageToSyncGroupResult {
getGroups().firstOrNull { it.id == groupId }
return AddStorageToSyncGroupResult.GroupNotFound

val current

if (storageUuid in current.storageUuids) {

return AddStorageToSyncGroupResult.AlreadyInGroup

if (compatibility.isEncrypted) {
return AddStorageToSyncGroupResult.EncryptedStorageNotAllowed

val effectiveEncryption = StorageSyncGroupEncryptionKind.NONE to null
val (nextKind, nextSecret) = when (current.encryptionKind) {
StorageSyncGroupEncryptionKind.UNSET -> effectiveEncryption
StorageSyncGroupEncryptionKind.NONE -> {
if (effectiveEncryption.first != StorageSyncGroupEncryptionKind.NONE) {
return AddStorageToSyncGroupResult.IncompatibleEncryption

StorageSyncGroupEncryptionKind.NONE to null

StorageSyncGroupEncryptionKind.PASSWORD -> {
return AddStorageToSyncGroupResult.IncompatibleEncryption

groupStore.putGroup(
current. copy(

storageluids = current.storageluids + storageluid,
encryptionKind = nextKind,

encryptionSecret = nextSecret,

244



88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103

104

105
106
107
108
109

),
)
return AddStorageToSyncGroupResult.Added

suspend fun removeStorageFromGroup(groupId: String, storageUuid: UUID) {
val current = getGroups().firstOrNull { it.id == groupId } ?: return
val remaining = current.storageluids - storageUuid
groupStore.putGroup (
current.copy(
storageUuids = remaining,
encryptionKind = if (remaining.isEmpty()) {
StorageSyncGroupEncryptionKind.UNSET
} else {
current.encryptionKind
b

encryptionSecret = if (remaining.isEmpty()) null else
current.encryptionSecret,

),
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38
39
40
41

Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

ManageStoragesEncryptionUseCase.kt

package com.github.nullptroma.wallenc.usecases

import
import
import
import
import
import
import
import

import

com.github

com.github.
com.github.
com.github.
com.github.

com.github

.nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

.nullptroma

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

.wallenc.

kotlinx.coroutines.flow.first

javax.inject.Inject

javax.inject.Singleton

@Singleton

domain.
domain
domain.
domain.
domain.

domain

datatypes.EncryptKey

.encrypt.Encryptor

interfaces.IStorage
interfaces.IStoragelInfo

interfaces.IUnlockManager

.tasks.TaskProgress

class ManageStoragesEncryptionUseCase @Inject constructor(

private val unlockManager: IUnlockManager,

) {

sealed interface CanEncryptResult {

data object Allowed :

data object UnsupportedStorageType :

data object AlreadyEncrypted

data object StorageIsNotEmpty :
data object StorageStateUnknown :

CanEncryptResult

CanEncryptResult

: CanEncryptResult

CanEncryptResult
CanEncryptResult

suspend fun canEncrypt(storage: IStorageInfo): CanEncryptResult {

if (storage !is IStorage) return CanEncryptResult.UnsupportedStorageType

if (storage.metalnfo.value.encInfo != null) return CanEncryptResult.AlreadyEncrypted

val isEmpty = storage.isEmpty.first()

return when (isEmpty) {

true -> CanEncryptResult.Allowed

false -> CanEncryptResult.StorageIsNotEmpty

null -> CanEncryptResult.StorageStateUnknown

suspend fun enableEncryption(storage: IStorageInfo, key: EncryptKey, encryptPath:
Boolean) {

when (val

result = canEncrypt(storage)) {

CanEncryptResult.Allowed -> (storage as IStorage).setEncInfo(

Encryptor.generateEncryptionInfo(key, encryptPath)
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CanEncryptResult.AlreadyEncrypted -> throw IllegalStateException("Storage is
already encrypted")

CanEncryptResult.StorageIsNotEmpty -> throw IllegalStateException("Storage is
not empty")

CanEncryptResult.StorageStateUnknown -> throw IllegalStateException("Storage
state is unknown")

CanEncryptResult.UnsupportedStorageType -> throw
IllegalStateException("Unsupported storage type")

}

suspend fun rememberStorageKey(storage: IStorageInfo, key: EncryptKey) {
if (storage is IStorage) {
unlockManager. rememberKey(storage, key)
return

}
throw IllegalStateException("Unsupported storage type")

suspend fun openStorage(storage: IStorageInfo, key: EncryptKey, rememberPassword:
Boolean): IStorageInfo {

if (storage is IStorage) return unlockManager.open(storage, key, rememberPassword)

throw IllegalStateException("Unsupported storage type")

suspend fun closeStorage(storage: IStorageInfo) {
if (storage is IStorage) {
unlockManager.close(storage)

suspend fun clearAndDisableEncryption(
storage: IStoragelnfo,
onClearProgress: suspend (TaskProgress) -> Unit = {},
) |
if (storage !is IStorage) return
storage.clearAllContent(onClearProgress)
storage.setEncInfo(null)
unlockManager.close(storage)
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

ManageTextSecretsUseCase.kt

package com.github.nullptroma.wallenc.usecases

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.datatypes.TextSecretEntryRecord

com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord

com.github.nullptroma.wallenc.domain.interfaces.IStorage

com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo

kotlinx.
kotlinx
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.

kotlinx.

coroutines.flow.Flow

.coroutines.flow.distinctUntilChanged

coroutines.flow.filter

coroutines.flow. flowOf

coroutines. flow.map

coroutines. flow.merge

coroutines.sync.Mutex

coroutines.sync.withLock

serialization
serialization
serialization
serialization
serialization
serialization
serialization

serialization

java.util.UUID

javax.in

ject.Inject

.json.JsonArray
.json.JsonElement
.json.JsonObject
.json.JsonPrimitive
.json.buildJsonArray
.json.buildJsonObject
.json.contentOrNull

.json.jsonPrimitive

javax.inject.Singleton

@Singleton

class ManageTextSecretsUseCase @Inject constructor() {

private val mutex = Mutex()

fun observe(storageInfo: IStorageInfo): Flow<List<TextSecretRecord>> {

val storage = storageInfo as? IStorage 7: return flowOf(emptyList())

return merge(
flowOf (Unit),
storage.accessor.filesUpdates

).map {

.filter { page ->

page.data.any { file ->

domainFilePathEquals(file.metalInfo.path)

-map {},
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mutex.withLock { readAll(storage) }
}.distinctUntilChanged()

suspend fun get(storageInfo: IStorageInfo, id: String): TextSecretRecord? =
mutex.withLock {

val storage = storageInfo as? IStorage ?: return@withLock null
readAll(storage) . firstOrNull { it.id == id }

suspend fun create(
storageInfo: IStoragelnfo,
title: String,
items: List<TextSecretEntryRecord>,
id: String = UUID.randomUUID().toString(),
): TextSecretRecord =
mutex.withLock {
val storage = storageInfo as? IStorage ?: error("Storage is not writable")
val next = TextSecretRecord(
id = id,
title = title.trim(),
items = items.normalizeItems(),
)
val updated = readAll(storage).toMutableList().apply { add(next) }
writeAll(storage, updated)
next

suspend fun update(storageInfo: IStorageInfo, secret: TextSecretRecord): Boolean =
mutex.withLock {

val storage = storageInfo as? IStorage ?: return@withLock false

val current readAll(storage)
val index = current.index0fFirst { it.id == secret.id }
if (index < 0) return@withLock false
val updatedSecret = secret.copy/(
title = secret.title.trim(),
items = secret.items.normalizeItems(),
)
val updated = current.toMutableList().apply { this[index] = updatedSecret }
writeAll(storage, updated)

true

suspend fun delete(storageInfo: IStorageInfo, id: String): Boolean = mutex.withLock {
val storage = storageInfo as? IStorage 7: return@withLock false
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86 val current = readAll(storage)

87 val updated = current.filterNot { it.id == id }

88 if (updated.size == current.size) return@withLock false

89 writeAll(storage, updated)

90 true

91 }

92

93 private suspend fun readAll(storage: IStorage): List<TextSecretRecord> {

return StorageDomainJsonIo.readArray(storage,

o4 StorageDomainDataFiles.TEXT SECRETS FILE)

95 .mapNotNull { parseSecret(it) }

96 }

97

98 private suspend fun writeAll(storage: IStorage, records: List<TextSecretRecord>) {

99 StorageDomainJsonIo.writeArray(

100 storage = storage,

101 fileName = StorageDomainDataFiles.TEXT SECRETS FILE,

102 data = records.map { encodeSecret(it) },

103 )

104 }

105

106 private fun parseSecret(element: JsonElement): TextSecretRecord? {

107 val obj = element as? JsonObject ?: return null

108 val id = obj["id"]7?.jsonPrimitive?.contentOrNull?.takeIf { it.isNotBlank() } 7:
return null

109 val title = obj["title"]7?.jsonPrimitive?.contentOrNull ?: return null

110 val itemsElement = obj["items"] ?: JsonArray(emptyList())

111 _ val items = (itemsElement as? JsonArray)?.mapNotNull { parseltem(it) } 7:
emptyList()

112 return TextSecretRecord(

113 id = id,

114 title = title,

115 items = items,

116 )

117 }

118

119 private fun parseltem(element: JsonElement): TextSecretEntryRecord? {

120 val obj = element as? JsonObject ?: return null

121 val value = obj["value"]?.jsonPrimitive?.contentOrNull ?: return null

122 val label = obj["label"]?.jsonPrimitive?.contentOrNull

123 return TextSecretEntryRecord(

124 label = label,

125 value = value,

126 )

127 }

128
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private fun encodeSecret(record: TextSecretRecord): JsonElement = buildJsonObject {
put("id", JsonPrimitive(record.id))
put("title", JsonPrimitive(record.title))
put (
"items",
buildJsonArray {
record.items.forEach { item ->
add (
buildJsonObject {
item.label?.let { put("label", JsonPrimitive(it)) }
put("value", JsonPrimitive(item.value))

}’

b

private fun List<TextSecretEntryRecord>.normalizeItems(): List<TextSecretEntryRecord> =
this.mapNotNull { item ->
val value = item.value.trim()
if (value.isBlank()) {
null
} else {
TextSecretEntryRecord(
label = item.label?.trim().takeUnless { it.isNullOrBlank() },

value = value,

private fun domainFilePathEquals(path: String): Boolean =
path.trimStart('/') == StorageDomainDataFiles.TEXT SECRETS FILE.trimStart('/")
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

ManageTwoFaTokensUseCase.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.datatypes.TwoFaTokenRecord
4 import com.github.nullptroma.wallenc.domain.interfaces.IStorage
5 import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo
6 import kotlinx.coroutines.flow.Flow

7 import kotlinx.coroutines.flow.distinctUntilChanged

8 import kotlinx.coroutines.flow.filter

9 import kotlinx.coroutines.flow.flowOf

10 import kotlinx.coroutines.flow.map

11 import kotlinx.coroutines.flow.merge

12 import kotlinx.coroutines.sync.Mutex

13 import kotlinx.coroutines.sync.withLock

14 import kotlinx.serialization.json.JsonElement

15 import kotlinx.serialization.json.JsonObject

16 import kotlinx.serialization.json.JsonPrimitive

17 import kotlinx.serialization.json.buildJsonObject

18 import kotlinx.serialization.json.contentOrNull

19 import kotlinx.serialization.json.jsonPrimitive

20 import java.util.UUID

21 import javax.inject.Inject

22 import javax.inject.Singleton

23

24 @Singleton

25 class ManageTwoFaTokensUseCase @Inject constructor() {

26 private val mutex = Mutex()

27

28 fun observe(storageInfo: IStorageInfo): Flow<List<TwoFaTokenRecord>> {
29 val storage = storageInfo as? IStorage ?: return flowOf(emptyList())
30 return merge(

31 flowOf(Unit),

32 storage.accessor.filesUpdates

33 .filter { page ->

34 page.data.any { file ->

35 domainFilePathEquals(file.metaInfo.path)
36 }

37 }

38 .map {},

39 ) .map {

40 mutex.withLock { readAll(storage) }

41 }.distinctUntilChanged()

42 }
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suspend fun get(storageInfo: IStorageInfo, id: String): TwoFaTokenRecord? =
mutex.withLock {

val storage = storageInfo as? IStorage ?: return@withLock null

46
47
48
49
50
51
52

readAll(storage) . firstOrNull { it.id ==

suspend fun create(
storageInfo: IStoragelnfo,

issuer: String,

account: String,
secret: String,
notes: String? = null,
digits: Int = 6,
periodSeconds: Int = 30,
algorithm: String = "SHA1",
): TwoFaTokenRecord = mutex.withLock {
val storage = storageInfo as? IStorage ?: error("Storage is not writable")
val next = TwoFaTokenRecord (
id = UUID.randomUUID().toString(),
issuer = issuer.trim(),
account = account.trim(),
secret = secret.trim(),
notes = notes?.trim().takeUnless { it.isNullOrBlank() },
digits = digits.coerceIn(6, 8),

periodSeconds = periodSeconds.coerceAtlLeast(1l),

68
69
70
71
72
73
74

75

= normalizeAlgorithm(algorithm),

val updated = readAll(storage).toMutableList().apply { add(next) }
writeAll(storage, updated)

suspend fun update(storageInfo: IStorageInfo, token: TwoFaTokenRecord): Boolean

mutex.withLock {
val storage = storageInfo as? IStorage ?: return@withLock false
val updatedToken = token.copy(
issuer = token.issuer.trim(),
account = token.account.trim(),
secret = token.secret.trim(),
notes = token.notes?.trim().takeUnless { it.isNullOrBlank() },
)
val current = readAll(storage)
val index = current.indexOfFirst { it.id == token.id }

if (index < 0) return@withLock false
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86 val updated = current.toMutableList().apply { this[index] = updatedToken }

87 writeAll(storage, updated)

88 true

89 }

90

91 suspend fun delete(storageInfo: IStorageInfo, id: String): Boolean = mutex.withLock {

92 val storage = storageInfo as? IStorage ?: return@withLock false

93 val current = readAll(storage)

94 val updated = current.filterNot { it.id == id }

95 if (updated.size == current.size) return@withLock false

96 writeAll(storage, updated)

97 true

98 }

99

100 private suspend fun readAll(storage: IStorage): List<TwoFaTokenRecord> {

101 return StorageDomaianonIo.readArray(storage,
StorageDomainDataFiles.TWO FA TOKENS FILE)

102 .mapNotNull { parseToken(it) }

103 }

104

105 private suspend fun writeAll(storage: IStorage, records: List<TwoFaTokenRecord>) {

106 StorageDomainJsonIo.writeArray(

107 storage = storage,

108 fileName = StorageDomainDataFiles.TWO0 FA TOKENS FILE,

109 data = records.map { record -> encodeToken(record) },

110 )

111 }

112

113 private fun parseToken(element: JsonElement): TwoFaTokenRecord? {

114 val obj = element as? JsonObject ?: return null

115 val id = obj["id"]7?.jsonPrimitive?.contentOrNull?.takeIf { it.isNotBlank() } 7:
return null

116 val issuer = obj["issuer"]?.jsonPrimitive?.contentOrNull ?: return null

117 val account = obj["account"]?.jsonPrimitive?.contentOrNull ?: return null

118 val secret = obj["secret"]?.jsonPrimitive?.contentOrNull ?: return null

119 val notes = obj["notes"]?.jsonPrimitive?.contentOrNull

120 8 7. 6 val digits = obj["digits"]?.jsonPrimitive?.contentOrNull?.toIntOrNull()?.coerceln(6,

121 . yal periodSecopds =
obj["periodSeconds"]7?.jsonPrimitive?.contentOrNull?.toIntOrNull()?.coerceAtLeast(1l) ?: 30

122 val algorithm = normalizeAlgorithm(obj["algorithm"]?.jsonPrimitive?.contentOrNull ?:
"SHA1")

123 return TwoFaTokenRecord(

124 id = id,

125 issuer = issuer,

126 account = account,

127 secret = secret,
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128 notes = notes,

129 digits = digits,

130 periodSeconds = periodSeconds,

131 algorithm = algorithm,

132 )

133 }

134

135 private fun encodeToken(record: TwoFaTokenRecord): JsonElement = buildJsonObject {
136 put("id", JsonPrimitive(record.id))

137 put("issuer", JsonPrimitive(record.issuer))

138 put("account", JsonPrimitive(record.account))

139 put("secret", JsonPrimitive(record.secret))

140 record.notes?.let { put("notes", JsonPrimitive(it)) }

141 put("digits", JsonPrimitive(record.digits))

142 put("periodSeconds", JsonPrimitive(record.periodSeconds))
143 put("algorithm", JsonPrimitive(normalizeAlgorithm(record.algorithm)))
144 }

145

146 private fun normalizeAlgorithm(algorithm: String): String {
147 val normalized = algorithm

148 ctrim()

149 .uppercase()

150 .replace("HMAC", "")

151 .replace("-", "")

152 .replace(" ", "")

153 return when (normalized) {

154 "SHA1", "SHA256", "SHA512" -> normalized

155 else -> "SHA1"

156 }

157 }

158

159 private fun domainFilePathEquals(path: String): Boolean =

160 path.trimStart('/') == StorageDomainDataFiles.TWO FA TOKENS FILE.trimStart('/")
161 }

162
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Ucxonnpiit (aiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

package

import
import
import
import
import
import
import
import
import
import

import

@OptIn(

Manage VaultUseCase.kt

com.github.nullptroma.wallenc.usecases

com.github.nullptroma.wallenc.domain.interfaces.IStorage
com.github.nullptroma.wallenc.domain.interfaces.IVault
com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
kotlinx.coroutines.ExperimentalCoroutinesApi
kotlinx.coroutines.flow.Flow
kotlinx.coroutines.flow.flatMapLatest
kotlinx.coroutines.flow.flowOf
kotlinx.coroutines.flow.map

java.util.UUID

javax.inject.Inject

javax.inject.Singleton

ExperimentalCoroutinesApi::class)

@Singleton

class ManageVaultUseCase @Inject constructor(

pri

) {

J**

fun

/¥

fun

Vaka
*/
fun

J**

fun

flowOf (

/**

Sus

vate val manager: IVaultsManager,

Havtu vault no mpeHTudukatopy B TEKylWEeM cOoCTosHuUM. */
find(vaultUuid: UUID): IVault? =

manager.vaults.value.firstOrNull { it.uuid == vaultUuid }

PeakTnBHo oTpaét caM vault, nubo null ecnu oH oTcyTcTBYeT. */
observe(vaultUuid: UUID): Flow<IVault?> =
manager.vaults.map { list -> list.firstOrNull { it.uuid == vaultUuid } }

PeakTuBHO oTHoaéT storages yka3aHHoro vault'a; nycton cnucok, ecnu vault He HaWpeH.

storagesOf(vaultUuid: UUID): Flow<List<IStorage>> =
observe(vaultUuid) .flatMapLatest { vault -> vault?.storages 7: flowOf(emptyList()) }

WpéT nucTuHr/nepeckaHupoBaHne storages vault'a. */
storagesScanInProgressOf(vaultUuid: UUID): Flow<Boolean> =

observe(vaultUuid) .flatMapLatest { vault -> vault?.storagesScanInProgress 7?:
false) }

Co3patb HOBOE XpaHunuuwe B yka3aHHOM vault'e. */
pend fun createStorage(vaultUuid: UUID): IStorage {
val vault = find(vaultUuid)
?: throw IllegalStateException("Vault $vaultUuid is not registered")
return vault.createStorage()
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/** MNepeckaHupoBaTb storages vault'a (NUCTWMHI Ha [UCKe M MOBTOPHbIN init). */

suspend fun rescanStorages(vaultUuid: UUID) {

val vault = find(vaultUuid)

?7: throw IllegalStateException("Vault $vaultUuid is not registered")

vault.rescanStorages ()
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

RemoveStorageUseCase.kt

package com.github.nullptroma.wallenc.usecases

import com.github.nullptroma.wallenc.domain.interfaces.IStorage
import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo
import com.github.nullptroma.wallenc.domain.interfaces.IUnlockManager
import com.github.nullptroma.wallenc.domain.interfaces.IVault

import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
import java.util.UUID

import javax.inject.Inject

import javax.inject.Singleton

@Singleton
class RemoveStorageUseCase @Inject constructor(
private val vaultsManager: IVaultsManager,
private val unlockManager: IUnlockManager,
private val manageStoragesEncryptionUseCase: ManageStoragesEncryptionUseCase,

) {

suspend fun remove(storage: IStorageInfo) {
if (storage !is IStorage) return

if (!storage.isVirtualStorage) {
unlockManager.close(storage)
findOwningVault(storage.uuid)?.remove(storage)

return

val parent = findParentStorage(storage) ?: return

manageStoragesEncryptionUseCase.clearAndDisableEncryption(parent)

private fun findOwningVault(storageUuid: UUID): IVault? =
vaultsManager.vaults.value.firstOrNull { v ->
v.storages.value.any { it.uuid == storageUuid }

private fun findParentStorage(storage: IStorage): IStorage? {
val opened = unlockManager.openedStorages.value
val parentUuid = opened.entries.firstOrNull { it.value.uuid == storage.uuid }7?.key
?: return null
val realParent = vaultsManager.vaults.value

.flatMap { it.storages.value }
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.firstOrNull { it.uuid == parentUuid }
return realParent ?: opened[parentUuid]
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

RenameStorageUseCase.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.interfaces.IStorage
4 import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo
5 import javax.inject.Inject

6 import javax.inject.Singleton

7

8 @Singleton

9 class RenameStorageUseCase @Inject constructor() {

10 suspend fun rename(storage: IStorageInfo, newName: String) {
11 when (storage) {

12 is IStorage -> storage.rename(newName)

13 }

14 }

15 }

16
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

RunStorageSyncUseCase.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.errors.WallencException

4 import com.github.nullptroma.wallenc.domain.errors.toWallencException

5 import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncEngine
6 import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator

7 import com.github.nullptroma.wallenc.domain.tasks.IStorageSyncTaskTitleFormatter
8 import com.github.nullptroma.wallenc.domain.tasks.StorageSyncTriggerReason
9 import com.github.nullptroma.wallenc.domain.tasks.TaskId

10 import com.github.nullptroma.wallenc.domain.tasks.TaskLogKey

11 import com.github.nullptroma.wallenc.domain.tasks.TaskLogLevel

12 import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel

13 import com.github.nullptroma.wallenc.domain.tasks.TaskRunState

14 import kotlinx.coroutines.Dispatchers

15 import kotlinx.coroutines.TimeoutCancellationException

16 import kotlinx.coroutines.flow.MutableStateFlow

17 import kotlinx.coroutines.flow.StateFlow

18 import kotlinx.coroutines.flow.asStateFlow

19 import kotlinx.coroutines.flow.filter

20 import kotlinx.coroutines.flow.first

21 import kotlinx.coroutines.withTimeout

22 import java.util.concurrent.atomic.AtomicBoolean

23 import javax.inject.Inject

24 import javax.inject.Singleton

25

26 @Singleton

27 class RunStorageSyncUseCase @Inject constructor(

28 private val orchestrator: ITaskOrchestrator,

29 private val syncEngine: IStorageSyncEngine,

30 private val syncReadiness: StorageSyncReadiness,

31 private val taskTitleFormatter: IStorageSyncTaskTitleFormatter,

32 ) {

33 private val running = AtomicBoolean(false)

34

35 private val syncRunning = MutableStateFlow(false)

36 val syncRunning: StateFlow<Boolean> = _syncRunning.asStateFlow()

37

38 private val activeSyncTaskId = MutableStateFlow<TaskId?>(null)

39 val activeSyncTaskId: StateFlow<TaskId?> = activeSyncTaskId.asStateFlow()
40

41 /** He pearupoBaTb Ha debounce go 3Toro MoMeHTa (MC C 3M0XW) MOCfe 3aBeplueHus sync. */
42 private val debounceSuppressUntilMs = MutableStateFlow(OL)
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val

Jx*

debounceSuppressUntilMs: StateFlow<Long> =

_debounceSuppressUntilMs.asStateFlow()

* @param reason MCTOYHWMK 3amnycka — 3arofioBOK 3afayv v Nor naunnanHa

* @return false, ecnu CUHXPOHU3aUuAa yXe B o4Yepenun unun BbINOJIHAETCA — HOBaAA 3afayda He

co3faHa
*/
fun

/**

enqueue(reason: StorageSyncTriggerReason):
if (!running.compareAndSet(false, true)) {
return false
}
_syncRunning.value = true
try {
val taskId = orchestrator.enqueue(

Boolean {

title = taskTitleFormatter.format(reason),

dispatcher = Dispatchers.IO,
work = { ctx ->

try {
executeSync(
reason = reason,
reportProgress = { fraction, label ->
ctx.ensureNotCancelled()
ctx.reportProgress(fraction, label)
I
log = { level, key -> ctx.log(level, key) },
)
} catch (e: Exception) {

ctx.fail(e.toWallencException())

} finally {
clearRunningState()

I
)
_activeSyncTaskId.value = taskId
return true
} catch (t: Throwable) {
clearRunningState()
throw t

* CTaBUT sync B naunnavH 3apadvy (kak debounce / sync-tab) u %pét 3aBepweHus.

* Ona WorkManager u gpyrux ¢OHOBbIX 3anyckoB 6e3 oTpenbHoro «orphan»-mnora.

*/
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87 suspend fun enqueueAndAwait(reason: StorageSyncTriggerReason): StorageSyncRunOutcome {

88 if ('enqueue(reason)) {

89 return StorageSyncRunQutcome.SkippedAlreadyRunning
90 }

91 val taskId = activeSyncTaskId.value

92 ?7: return StorageSyncRunQutcome.Completed

93 return try {

94 withTimeout (SYNC AWAIT TIMEOUT MS) {

95 syncRunning.filter { !'it }.first()

2 }

val state = orchestrator.pipelineState.value.tasks.find { it.id ==

97 taskId }7?.state

98 when (state) {

99 is TaskRunState.Failed -> StorageSyncRunQutcome.Failed(state.error)
100 TaskRunState.Cancelled -> StorageSyncRunOutcome.Cancelled
101 else -> StorageSyncRunOutcome.Completed
102 }

103 } catch (_: TimeoutCancellationException) {

104 orchestrator.cancel(taskId)

105 clearRunningState()

106 StorageSyncRunOutcome.Failed(

107 WallencException.Unknown (

108 cause = IllegalStateException("Storage sync await timed out after
${SYNC_AWAIT TIMEOUT MS}ms"),

109 ),

110 )

111 }

112 }

113

114 private suspend fun executeSync(

115 reason: StorageSyncTriggerReason,

116 reportProgress: suspend (fraction: Float?, label: TaskProgressLabel?) -> Unit,

117 log: (TaskLoglLevel, TaskLogKey) -> Unit,

118 ) {

119 try {

120 syncReadiness.awaitReady ()

121 log(TaskLoglLevel.Info, TaskLogKey.SyncStarted(reason))

122 reportProgress(null, TaskProgresslLabel.SyncStarted)

123 try {

124 syncEngine.syncAllGroups { fraction, label ->

125 reportProgress(fraction, label)

126 }

127 log(TaskLogLevel.Info, TaskLogKey.SyncFinished(reason))

128 reportProgress(null, TaskProgressLabel.SyncCompleted)

129 } catch (e: Exception) {
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130 val err = e.toWallencException()

131 log(TaskLoglLevel .Error, TaskLogKey.SyncFailed(err, reason))
132 throw e

133 }

134 } finally {

135 extendDebounceSuppress()

136 }

137 }

138

139 private fun extendDebounceSuppress() {

_debounceSuppressUntilMs.value = System.currentTimeMillis() +

140 DEBOUNCE AFTER CHANGE MS

141 }

142

143 private fun clearRunningState() {

144 running.set(false)

145 _syncRunning.value = false

146 _activeSyncTaskId.value = null

147 }

148

149 companion object {

150 /** TNay3a nocne nocnegHero uM3MeHeHus nepep debounce-sync; Xe OKHO MofdaBfieHUs nocne
sync. */

151 const val DEBOUNCE_AFTER CHANGE MS = 60 _000L

152

153 /** MakcumanbHoe oxupaHue ¢poHoBoro worker (WorkManager) — He 6nokupoBaTb periodic
work HaBcerpa. */

154 private const val SYNC AWAIT TIMEOUT MS = 25L * 60 * 1000

155 }

156 }

157
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Ucxonnpiit (aiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/
StorageDomainDataFiles.kt

package com.github.nullptroma.wallenc.usecases

Vot
* EpMHaa Touyka C nyTamu o6bivHbIX JSON-¢ainoB nofib30BaTeNlbCKUX OOMEHHbIX AaHHbIX .
*/
object StorageDomainDataFiles {

const val TWO_FA TOKENS_FILE = "/wallenc-data/two-fa-tokens.json"

const val TEXT_SECRETS_FILE = "/wallenc-data/text-secrets.json"
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

StorageDomainJsonlo.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.interfaces.IStorage

4 import kotlinx.serialization.json.Json

5 import kotlinx.serialization.json.JsonArray

6 import kotlinx.serialization.json.JsonElement

7 import kotlinx.serialization.json.buildJsonArray

8

9 internal object StorageDomainJsonIo {

10 val json: Json = Json {

11 prettyPrint = true

12 ignoreUnknownKeys = true

13 explicitNulls = false

14 }

15

16 suspend fun readArray(storage: IStorage, fileName: String): JsonArray {

17 return try {

18 val text = storage.accessor.openRead(fileName).use { stream ->

19 stream.readBytes().decodeToString()

20 }

21 if (text.isBlank()) {

22 JsonArray(emptyList())

23 } else {

24 when (val parsed = json.parseTolsonElement(text)) {

25 is JsonArray -> parsed

26 else -> JsonArray(emptyList())

27 }

28 }

29 } catch (_: Exception) {

30 JsonArray(emptyList())

31 }

32 }

33

34 suspend fun writeArray(storage: IStorage, fileName: String, data: List<JsonElement>) {

35 val payload = buildJsonArray { data.forEach { add(it) } }

36 storage.accessor.openWrite(fileName) .use { stream ->

37 stream.write(json.encodeToString(JsonArray.serializer(),
payload) .encodeToByteArray())

38 }

39 }

40 }

41
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

StorageFileManagementUseCase.kt

package com.github.nullptroma.wallenc.usecases

import com.github.nullptroma.wallenc.domain.interfaces.IDirectory
import com.github.nullptroma.wallenc.domain.interfaces.IFile

import com.github.nullptroma.wallenc.domain.interfaces.IStorage
import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo
import javax.inject.Inject

import javax.inject.Singleton

@Singleton
class StorageFileManagementUseCase @Inject constructor() {

private var storage: IStorage? = null

fun setStorage(storage: IStorageInfo) {
when (storage) {

is IStorage -> storage = storage

suspend fun getAllFiles(): List<IFile> {
val storage = storage 7: return listOf()
return storage.accessor.getAllFiles()

suspend fun getAllDirs(): List<IDirectory> {
val storage = storage ?: return listOf()

return storage.accessor.getAllDirs()
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

StorageSyncEncryptionCompat.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.interfaces.IStorage

4 import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroup
5 import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroupEncryptionKind
6

7 /** CosmecTum, ecnu y storage HeT akTuBHOro wupposaHua ([encInfo] == null). */
8 fun isStorageCompatibleWithGroup(

9 storage: IStorage,

10 group: StorageSyncGroup,

11 ): Boolean {

12 if (storage.metalnfo.value.encInfo != null) {

13 return false

14 }

15 return when (group.encryptionKind) {

16 StorageSyncGroupEncryptionKind.UNSET -> true

17 StorageSyncGroupEncryptionKind.NONE -> true

18 StorageSyncGroupEncryptionKind.PASSWORD -> false

19 }
20 }
21
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

StorageSyncEngine.kt
1 package com.github.nullptroma.wallenc.usecases
2
3 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal
4 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
5 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalMerge
6 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation
7 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths
8 import com.github.nullptroma.wallenc.domain.interfaces.IStorage
9 import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor
10 import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncEngine
11 import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncGroupStore
12 import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
13 import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel
14 import kotlinx.coroutines.CancellationException
15 import kotlinx.coroutines.Dispatchers
16 import kotlinx.coroutines.async
17 import kotlinx.coroutines.awaitAll
18 import kotlinx.coroutines.coroutineScope
19 import kotlin.coroutines.coroutineContext
20 import kotlinx.coroutines.ensureActive
21 import kotlinx.coroutines.sync.Mutex
22 import kotlinx.coroutines.sync.withLock
23 import kotlinx.coroutines.withContext
24 import java.time.Instant
25 import java.util.UUID
26 import java.util.concurrent.ConcurrentHashMap
27 import java.util.concurrent.atomic.AtomiclLong
28 import javax.inject.Inject
29 import javax.inject.Singleton
30
31 /x*
32 * CuMHXpoHM3auua no xypHanam storage B rpynne.
33 * bnokupoBka Ha Yandex Disk — best-effort (cM. [IStorageAccessor.tryAcquireSyncLock]);
34 * cepmanusaumsa BHYTpu npouecca — [groupMutexes].
35 */
36 @Singleton
37 class StorageSyncEngine @Inject constructor(
38 private val vaultsManager: IVaultsManager,
39 private val groupStore: IStorageSyncGroupStore,
40 private val findStorageUseCase: FindStorageUseCase,
41 ) : IStorageSyncEngine {
42 private val holderId: String = UUID.randomUUID().toString()
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private val groupMutexes = ConcurrentHashMap<String, Mutex>()

private val syncGeneration = AtomicLong(0)

override suspend fun syncAllGroups(
reportProgress: (suspend (fraction: Float?, label: TaskProgressLabel?) -> Unit)?,
): Unit = withContext(Dispatchers.I0) {
val reporter = reportProgress ?: { : Float?, : TaskProgressLabel? -> }
val groups = groupStore.getGroups()
if (groups.isEmpty()) {
reporter(null, TaskProgressLabel.SyncNoGroups)
return@withContext
}
reporter(null, TaskProgressLabel.SyncPreparing(groups.size))
for (group in groups) {
coroutineContext.ensureActive()
syncGroupInternal(
groupId = group.id,

reportProgress = reporter,

}
reporter(null, TaskProgresslLabel.SyncCompleted)

override suspend fun syncGroup(
groupId: String,
reportProgress: (suspend (fraction: Float?, label: TaskProgressLabel?) -> Unit)?,
): Unit = withContext(Dispatchers.I0) {
val reporter = reportProgress ?: { : Float?, : TaskProgressLabel? -> }
syncGroupInternal(
groupId = groupld,
reportProgress = reporter,

private suspend fun syncGroupInternal(
groupId: String,
reportProgress: suspend (fraction: Float?, label: TaskProgresslLabel?) -> Unit,

reportProgress(null, TaskProgressLabel.SyncGroupPreparing(groupId))
val mutex = groupMutexes.getOrPut(groupId) { Mutex() }
mutex.withLock {
val generationSnapshot = syncGeneration.incrementAndGet ()
val group = groupStore.getGroups().firstOrNull { it.id == groupId }
if (group == null) {
reportProgress(null, TaskProgressLabel.SyncGroupNotFound(groupId))
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88 return

89 }

90 val storages = resolveStorages(group.storageluids)

91 if (storages.size < 2) {

92 reportProgresg(null,
TaskProgressLabel.SyncGroupSkippedTooFewStorages(groupId))

93 return

94 }

95 val incompatible = storages.filterNot { storage ->

96 isStorageCompatibleWithGroup(

97 storage = storage,

98 group = group,

99 )

100 }

101 if (incompatible.isNotEmpty()) {

102 reportProgress(

103 null,

TaskProgressLabel.SyncGroupSkippedIncompatibleEncryption(grouplId,

104 incompatible.size),

105 )

106 return

107 }

108

109 var leaseUntil = Instant.now().plusSeconds(SYNC LOCK LEASE SECONDS)

110 val lockedAccessors = mutablelListOf<IStorageAccessor>()

111 try {

112 reportProgress(null, TaskProgressLabel.SyncGroupAcquiringlLocks(groupId))

113 for ((lockIndex, storage) in storages.withIndex()) {

114 coroutineContext.ensureActive()

115 reportProgress(

116 null,

117 _ TaskProgressLabel.SyncGroupLockProgress(groupId, lockIndex + 1,
storages.size),

118 )

119 val locked = storage.accessor.tryAcquireSyncLock(holderId, leaseUntil)

120 if (!locked) {

121 reportProgress(null, TaskProgressLabel.SyncGroupLockFailed(groupId))

122 return

123 }

124 lockedAccessors.add(storage.accessor)

125 }

126

127 val mergedByPath = mutableMapOf<String, StorageSyncJournalEntry>()

128 val entriesByStorage = mutableMapOf<UUID, StorageSyncJournal>()

129
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reportProgress(null, TaskProgressLabel.SyncGroupReadingJournals(groupId))
leaseUntil = renewLocksIfNeeded(
groupId = groupld,
lockedAccessors = lockedAccessors,
currentLeaseUntil = leaseUntil,
reportProgress = reportProgress,
) ?: return
if (syncGeneration.get() != generationSnapshot) {
reportProgress(null, TaskProgressLabel.SyncGroupCancelled(groupId))
return
}
val journalReads = coroutineScope {
storages.mapIndexed { journallndex, storage ->
async {
coroutineContext.ensureActive()
reportProgress(
null,
TaskProgressLabel.SyncGroupJournalProgress(
groupld,
journallndex + 1,
storages.size,
),
)
storage.accessor. flushPendingSyncJournal()

storage to
filterSyncableJournal(storage.accessor.readSyncJournal())

}
}.awaitAll()
}
for ((storage, journal) in journalReads) {
entriesByStorage[storage.uuid] = journal
mergedByPath.putAll(
StorageSyncJournalMerge.merge(mergedByPath, journal),

val mergedEntries = mergedByPath.entries.toList()
if (mergedEntries.isEmpty()) {

reportProgress(null,
TaskProgressLabel.SyncGroupNoJournalEntries(groupId))

return

reportProgress(
null,
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mergedEntries.size),
)

var

for

mergedEntries.size),

winnerEntry)

>= 0) {

TaskProgressLabel.SyncGroupProcessingEntries(grouplId,

applyFailures = 0
((pathIndex, merged) in mergedEntries.withIndex()) {
coroutineContext.ensureActive()
leaseUntil = renewlLocksIfNeeded(
groupId = groupld,
lockedAccessors = lockedAccessors,
currentLeaseUntil = leaseUntil,
reportProgress = reportProgress,
) ?: return
val path = merged.key
val winnerEntry = merged.value
reportProgress (
null,
TaskProgressLabel.SyncGroupEntryProgress(groupId, pathIndex + 1,

)

if (syncGeneration.get() '= generationSnapshot) {
reportProgress(null, TaskProgressLabel.SyncGroupCancelled(groupId))
return

}

val sourceStorage = findSourceStorage(storages, entriesByStorage, path,

if (sourceStorage == null &&

winnerEntry.operation == StorageSyncOperation.UPSERT
) A

continue
}

for (target in storages) {
coroutineContext.ensureActive()
if (target.uuid == sourceStorage?.uuid) {
continue
}
val targetEntry = entriesByStorage[target.uuid]?.get(path)
if (targetEntry != null && compareEntries(targetEntry, winnerEntry)

continue

}

val applied = applyEntry(
source = sourceStorage,
target = target,

entry = winnerEntry,
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if (applied) {
target.accessor.putSyncJournalEntries(mapOf(path to

winnerEntry))

} else {
applyFailures++
}
}
}
if (applyFailures > 0) {
reportProgress (
null,

TaskProgressLabel.SyncGroupEntriesFailed(groupId, applyFailures),

}
reportProgress(null, TaskProgressLabel.SyncGroupCompleted(groupId))
} finally {
for (accessor in lockedAccessors) {
runCatching {
accessor.releaseSyncLock(holderId)

private fun filterSyncableJournal(journal: StorageSyncJournal): StorageSyncJournal {

return journal.filterKeys { StorageSyncPaths.isSyncableUserPath(it) }

private suspend fun renewLocksIfNeeded(

):

groupId: String,
lockedAccessors: List<IStorageAccessor>,
currentlLeaseUntil: Instant,
reportProgress: suspend (fraction: Float?, label: TaskProgressLabel?) -> Unit,
Instant? {
val now = Instant.now()
if (currentLeaseUntil.isAfter(now.plusSeconds(SYNC LOCK RENEW MARGIN SECONDS))) {
return currentLeaseUntil
}
val nextLeaseUntil = now.plusSeconds(SYNC LOCK LEASE SECONDS)
reportProgress(null, TaskProgressLabel.SyncGroupRenewinglLocks(groupId))
for (accessor in lockedAccessors) {
coroutineContext.ensureActive()
val renewed = runCatching {

accessor.tryAcquireSyncLock(holderId, nextlLeaseUntil)
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}.getOrElse { false }
if (!renewed) {
reportProgress(null, TaskProgressLabel.SyncGroupLockRenewalFailed(groupId))

return null

}

return nextLeaseUntil

private fun resolveStorages(uuids: Set<UUID>): List<IStorage> {
return uuids.mapNotNull(findStorageUseCase: :find)

private fun findSourceStorage(
storages: List<IStorage>,
entriesByStorage: Map<UUID, StorageSyncJlournal>,
path: String,
winnerEntry: StorageSyncJournalEntry,
): IStorage? {
if (winnerEntry.operation == StorageSyncOperation.DELETE ||
winnerEntry.operation == StorageSyncOperation.TRASH

return storages.firstOrNull { storage ->
entriesByStorage[storage.uuid]?.get(path) != null
} ?7: storages.firstOrNull()
}
return storages.firstOrNull { storage ->

val entry = entriesByStorage[storage.uuid]?.get(path) ?: return@firstOrNull
false

compareEntries(entry, winnerEntry) ==

private suspend fun applyEntry(

source: IStorage?,

target: IStorage,

entry: StorageSyncJournalEntry,
): Boolean {

val result = when (entry.operation) {

StorageSyncOperation.DELETE -> {
runCatching {
target.accessor.delete(entry.path, recordSyncJournal = false)
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StorageSyncOperation.TRASH -> {
runCatching {
target.accessor.moveToTrash(entry.path, recordSyncJournal = false)

StorageSyncOperation.UPSERT -> {
val sourceAccessor = source?.accessor ?: return false
runCatching {
sourceAccessor.openRead(entry.path).use { input ->

target.accessor.openWrite(entry.path, recordSyncJournal = false).use
{ output ->

input.copyTo(output)

}

val error = result.exceptionOrNull() ?: return result.isSuccess
if (error is CancellationException) {
throw error
}
System.err.println(
"StorageSyncEngine: apply ${entry.operation} ${entry.path} " +
"target=${target.uuid}: ${error.message}",

)

return false

private fun compareEntries(a: StorageSyncJournalEntry, b: StorageSyncJournalEntry): Int

val seqCmp = a.revision.sequence.compareTo(b.revision.sequence)
if (seqCmp != 0) {

return seqCmp
}
val actorCmp = a.revision.actorId.compareTo(b.revision.actorId)
if (actorCmp != 0) {

return actorCmp

}

return a.revision.createdAt.compareTo(b.revision.createdAt)

private companion object {
private const val SYNC LOCK LEASE SECONDS: Long = 30 * 60
private const val SYNC LOCK RENEW MARGIN SECONDS: Long = 60
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/
StorageSyncReadiness.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncGroupStore
4 import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
5 import kotlinx.coroutines.delay

6 import kotlin.coroutines.coroutineContext

7 import kotlinx.coroutines.ensureActive

8 import javax.inject.Inject

9 import javax.inject.Singleton

10

12 * OXMBaHWe TOTOBHOCTM XpaHUNWW nepepn CUHXpPOHM3auuMen (xonopgHbli ctapT uM3 WorkManager).
13 */

14 @Singleton

15 class StorageSyncReadiness @Inject constructor(

16 private val vaultsManager: IVaultsManager,

17 private val groupStore: IStorageSyncGroupStore,

18 private val findStorageUseCase: FindStorageUseCase,

19 ) {
20 suspend fun awaitReady(
21 timeoutMs: Long = DEFAULT TIMEOUT MS,

22 pollIntervalMs: Long = POLL INTERVAL MS,

23 ) {

24 val groups = groupStore.getGroups()

25 if (groups.isEmpty()) {

26 return

27 }

28 val requiredUuids = groups.flatMap { it.storageUuids }.toSet()
29 val deadline = System.currentTimeMillis() + timeoutMs

30

31 while (System.currentTimeMillis() < deadline) {

32 coroutineContext.ensureActive()

33 if (!isAnyVaultScanning()) {

34 break

35 }

36 delay(pollIntervalMs)

37 }

38

39 while (System.currentTimeMillis() < deadline) {

40 coroutineContext.ensureActive()

41 if (requiredUuids.all { uuid -> findStorageUseCase.find(uuid) != null }) {
42 return
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}
delay(pollIntervalMs)

private fun isAnyVaultScanning(): Boolean =
vaultsManager.vaults.value.any { it.storagesScanInProgress.value }

private companion object {

private const val DEFAULT TIMEOUT MS = 120 000L
private const val POLL INTERVAL MS = 250L
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Ucxonnpiit (aiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/
StorageSyncRunOutcome.kt

package com.github.nullptroma.wallenc.usecases
import com.github.nullptroma.wallenc.domain.errors.WallencException
/** Pe3synbTat [RunStorageSyncUseCase.enqueueAndAwait]. */
sealed class StorageSyncRunOutcome {
/** CMHXpPOHM3aAUUA yXe BbIMNOSIHANACbh — HOBAs 3afaya He co3faHa. */
data object SkippedAlreadyRunning : StorageSyncRunOutcome()

data object Completed : StorageSyncRunOutcome()

/** 3apavya CUHXPOHM3AUUW OTMEHEHa MOoJfib30BaTEeNeM UMW NaunianHoM. */

data object Cancelled : StorageSyncRunOutcome()

data class Failed(val error: WallencException) : StorageSyncRunOutcome()
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Wcxonubrit daiin usecases/src/main/java/com/github/nullptroma/wallenc/usecases/

TwoFaTotp.kt

package com.github.nullptroma.wallenc.usecases

import com.eatthepath.otp.TimeBasedOneTimePasswordGenerator

import com.github.nullptroma.wallenc.domain.datatypes.TwoFaTokenRecord

import java.time.Duration

import java.time.Instant

import javax.crypto.spec.SecretKeySpec

data class TwoFaCodeState(

Viss

fun

fun

fun

val code: String,

val secondsUntilRefresh: Int,

Oons npowepwero TOTP-nepuopa [0f, 1f] pna nnaBHoro progress bar. */
totpPeriodProgress(nowMillis: Long, periodSeconds: Int): Float {
val period = periodSeconds.coerceAtlLeast(1l)

val elapsedSec = (nowMillis / 1000.0) % period

return (elapsedSec / period).toFloat().coerceIn(0f, 1f)

totpSecondsUntilRefresh(nowMillis: Long, periodSeconds: Int): Int {
val period = periodSeconds.coerceAtLeast(1)
return (period - ((nowMillis / 1000L) % period)).toInt().coerceAtLeast(0)

buildTwoFaCodeState(token: TwoFaTokenRecord, nowMillis: Long): TwoFaCodeState? {
val period = token.periodSeconds.coerceAtLeast(1)
val remaining = totpSecondsUntilRefresh(nowMillis, period)
val code = generateTotpCode(
secret = token.secret,
nowMillis = nowMillis,
digits = token.digits.coerceIn(6, 8),
periodSeconds = token.periodSeconds.coerceAtLeast(1l),
algorithm = token.algorithm,
) ?: return null
return TwoFaCodeState(
code = code,
secondsUntilRefresh = remaining,

private fun generateTotpCode(
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secret: String,

nowMillis: Long,

digits: Int,

periodSeconds: Int,

algorithm: String,
): String? {

val key = decodeBase32(secret) ?: return null

val macAlgorithm = when (algorithm.trim().uppercase().replace(

"SHA256" -> "HmacSHA256"
"SHA512" -> "HmacSHA512"
else -> "HmacSHAl"
}
return runCatching {
val generator = TimeBasedOneTimePasswordGenerator (
Duration.ofSeconds(periodSeconds.tolLong()),
digits,

macAlgorithm,

val secretKey = SecretKeySpec(key, macAlgorithm)
val otp = generator.generateOneTimePassword (
secretKey,
Instant.ofEpochMilli(nowMillis),
)
otp.toString().padStart(digits, '0')
}.getOrNull()

private fun decodeBase32(input: String): ByteArray? {

val clean = input

trim()

.replace(" ", "")
.replace("-", "")
.replace("=", "")

.uppercase()
if (clean.isEmpty()) return null

var buffer = 0
var bitsLeft =0
val out = ArrayList<Byte>(clean.length * 5 / 8)
for (ch in clean) {
val value = BASE32 ALPHABET.index0f(ch)
if (value < 0) return null
buffer = (buffer shl 5) or value
bitsLeft += 5
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if (bitsLeft >= 8) {

out.add(((buffer shr (bitsLeft - 8)) and OxFF).toByte())

bitsLeft -= 8

}
return out.toByteArray()

private const val BASE32 ALPHABET = "ABCDEFGHIJKLMNOPQRSTUVWXYZ234567"
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

StorageDomainUseCasesTest.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.datatypes.TextSecretEntryRecord
4 import com.github.nullptroma.wallenc.usecases. fakes.FakeStorage
5 import kotlinx.coroutines.flow.first

6 import kotlinx.coroutines.test.runTest

7 import org.junit.Assert.assertEquals

8 import org.junit.Assert.assertNotNull

9 import org.junit.Assert.assertNull

10 import org.junit.Assert.assertTrue

11 import org.junit.Test

12

13 class StorageDomainUseCasesTest {

14

15 @Test

16 fun twoFaCrudWorksAndPersists() = runTest {

17 val storage = FakeStorage()

18 val useCase = ManageTwoFaTokensUseCase()

19

20 val created = useCase.create(

21 storageInfo = storage,

22 issuer = "GitHub",

23 account = "user@example.com",

24 secret = "SECRET",

25 notes = "primary",

26 )

27 assertNotNull(created. id)

28 assertEquals(1l, useCase.observe(storage).first().size)
29

30 val updated = useCase.update(

31 storageInfo = storage,

32 token = created.copy(issuer = "GitHubUpdated"),

33 )

34 assertTrue(updated)

35 assertEquals("GitHubUpdated", useCase.get(storage, created.id)?.issuer)
36

37 val removed = useCase.delete(storage, created.id)

38 assertTrue(removed)

39 assertTrue(useCase.observe(storage).first().isEmpty())
40 }

41

42 @Test
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fun twoFalnvalidJsonFallsBackToEmptyList() = runTest {
val storage = FakeStorage().apply {
setDomainFile(StorageDomainDataFiles.TWO FA TOKENS FILE, "not-json")
}
val useCase = ManageTwoFaTokensUseCase()
assertTrue(useCase.observe(storage).first().isEmpty())

@Test
fun textSecretsCrudWorksWithOptionallLabels() = runTest {

val storage

FakeStorage()
ManageTextSecretsUseCase()

val useCase

val created = useCase.create(

storageInfo = storage,

title = "Server Credentials",
items = listOf(
TextSecretEntryRecord(label = "username", value = "admin"),

TextSecretEntryRecord(label null, value = "password"),
)
)

assertEquals(1l, useCase.observe(storage).first().size)

val updated = useCase.update(
storageInfo = storage,
secret = created. copy(
title = "Prod Credentials”,

items = created.items + TextSecretEntryRecord(label = "url", value =
"https://x.dev"),

),
)
assertTrue(updated)
val loaded = useCase.get(storage, created.id)
assertEquals("Prod Credentials", loaded?.title)

assertEquals(3, loaded?.items?.size)

val deleted = useCase.delete(storage, created.id)
assertTrue(deleted)

assertNull(useCase.get(storage, created.id))

@Test
fun textSecretsInvalidJsonFallsBackToEmptyList() = runTest {
val storage = FakeStorage().apply {
setDomainFile(StorageDomainDataFiles.TEXT SECRETS FILE, "{broken")
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}
val useCase = ManageTextSecretsUseCase()
assertTrue(useCase.observe(storage).first().isEmpty())
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

StorageSyncEncryptionCompatTest.kt

1 package com.github.nullptroma.wallenc.usecases

2

3 import com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo

4 import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroup

5 import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroupEncryptionKind

6 import com.github.nullptroma.wallenc.usecases.fakes.FakeMetaInfo

7 import com.github.nullptroma.wallenc.usecases. fakes.FakeStorage

8 import org.junit.Assert.assertFalse

9 import org.junit.Assert.assertTrue

10 import org.junit.Test

11 import java.util.UUID

12

13 class StorageSyncEncryptionCompatTest {

14

15 @Test

16 fun storageWithoutEncInfoIsCompatible() {

17 val storage = FakeStorage(uuid = UUID.randomUUID(), meta = FakeMetaInfo(encInfo =
null))

18 val group = StorageSyncGroup(

19 id = "gl",

20 storageluids = setOf(storage.uuid),

21 encryptionKind = StorageSyncGroupEncryptionKind.NONE,

22 )

23 assertTrue(isStorageCompatibleWithGroup(storage = storage, group = group))

24 }

25

26 @Test

27 fun storageWithEncInfoIsIncompatible() {

28 val storage = FakeStorage(

29 uuid = UUID.randomUUID(),

30 meta = FakeMetaInfo(

31 encInfo = StorageEncryptionInfo(encryptedTestData = "x", pathIv =
ByteArray(16)),

32 ),

33 )

34 val group = StorageSyncGroup(

35 id = "gl1",

36 storageluids = setOf(storage.uuid),

37 encryptionKind = StorageSyncGroupEncryptionKind.NONE,

38 )

39 assertFalse(isStorageCompatibleWithGroup(storage = storage, group = group))

40 }

41 }
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

StorageSyncEngineTest.kt

package com.github.nullptroma.wallenc.usecases

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncRevision
com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroup
com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroupEncryptionKind
com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel
com.github.nullptroma.wallenc.usecases. fakes.FakeStorage
com.github.nullptroma.wallenc.usecases.fakes.FakeStorageAccessor
com.github.nullptroma.wallenc.usecases.fakes.FakeStorageSyncGroupStore
com.github.nullptroma.wallenc.usecases. fakes.FakeVaultsManager
kotlinx.coroutines.CancellationException

kotlinx.coroutines.async

kotlinx.coroutines.runBlocking

org.junit.Assert.assertArrayEquals

org.junit.Assert.assertEquals

org.junit.Assert.assertNull

org.junit.Assert.assertTrue

org.junit.Test

java.time.Instant

class StorageSyncEngineTest {

private fun norm(path: String): String = StorageSyncPaths.normalize(path)

@Test
fun syncAllGroupsReportsNoGroupsWhenEmpty() = runBlocking {

val labels = mutablelListOf<TaskProgressLabel?>()

val engine = createEngine(storages = emptylList(), groups = emptylList())

engine.syncAllGroups { _, label -> labels.add(label) }

assertTrue(labels.any { it is TaskProgressLabel.SyncNoGroups })

@Test
fun syncGroupCopiesFileFromSourceToTarget() = runBlocking {

val source = FakeStorage()

val target FakeStorage()
val path = "shared/doc.txt"
val payload = "sync-payload".encodeToByteArray()

source.putFile(path, payload)

289



43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

val

)

entry = StorageSyncJournalEntry(
path = path,
operation = StorageSyncOperation.UPSERT,
revision = StorageSyncRevision(
sequence = 1L,
actorId = "actor-a",
createdAt = Instant.parse("2024-01-01T00:00:00Z2"),
),
size = payload.size.tolLong(),

originStorageUuid = source.uuid,

source.addSyncJournalEntry(entry)

val

val

val

val

)

groupId = "group-1"

group = StorageSyncGroup(

id = groupId,

storageluids = setOf(source.uuid, target.uuid),
encryptionKind = StorageSyncGroupEncryptionKind.NONE,

labels = mutableListOf<TaskProgressLabel?>()
engine = createEngine(

storages = listOf(source, target),

groups = listOf(group),

engine.syncGroup(groupId) { _, label -> labels.add(label) }

assertArrayEquals(payload, target.fileBytes(path))

assertTrue(labels.any { it is TaskProgressLabel.SyncGroupCompleted })

assertTrue(target.syncJournalEntries().any { it.path == norm(path) })
}
@Test
fun syncGroupSkippedWhenFewerThanTwoStorages() = runBlocking {
val only = FakeStorage()
val groupId = "solo"
val group = StorageSyncGroup(
id = groupId,
storageUuids = setOf(only.uuid),
encryptionKind = StorageSyncGroupEncryptionKind.NONE,
)
val labels = mutableListOf<TaskProgresslLabel?>()
val engine = createEngine(storages = 1listOf(only), groups = listOf(group))

engine.syncGroup(groupId) { , label -> labels.add(label) }

assertTrue(labels.any { it is TaskProgressLabel.SyncGroupSkippedTooFewStorages })
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88 }

89

90 @Test

91 fun syncGroupDeleteRemovesFileOnTarget() = runBlocking {

92 val source = FakeStorage()

93 val target = FakeStorage()

94 val path = "obsolete.bin"

95 target.putFile(path, "old".encodeToByteArray())

96

97 val entry = StorageSyncJournalEntry(

98 path = path,

99 operation = StorageSyncOperation.DELETE,

100 revision = StorageSyncRevision(

101 sequence = 2L,

102 actorId = "actor-b",

103 createdAt = Instant.parse("2024-06-01T00:00:00Z2"),
104 ),

105 )

106 source.addSyncJournalEntry(entry)

107

108 val group = StorageSyncGroup(

109 id = "delete-group",

110 storageUuids = setOf(source.uuid, target.uuid),

111 encryptionKind = StorageSyncGroupEncryptionKind.NONE,
112 )

113 val engine = createEngine(

114 storages = listOf(source, target),

115 groups = listOf(group),

116 )

117 engine.syncGroup(group.id) { , ->}

118

119 assertNull(target.fileBytes(path))

120 val targetEntry = target.syncJournalEntries().single { it.path == norm(path) }
121 assertEquals(2L, targetEntry.revision.sequence)

122 assertEquals("actor-b", targetEntry.revision.actorlId)

123 assertEquals(StorageSyncOperation.DELETE, targetEntry.operation)
124 }

125

126 @Test

127 fun syncSkipsWhenTargetRevisionAlreadyWinner() = runBlocking {
128 val source = FakeStorage()

129 val target = FakeStorage()

130 val path = "already-synced.txt"

131 val payload = "same".encodeToByteArray()

132 source.putFile(path, payload)

291



133 target.putFile(path, payload)

134

135 val winner = StorageSyncJournalEntry(

136 path = path,

137 operation = StorageSyncOperation.UPSERT,

138 revision = StorageSyncRevision(

139 sequence = 5L,

140 actorId = "winner-actor",

141 createdAt = Instant.parse("2024-08-01T00:00:002"),
142 ),

143 size = payload.size.tolLong(),

144 )

145 source.addSyncJournalEntry(winner)

146 target.addSyncJournalEntry(winner)

147

148 val group = StorageSyncGroup(

149 id = "skip-group",

150 storageluids = setOf(source.uuid, target.uuid),

151 encryptionKind = StorageSyncGroupEncryptionKind.NONE,
152 )

153 val engine = createEngine(

154 storages = listOf(source, target),

155 groups = listOf(group),

156 )

157 engine.syncGroup(group.id) { , _ ->}

158

159 val targetJournal = target.syncJournalEntries().single { it.path == norm(path) }
160 assertEquals(winner.revision, targetJournal.revision)
161 assertEquals(winner.operation, targetJournal.operation)
162 }

163

164 @Test

165 fun openReadDoesNotChangeJournal() = runBlocking {

166 val storage = FakeStorage()

167 val path = "read-only.txt"

168 storage.putFile(path, "data".encodeToByteArray())

169 val before = storage.syncJournalEntries().size

170

171 storage.accessor.openRead(path).use { it.readBytes() }
172

173 assertEquals(before, storage.syncJournalEntries().size)
174 }

175

176 @Test

177 fun deleteWithRecordSyncJournalFalseDoesNotBumpSequence() = runBlocking {
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178 val storage = FakeStorage()

179 val path = "to-delete.txt"

180 storage.putFile(path, "x".encodeToByteArray())

181 storage.addSyncJournalEntry(

182 StorageSyncJournalEntry(

183 path = path,

184 operation = StorageSyncOperation.UPSERT,

185 revision = StorageSyncRevision(10L, "prior", Instant.EPOCH),
186 ),

187 )

188

189 storage.accessor.delete(path, recordSyncJournal = false)
190

191 assertNull(storage.fileBytes(path))

192 val entry = storage.syncJournalEntries().single { it.path == norm(path) }
193 assertEquals(10L, entry.revision.sequence)

194 assertEquals(StorageSyncOperation.UPSERT, entry.operation)
195 }

196

197 @Test

198 fun syncGroupTrashSoftDeletesOnTarget() = runBlocking {

199 val source = FakeStorage()

200 val target = FakeStorage()

201 val path = "trashed/doc.txt"

202 val payload = "keep-in-trash".encodeToByteArray()

203 source.putFile(path, payload)

204 target.putFile(path, payload)

205

206 val entry = StorageSyncJournalEntry(

207 path = path,

208 operation = StorageSyncOperation.TRASH,

209 revision = StorageSyncRevision(

210 sequence = 3L,

211 actorId = "actor-trash",

212 createdAt = Instant.parse("2024-07-01T00:00:002"),
213 ),

214 )

215 source.addSyncJournalEntry(entry)

216

217 val group = StorageSyncGroup(

218 id = "trash-group",

219 storageluids = setOf(source.uuid, target.uuid),

220 encryptionKind = StorageSyncGroupEncryptionKind.NONE,
221 )

222 val engine = createEngine(
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223 storages = listOf(source, target),

224 groups = listOf(group),

225 )

226 engine.syncGroup(group.id) { , _ ->}

227

228 assertArrayEquals(payload, target.fileBytes(path))

229 assertTrue(norm(path) in (target.accessor as FakeStorageAccessor).trashedPaths)
230 val targetEntry = target.syncJournalEntries().single { it.path == norm(path) }
231 assertEquals (3L, targetEntry.revision.sequence)

232 assertEquals("actor-trash", targetEntry.revision.actorId)

233 assertEquals(StorageSyncOperation.TRASH, targetEntry.operation)
234 }

235

236 @Test

237 fun syncGroupStopsWhenLockCannotBeAcquired() = runBlocking {

238 val first = FakeStorage()

239 val second = FakeStorage().apply { setAcquireLockResult(false) }
240 val group = StorageSyncGroup(

241 id = "lock-fail",

242 storageUuids = setOf(first.uuid, second.uuid),

243 encryptionKind = StorageSyncGroupEncryptionKind.NONE,

244 )

245 first.addSyncJournalEntry(

246 StorageSyncJournalEntry(

247 path = "a.txt",

248 operation = StorageSyncOperation.UPSERT,

249 revision = StorageSyncRevision(1lL, "x", Instant.EPOCH),
250 ),

251 )

252 val labels = mutableListOf<TaskProgressLabel?>()

253 val engine = createEngine(

254 storages = listOf(first, second),

255 groups = listOf(group),

256 )

257 engine.syncGroup(group.id) { , label -> labels.add(label) }
258 assertTrue(labels.any { it is TaskProgressLabel.SyncGroupLockFailed })
259 assertNull((first.accessor as FakeStorageAccessor).synclLock)
260 assertNull((second.accessor as FakeStorageAccessor).syncLock)
261 }

262

263 @Test

264 fun syncGroupReleasesLocksAfterSuccessfulSync() = runBlocking {

265 val source = FakeStorage()

266 val target = FakeStorage()

267 source.addSyncJournalEntry(
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StorageSyncJournalEntry (
path = "a.txt",
operation = StorageSyncOperation.UPSERT,
revision = StorageSyncRevision(1lL, "x", Instant.EPOCH),
),
)
source.putFile("a.txt", "x".encodeToByteArray())
val group = StorageSyncGroup(
id = "ok",
storageUuids = setOf(source.uuid, target.uuid),
encryptionKind = StorageSyncGroupEncryptionKind.NONE,

val engine = createEngine(

storages = listOf(source, target),

groups = listOf(group),
)
engine.syncGroup(group.id) { , ->}
assertNull((source.accessor as FakeStorageAccessor).syncLock)
assertNull((target.accessor as FakeStorageAccessor).synclLock)

@Test

fun syncGroupReleasesLocksWhenJournalReadFails() = runBlocking {

val first = FakeStorage()

val second = FakeStorage()

(first.accessor as FakeStorageAccessor).readSyncJournalThrows =
IllegalStateException("journal read failed")

val group = StorageSyncGroup(
id = "journal-fail",
storageluids = setOf(first.uuid, second.uuid),
encryptionKind = StorageSyncGroupEncryptionKind.NONE,

val engine = createEngine(
storages = listOf(first, second),
groups = listOf(group),
)
runCatching { engine.syncGroup(group.id) { , ->} }
assertNull((first.accessor as FakeStorageAccessor).synclLock)

assertNull((second.accessor as FakeStorageAccessor).synclLock)

@Test

fun syncGroupCooperativeCancellationReleasesLocks() = runBlocking {
val source = FakeStorage()
val target = FakeStorage()
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val path = "slow.txt"
val payload = "payload".encodeToByteArray()
source.putFile(path, payload)
(source.accessor as FakeStorageAccessor).openReadDelayMs = 5 000
source.addSyncJournalEntry(
StorageSyncJournalEntry (
path = path,
operation = StorageSyncOperation.UPSERT,
revision = StorageSyncRevision(1lL, "actor", Instant.EPOCH),
size = payload.size.tolLong(),
),

val group = StorageSyncGroup(
id = "cancel-group",
storageUuids = setOf(source.uuid, target.uuid),

encryptionKind = StorageSyncGroupEncryptionKind.NONE,

val engine = createEngine(
storages = listOf(source, target),
groups = listOf(group),

val job = async {
engine.syncGroup(group.id) { _, -> }
}
kotlinx.coroutines.delay(50)
job.cancel()
try {
job.await()
} catch (_: CancellationException) {
// expected
}

assertNull((source.accessor as FakeStorageAccessor).syncLock)
assertNull((target.accessor as FakeStorageAccessor).synclLock)

@Test
fun syncGroupReleasesLocksWhenJournalEmpty() = runBlocking {
val first = FakeStorage()
val second = FakeStorage()
val group = StorageSyncGroup(
id = "empty-journal”,
storageUuids = setOf(first.uuid, second.uuid),
encryptionKind = StorageSyncGroupEncryptionKind.NONE,
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357 val labels = mutablelListOf<TaskProgressLabel?>()

358 val engine = createEngine(

359 storages = listOf(first, second),

360 groups = listOf(group),

361 )

362 engine.syncGroup(group.id) { , label -> labels.add(label) }
363 assertTrue(labels.any { it is TaskProgressLabel.SyncGroupNoJournalEntries })
364 assertNull((first.accessor as FakeStorageAccessor).synclLock)
365 assertNull((second.accessor as FakeStorageAccessor).synclLock)
366 }

367

368 private fun createEngine(

369 storages: List<FakeStorage>,

370 groups: List<StorageSyncGroup>,

371 ): StorageSyncEngine {

372 val vaultsManager = FakeVaultsManager(storages)

373 val findStorage = FindStorageUseCase(vaultsManager)

374 return StorageSyncEngine(

375 vaultsManager = vaultsManager,

376 groupStore = FakeStorageSyncGroupStore(groups),

377 findStorageUseCase = findStorage,

378 )

379 }

380 }

381
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

StorageSyncJournalMergeTest.kt

package com.github.nullptroma.wallenc.usecases

import
import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalMerge
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths
com.github.nullptroma.wallenc.domain.datatypes.StorageSyncRevision
org.junit.Assert.assertEquals

org.junit.Assert.assertFalse

org.junit.Assert.assertTrue

org.junit.Test

java.time.Instant

class StorageSyncJournalMergeTest {

@Test
fun mergeKeepsSingleEntryPerPath() {

val older

1L)
"/a.txt", sequence = 2L)

entry(path = "/a.txt", sequence

val newer = entry(path
val merged = StorageSyncJournalMerge.merge(
mapOf("/a.txt" to older),
mapOf("/a.txt" to newer),
)
assertEquals(1l, merged.size)
assertEquals (2L, merged["/a.txt"]7?.revision?.sequence)

@Test
fun isSyncableUserPathExcludesEncDirAndJournal() {

assertFalse(StorageSyncPaths.isSyncableUserPath("/88a048ed-enc-dir/sync-

journal.json"))

assertFalse(StorageSyncPaths.isSyncableUserPath("/wallenc-yandex-system/sync-

journal.json"))

assertTrue(StorageSyncPaths.isSyncableUserPath("/wallenc-data/text-secrets.json"))

private fun entry(path: String, sequence: Long): StorageSyncJournalEntry =

StorageSyncJournalEntry (
path = path,
operation = StorageSyncOperation.UPSERT,
revision = StorageSyncRevision(
sequence = sequence,

actorId = "actor",
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createdAt

Instant.EPOCH,
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

TwoFaTotpTest.kt

package com.github.nullptroma.wallenc.usecases

import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.datatypes.TwoFaTokenRecord
com.eatthepath.otp.TimeBasedOneTimePasswordGenerator
org.junit.Assert.assertEquals

org.junit.Assert.assertNotNull

org.junit.Assert.assertTrue

org.junit.Test

java.time.Duration

java.time.Instant

javax.crypto.spec.SecretKeySpec

class TwoFaTotpTest {

@Test
fun buildTwoFaCodeStateMatchesJavaOtpForKnownSecret() {

val secretBase32 = "JBSWY3DPEHPK3PXP"
val token = TwoFaTokenRecord (

id = "1",

issuer = "Test",
account = "user",
secret = secretBase32,
digits = 6,

periodSeconds = 30,
algorithm = "SHAl1",
notes = null,
)
val nowMillis = 1 700 000 000 000L
val state = buildTwoFaCodeState(token, nowMillis)
assertNotNull(state)
val expected = generateReferenceTotp(secretBase32, nowMillis, 6, 30, "HmacSHA1")
assertEquals(expected, state!!.code)
assertTrue(state.secondsUntilRefresh in 1..30)

@Test

fun totpPeriodProgressIsContinuousWithinPeriod() {

val period = 30

val periodStartMillis = 1 700 000 100 000L // epoch sec kpaTHa period
assertEquals(0f, totpPeriodProgress(periodStartMillis, period), 0.001f)
assertEquals(0.5f, totpPeriodProgress(periodStartMillis + 15 000L, period), 0.001f)
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0.001f)
}

assertEquals(29f / 30f, totpPeriodProgress(periodStartMillis + 29 000L, period),

@Test
fun totpSecondsUntilRefreshCountsDownWithinPeriod() {

val

val

assertEquals (30, totpSecondsUntilRefresh(t0, period))
assertEquals (15, totpSecondsUntilRefresh(t@ + 15 000L, period))
assertEquals(1l, totpSecondsUntilRefresh(t0 + 29 000L, period))

@Test
fun buildTwoFaCodeStateReturnsNullForInvalidSecret() {

val

)

assertEquals(null, buildTwoFaCodeState(token, System.currentTimeMillis()))

period = 30
t0 = 1 700 000 _100 000L

token = TwoFaTokenRecord(

id = "1",

issuer = "Test",

account = "user",

secret = "!llnot-base32!!!",
digits = 6,

periodSeconds = 30,
algorithm = "SHA1",
notes = null,

private fun generateReferenceTotp(

):

secretBase32: String,

nowMillis: Long,

digits: Int,

periodSeconds: Int,

macAlgorithm: String,

String {

val

val

val

key = decodeBase32(secretBase32)

generator = TimeBasedOneTimePasswordGenerator (
Duration.ofSeconds(periodSeconds.tolLong()),
digits,

macAlgorithm,
otp = generator.generateOneTimePassword (

SecretKeySpec(key, "RAW"),
Instant.ofEpochMilli(nowMillis),
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86 return otp.toString().padStart(digits, '0")

87 }

88

89 private fun decodeBase32(input: String): ByteArray {
90 val alphabet = "ABCDEFGHIJKLMNOPQRSTUVWXYZ234567"
91 val clean = input.uppercase().replace(" ", "").replace("=", "")
92 var buffer = 0

93 var bitsLeft = 0

94 val out = ArrayList<Byte>()

95 for (ch in clean) {

96 val value = alphabet.index0f(ch)

97 buffer = (buffer shl 5) or value

98 bitsLeft += 5

99 if (bitsLeft >= 8) {

100 out.add(((buffer shr (bitsLeft - 8)) and OxFF).toByte())
101 bitsLeft -= 8

102 }

103 }

104 return out.toByteArray()

105 }

106 }

107
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

fakes/FakeStorage.kt

1 package com.github.nullptroma.wallenc.usecases. fakes

2

3 import com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
4 import com.github.nullptroma.wallenc.domain.datatypes.StorageMetalLoadState
5 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
6 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalMerge
7 import com.github.nullptroma.wallenc.domain.interfaces.IStorage

8 import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor

9 import com.github.nullptroma.wallenc.domain.interfaces.IStorageMetalInfo

10 import com.github.nullptroma.wallenc.domain.tasks.TaskProgress

11 import kotlinx.coroutines.flow.Flow

12 import kotlinx.coroutines.flow.MutableStateFlow

13 import kotlinx.coroutines.flow.StateFlow

14 import kotlinx.coroutines.flow.flowOf

15 import java.time.Instant

16 import java.util.UUID

17

18 class FakeStorage(

19 override val uuid: UUID = UUID.randomUUID(),
20 private val accessorImpl: FakeStorageAccessor = FakeStorageAccessor(),
21 private val meta: FakeMetaInfo = FakeMetaInfo(),
22 ) : IStorage {
23 override val isAvailable: StateFlow<Boolean> = MutableStateFlow(true)
24 override val size: StateFlow<Long?> = MutableStateFlow(OL)
25 override val numberOfFiles: StateFlow<Int?> = MutableStateFlow(0)
26 override val isEmpty: Flow<Boolean?> = flowOf(true)
27 override val metaInfo: StateFlow<IStorageMetaInfo> = MutableStateFlow(meta)
28 override val metalLoadState: StateFlow<StorageMetaloadState> =
29 MutableStateFlow(StorageMetalLoadState.Ready)
30 override val isVirtualStorage: Boolean = false
31 override val accessor: IStorageAccessor = accessorImpl
32
33 override suspend fun rename(newName: String) = Unit
34
35 override suspend fun setEncInfo(encInfo: StorageEncryptionInfo?) = Unit
36
37 override suspend fun clearAllContent(onProgress: suspend (TaskProgress) -> Unit) = Unit
38
39 fun setDomainFile(path: String, value: String) {
40 putFile(path, value.encodeToByteArray())
41 }
42

303



43

44

45
46
47
48

49

50
51
52
53
54
55
56
57

58

59
60
61
62
63
64
65
66
67
68
69
70

fun putFile(path: String, bytes: ByteArray) {

accessorImpl.dataFiles[com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths.norma

bytes

fun fileBytes(path: String): ByteArray? =

accessorImpl.dataFiles[com.github.nullptroma.wallenc.domain.datatypes

fun addSyncJournalEntry(entry: StorageSyncJournalEntry) {
accessorImpl.syncJournal = StorageSyncJournalMerge.merge(
accessorImpl.syncJournal,
mapOf (entry.path to entry),

fun syncJournalEntries(): List<StorageSyncJournalEntry> =
accessorImpl.syncJournal.values.tolList()

fun setAcquirelLockResult(result: Boolean) {
accessorImpl.acquireLockResult = result

class FakeMetaInfo(
override val encInfo: StorageEncryptionInfo? = null,
override val name: String = "Fake",
override val lastModified: Instant = Instant.now(),
) : IStorageMetalnfo
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

fakes/FakeStorageAccessor.kt

1 package com.github.nullptroma.wallenc.usecases.fakes

2

3 import com.github.nullptroma.wallenc.domain.datatypes.DataPage

4 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal

5 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
6 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalMerge
7 import com.github.nullptroma.wallenc.domain.datatypes.StorageSynclLock

8 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation
9 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths

10 import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncRevision
11 import com.github.nullptroma.wallenc.domain.interfaces.IDirectory

12 import com.github.nullptroma.wallenc.domain.interfaces.IFile

13 import com.github.nullptroma.wallenc.domain.interfaces.IMetaInfo

14 import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor

15 import kotlinx.coroutines.delay

16 import kotlinx.coroutines.flow.Flow

17 import kotlinx.coroutines.flow.MutableSharedFlow

18 import kotlinx.coroutines.flow.MutableStateFlow

19 import kotlinx.coroutines.flow.SharedFlow

20 import kotlinx.coroutines.flow.StateFlow

21 import kotlinx.coroutines.flow.emptyFlow

22 import java.io.ByteArrayInputStream

23 import java.io.ByteArrayOutputStream

24 import java.io.InputStream

25 import java.io.OutputStream

26 import java.time.Instant

27

28 class FakeStorageAccessor : IStorageAccessor {

29 val dataFiles: MutableMap<String, ByteArray> = mutableMapOf()

30

31 private fun norm(path: String): String = StorageSyncPaths.normalize(path)
32 val trashedPaths: MutableSet<String> = mutableSetOf()

33 private val systemFiles: MutableMap<String, ByteArray> = mutableMapOf()
34 private val filesUpdates = MutableSharedFlow<DataPage<IFile>>(extraBufferCapacity = 16)
35

36 var syncJournal: StorageSyncJournal = emptyMap()

37 var syncLock: StorageSyncLock? = null

38 var acquireLockResult: Boolean = true

39 var readSyncJournalThrows: Throwable? = null

40 var openReadDelayMs: Long = 0

41

42 override val size: StateFlow<Long?> = MutableStateFlow(OL)
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override val numberOfFiles: StateFlow<Int?> = MutableStateFlow(0)
override val isAvailable: StateFlow<Boolean> = MutableStateFlow(true)
override val filesUpdates: SharedFlow<DataPage<IFile>> = filesUpdates
override val dirsUpdates: SharedFlow<DataPage<IDirectory>> = MutableSharedFlow()
override suspend fun getAllFiles(): List<IFile> = emptylList()
override suspend fun getFiles(path: String): List<IFile> = emptylList()
override fun getFilesFlow(path: String): Flow<DataPage<IFile>> = emptyFlow()
override suspend fun getAllDirs(): List<IDirectory> = emptyList()
override suspend fun getDirs(path: String): List<IDirectory> = emptyList()
override fun getDirsFlow(path: String): Flow<DataPage<IDirectory>> = emptyFlow()
override suspend fun getFileInfo(path: String): IFile {

val key = norm(path)

val bytes = dataFiles[key] ?7: throw IllegalStateException("File not found: $path")
return FakeFile(key, bytes.size.tolLong())

override suspend fun getDirInfo(path: String): IDirectory {
error("Not implemented in tests")
override suspend fun setHidden(path: String, hidden: Boolean) = Unit
override suspend fun touchFile(path: String) = Unit
override suspend fun touchDir(path: String) = Unit
override suspend fun delete(path: String, recordSyncJournal: Boolean) {
dataFiles.remove(norm(path))

if (recordSyncJournal) {

recordDeleteJournal(path)

override suspend fun openWrite(path: String, recordSyncJournal: Boolean): OutputStream {

return object : ByteArrayOutputStream() {
override fun close() {
dataFiles[norm(path)] = toByteArray()
_filesUpdates.tryEmit(
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88 DataPage(

89 listOf(FakeFile(path)),

90 pagelLength = 1,

91 pageIndex = 0,

92 ),

93 )

94 }

95 }

96 }

97

98 override suspend fun openRead(path: String): InputStream {

99 if (openReadDelayMs > 0) {

100 delay(openReadDelayMs)

101 }

102 val bytes = dataFiles[norm(path)] ?: throw IllegalStateException("File not found:
$path")

103 return ByteArrayInputStream(bytes)

104 }

105

106 override suspend fun moveToTrash(path: String, recordSyncJournal: Boolean) {

107 val key = norm(path)

108 if (key in dataFiles) {

109 trashedPaths.add(key)

110 if (recordSyncJournal) {

111 recordTrashJournal(path)

112 }

113 }

114 }

115

116 override suspend fun openReadSystemFile(name: String): InputStream {

117 val bytes = systemFiles[name] ?: ByteArray(0)

118 return ByteArrayInputStream(bytes)

119 }

120

121 override suspend fun openWriteSystemFile(name: String): OutputStream {

122 return object : ByteArrayOutputStream() {

123 override fun close() {

124 systemFiles[name] = toByteArray()

125 }

126 }

127 }

128

129 override suspend fun readSyncJournal(): StorageSyncJournal {

130 readSyncJournalThrows?.let { throw it }

131 return syncJournal
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132 }

133

134 override suspend fun flushPendingSyncJournal() = Unit

135

136 override suspend fun putSyncJournalEntries(entries: StorageSyncJournal) {
137 syncJournal = StorageSyncJournalMerge.merge(syncJournal, entries)
138 }

139

140 private suspend fun recordDeleteJournal(path: String) {

141 appendJournalEntry(path, StorageSyncOperation.DELETE)

142 }

143

144 private suspend fun recordTrashJournal(path: String) {

145 appendJournalEntry(path, StorageSyncOperation.TRASH)

146 }

147

148 private suspend fun appendJournalEntry(path: String, operation: StorageSyncOperation) {
149 val cleaned = norm(path)

150 o val nextSequence = (syncJournal.values.max0fOrNull { it.revision.sequence } 7: OL) +
151 putSyncJournalEntries(

152 mapOf (

153 cleaned to StorageSyncJournalEntry(

154 path = cleaned,

155 operation = operation,

156 revision = StorageSyncRevision(

157 sequence = nextSequence,

158 actorId = "fake-actor",

159 createdAt = Instant.now(),

160 ),

161 ),

162 ),

163 )

164 }

165

166 override suspend fun readSynclLock(): StorageSyncLock? = syncLock

167

168 . override suspend fun tryAcquireSyncLock(holderId: String, leaseUntil: Instant): Boolean
169 if (l'acquireLockResult) return false

170 syncLock = StorageSyncLock(holderId, leaseUntil, Instant.now())
171 return true

172 }

173

174 override suspend fun releaseSyncLock(holderId: String) {
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177
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197

if (syncLock?.holderId == holderId) {
syncLock = null

override suspend fun forceClearSyncLock() {

syncLock = null

class FakeFile(
path: String,
size: Long =
) : IFile {
override val
override
override
override
override

override

oL,

metalnfo: IMetaInfo = object : IMetaInfo {

val
val
val
val

val

size: Long = size

isDeleted: Boolean = false

isHidden: Boolean = false
lastModified: Instant = Instant.now()
path: String = path
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/
fakes/FakeStorageSyncGroupStore.kt

package com.github.nullptroma.wallenc.usecases. fakes

import com.github.nullptroma.wallenc.domain.interfaces.IStorageSyncGroupStore
import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroup

class FakeStorageSyncGroupStore(
private var groups: List<StorageSyncGroup> = emptylList(),
) : IStorageSyncGroupStore {

override suspend fun getGroups(): List<StorageSyncGroup> = groups

override suspend fun putGroup(group: StorageSyncGroup) {
groups = groups.filterNot { it.id == group.id } + group

override suspend fun removeGroup(groupId: String) {

groups = groups.filterNot { it.id == groupId }
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Ucxonnbiit aiin usecases/src/test/java/com/github/nullptroma/wallenc/usecases/

fakes/FakeVaultsManager.kt

package com.github.nullptroma.wallenc.usecases. fakes

import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey
import com.github.nullptroma.wallenc.domain.interfaces.IStorage
import com.github.nullptroma.wallenc.domain.interfaces.IUnlockManager
import com.github.nullptroma.wallenc.domain.interfaces.IVault

import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.StateFlow

import java.util.UUID
class FakeVaultsManager (
storages: List<IStorage>,
) : IVaultsManager {
override val vaults: StateFlow<List<IVault>> = MutableStateFlow(emptyList())

override val allStorages: StateFlow<List<IStorage>> = MutableStateFlow(storages)
override val unlockManager: IUnlockManager = FakeUnlockManager()

class FakeUnlockManager : IUnlockManager {

override val openedStorages: StateFlow<Map<UUID, IStorage>> =
MutableStateFlow(emptyMap())

override fun getOpenedStorageKey(uuid: UUID): EncryptKey? = null

override suspend fun open(storage: IStorage, key: EncryptKey, rememberPassword:
Boolean): IStorage = storage

override suspend fun rememberKey(storage: IStorage, key: EncryptKey) = Unit
override suspend fun close(storage: IStorage) = Unit

override suspend fun close(uuid: UUID) = Unit
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Ucxonubiit daiin ui/proguard-rules.pro

Add project specific ProGuard rules here.
You can control the set of applied configuration files using the
proguardFiles setting in build.gradle.

For more details, see

http://developer.android.com/guide/developing/tools/proguard.html

If your project uses WebView with JS, uncomment the following

and specify the fully qualified class name to the JavaScript interface
class:

keepclassmembers class fqgcn.of.javascript.interface.for.webview {

public *;

Uncomment this to preserve the line number information for
debugging stack traces.
keepattributes SourceFile,LineNumberTable

If you keep the line number information, uncomment this to

hide the original source file name.
renamesourcefileattribute SourceFile
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Ucxonnsiit daiin ui/src/android Test/java/com/github/nullptroma/wallenc/ui/screens/
main/screens/storage/secrets/TextSecretsScreenContentTest.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import androidx.compose.material3.MaterialTheme

import androidx.compose.ui.test.assertIsDisplayed

import androidx.compose.ui.test.junit4.createComposeRule

import androidx.compose.ui.test.onNodeWithText

import androidx.test.ext.junit.runners.AndroidJUnit4

import androidx.test.platform.app.InstrumentationRegistry

import com.github.nullptroma.wallenc.domain.datatypes.TextSecretEntryRecord
import com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord
import com.github.nullptroma.wallenc.ui.R

import org.junit.Rule

import org.junit.Test

import org.junit.runner.RunWith

@RunWith(AndroidJUnit4: :class)

class TextSecretsScreenContentTest {

@get:Rule
val composeRule = createComposeRule()

private val context get() = InstrumentationRegistry.getInstrumentation().targetContext

@Test
fun showsEmptyStateWhenNoSecrets() {
composeRule.setContent {
MaterialTheme {
TextSecretsScreenContent(
uiState = TextSecretsScreenState(

islLoading = false,
isAvailable = true,
items = emptylList(),

}
}
composeRule.onNodeWithText (context.getString(R.string.text secret empty state)).assertIsDisp
}
@Test

fun showsSecretTitle() {
val secret = TextSecretRecord(
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title = "Production DB",

items = listOf(TextSecretEntryRecord(label = "user", value = "admin")),

)
composeRule.setContent {
MaterialTheme {
TextSecretsScreenContent(
uiState = TextSecretsScreenState(
isLoading = false,
isAvailable = true,
items = listOf(secret),
),

) |
TextSecretListCard(
secret = secret,
onClick = {},
enabled = true,
)
}

}

composeRule.onNodeWithText ("Production DB").assertIsDisplayed()
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Ucxonnsiit daiin ui/src/android Test/java/com/github/nullptroma/wallenc/ui/screens/
main/screens/storage/twofa/TwoFaTokensScreenContentTest.kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa
2

3 import androidx.compose.foundation.layout.padding

4 import androidx.compose.material3.MaterialTheme

5 import androidx.compose.ui.Modifier

6 import androidx.compose.ui.test.junit4.createComposeRule
7 import androidx.compose.ui.test.onNodeWithText

8 import androidx.compose.ui.test.assertIsDisplayed

9 import androidx.compose.ui.unit.dp

10 import androidx.test.ext.junit.runners.AndroidJUnit4

11 import androidx.test.platform.app.InstrumentationRegistry
12 import com.github.nullptroma.wallenc.domain.datatypes.TwoFaTokenRecord
13 import com.github.nullptroma.wallenc.ui.R

14 import org.junit.Rule

15 import org.junit.Test

16 import org.junit.runner.RunWith

17

18 @RunWith(AndroidJUnit4::class)

19 class TwoFaTokensScreenContentTest {

20

21 @get:Rule

22 val composeRule = createComposeRule()

23

24 private val context get() = InstrumentationRegistry.getInstrumentation().targetContext
25

26 @Test

27 fun showsEmptyStateWhenNoTokens() {

28 composeRule.setContent {

29 MaterialTheme {

30 TwoFaTokensScreenContent (

31 uiState = TwoFaTokensScreenState(

32 isLoading = false,

33 isAvailable = true,

34 items = emptylList(),

35 ),

36 )

37 }

38 }

39 composeRule.onNodeWithText (context.getString(R.string.two fa empty state)).assertIsDisplayed
40 }

41

42 @Test
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fun showsIssuerAndAccountForToken() {

val token = TwoFaTokenRecord(

id = Illll’
issuer = "GitHub",
account = "user@example.com",

secret = "SECRET",
)
composeRule.setContent {
MaterialTheme {
TwoFaTokensScreenContent (
uiState = TwoFaTokensScreenState(
isLoading = false,
isAvailable = true,
items = 1istOf(token),
),
) {
TwoFaTokenListHeader(
issuer = token.issuer,
account = token.account,

modifier = Modifier.padding(8.dp),

}
composeRule.onNodeWithText ("GitHub") .assertIsDisplayed()

composeRule.onNodeWithText ("user@example.com").assertIsDisplayed()
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Ncxonnsiii daiin ui/sre/main/AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest>

</manifest>
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/

ViewModelBase.kt
1 package com.github.nullptroma.wallenc.ui
2
3
4 import androidx.lifecycle.ViewModel
5 import kotlinx.coroutines.flow.MutableStateFlow
6 import kotlinx.coroutines.flow.StateFlow
7
8 abstract class ViewModelBase<TState>(initState: TState) : ViewModel() {
9 private val state = MutableStateFlow(initState)
10
11 val state: StateFlow<TState>
12 get() = state
13
14 protected fun updateState(newState: TState) {
15 _state.value = newState
16 }
17 }
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/WallencUi.kt

package com.github.nullptroma.wallenc.ui

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

android.content.Intent

androidx

androidx

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

.compose.animation.core.tween

.compose.animation. fadeln

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.

compose.

material.icons.
material.icons.
material.icons.

material.icons.

ui.

navigation.
navigation.
navigation.

navigation.

animation. fadeOut

foundation.layout.Box
foundation.layout.navigationBarsPadding
foundation.layout.padding

material.icons.Icons

automirrored.rounded.List
rounded.Menu
rounded.Settings

rounded.Sync

material3.ExperimentalMaterial3Api
material3.Scaffold
material3.Surface
runtime.Composable
runtime.LaunchedEffect
runtime.getValue

runtime. remember

ui.Modifier

unit.dp

hilt.lifecycle.viewmodel.compose.hiltViewModel

compose.NavHost
compose. composable
compose.currentBackStackEntryAsState

navDeepLink

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

.wallenc.

ui

ui.
ui.
ui.
ui.
ui.
ui.
ui.
ui.
ui.
ui.
ui.
ui.
ui.

ui.

.elements.FloatingWallencNavigationBar
navigation.NavBarItemData
navigation.WallencDeepLinks
navigation.matchesWallencDeepLink
navigation.rememberNavigationState
screens.main.MainRoute
screens.main.MainScreen

screens.main.MainViewModel

screens.main.screens.tasks.TaskPipelineRoute

screens.main.screens.tasks.TaskPipelineScreen

screens.settings.SettingsRoute
screens.settings.SettingsScreen
screens.settings.SettingsViewModel
screens.sync.StorageSyncRoute

screens.sync.StorageSyncScreen
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85
86

87

import com.github.nullptroma.wallenc.ui.screens.sync.StorageSyncViewModel

import com.github.nullptroma.wallenc.ui.theme.WallencTheme

@Composable

fun

) {

WallencUi(
deepLinkPulse: Int = 0,
deepLinkIntent: Intent = Intent(),

WallencTheme {
Surface {
WallencNavRoot (
deepLinkPulse = deepLinkPulse,
deepLinkIntent = deepLinkIntent,

@OptIn(ExperimentalMaterial3Api::class)

@Composable

fun

) {

WallencNavRoot (

viewModel: WallencViewModel = hiltViewModel(),
deepLinkPulse: Int = 0,

deepLinkIntent: Intent = Intent(),

val navState = rememberNavigationState()

val mainViewModel: MainViewModel = hiltViewModel()
val settingsViewModel: SettingsViewModel = hiltViewModel()
val storageSyncViewModel: StorageSyncViewModel = hiltViewModel()

val topLevelRoutes = viewModel.routes

LaunchedEffect(deepLinkPulse) {
if (deepLinkPulse <= 0) return@LaunchedEffect
if (!deepLinkIntent.matchesWallencDeepLink()) return@LaunchedEffect
navState.navHostController.handleDeepLink(deepLinkIntent)

val topLevelNavBarItems = remember {
mapOf (
MainRoute: :class.qualifiedName!! to NavBarItemData(
R.string.nav_label main, MainRoute::class.qualifiedName!!,

Icons.Rounded.Menu
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88

89

90

91

92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132

),

TaskPipelineRoute: :class.qualifiedName!! to NavBarItemData(
R.string.task pipeline_ title,

TaskPipelineRoute: :class.qualifiedName!!,
Icons.AutoMirrored.Rounded.List,
R.string.task pipeline open,

),

StorageSyncRoute: :class.qualifiedName!! to NavBarItemData(
R.string.nav_label sync,
StorageSyncRoute::class.qualifiedName!!,
Icons.Rounded.Sync,

),

SettingsRoute: :class.qualifiedName!! to NavBarItemData(
R.string.nav_label settings,
SettingsRoute::class.qualifiedName!!,
Icons.Rounded.Settings,

),

val navBackStackEntry by navState.navHostController.currentBackStackEntryAsState()

val currentRoute = navBackStackEntry?.destination?.route

Scaffold(
bottomBar = {

b

Box (
modifier = Modifier
.navigationBarsPadding()
.padding(horizontal = 12.dp)
.padding(top = 4.dp, bottom = 6.dp),

I= true) {

) A
FloatingWallencNavigationBar(
items = topLevelNavBarItems,
routes = topLevelRoutes,
currentRoute = currentRoute,
onNavigate = { item ->
val route = topLevelRoutes[item.screenRouteClass]
?: error("Route ${item.screenRouteClass} not found")
if (currentRoute?.startsWith(item.screenRouteClass)
navState.changeTop(route)
}
}
)
}
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133 ) { innerPaddings ->

134 NavHost (

135 navState.navHostController,

136 startDestination = topLevelRoutes[MainRoute::class.qualifiedName]!!,
137 modifier = Modifier.padding(innerPaddings),

138 ) {

139 composable<MainRoute>(

140 deepLinks = listOf(

141 navDeepLink { uriPattern = WallencDeepLinks.MAIN URI PATTERN },
142 ),

143 enterTransition = {

144 fadeln(tween(200))

145 b

146 exitTransition = {

147 fadeOut (tween(200))

148 }

149 ) A

150 MainScreen(

151 modifier = Modifier,

152 viewModel = mainViewModel,

153 )

154 }

155 composable<SettingsRoute>(

156 deepLinks = 1istOf(

157 navDeepLink { uriPattern = WallencDeepLinks.SETTINGS URI PATTERN },
158 ),

159 enterTransition = {

160 fadeIn(tween(200))

161 I

162 exitTransition = {

163 fadeOut (tween(200))

164 I

165 ) {

166 SettingsScreen(Modifier, settingsViewModel)
167 }

168 composable<StorageSyncRoute>(

169 deepLinks = 1istOf(

170 navDeepLink { uriPattern = WallencDeepLinks.SYNC URI PATTERN },
171 ),

172 enterTransition = {

173 fadeln(tween(200))

174 b

175 exitTransition = {

176 fadeOut (tween(200))

177 1,
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178 ) {

179 StorageSyncScreen(

180 modifier = Modifier,

181 viewModel = storageSyncViewModel,
182 )

183 }

184 composable<TaskPipelineRoute>(

185 deepLinks = 1istOf(

186 navDeepLink { uriPattern = WallencDeepLinks.TASKS URI PATTERN 1},
187 ),

188 enterTransition = {

189 fadeIn(tween(200))

190 },

191 exitTransition = {

192 fadeOut (tween(200))

193 b

194 ) A

195 TaskPipelineScreen(modifier = Modifier)
196 }

197 }

198 }

199 }

200
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Ucxonubiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/
WallencViewModel.kt

package com.github.nullptroma.wallenc.ui

import
import
import
import
import
import
import
import

import

androidx.compose.runtime.mutableStateOf

androidx.lifecycle.SavedStateHandle

androidx.lifecycle.viewmodel.compose.SavedStateHandleSaveableApi

androidx.lifecycle.viewmodel. compose.saveable

com.github.nullptroma.wallenc.
com.github.nullptroma.wallenc.
com.github.nullptroma.wallenc.
com.github.nullptroma.wallenc.
dagger.hilt.android.lifecycle.

@HiltViewModel

class WallencViewModel @javax.inject.

SavedStateHandle)
ViewModelBase<Unit>(Unit) {
@0ptIn(SavedStateHandleSaveableApi: :class)
var routes by savedStateHandle.saveable {

mutableStateOf(
mapOf (

ui.screens.main.MainRoute
ui.screens.main.screens.tasks.TaskPipelineRoute
ui.screens.settings.SettingsRoute
ui.screens.sync.StorageSyncRoute

HiltViewModel

Inject constructor(savedStateHandle:

MainRoute::class.qualifiedName!! to MainRoute(),

TaskPipelineRoute: :class.qualifiedName!! to TaskPipelineRoute(),

StorageSyncRoute: :class.qualifiedName!! to StorageSyncRoute(),

SettingsRoute::class.

private set

qualifiedName!! to SettingsRoute()
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/
Dialogs.kt

package com.github.nullptroma.wallenc.ui.elements

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.

com.github.nullptroma.wallenc.ui.R

compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.

compose.

foundation.
foundation.
foundation.
foundation.

foundation.

foundation

foundation.

foundation.

material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.

runtime.Composable

layout

.layout.

layout

layout.
layout.
layout.
layout.

layout.
.width

.Arrangement

Column

Row

Spacer
fillMaxWidth
height
padding

BasicAlertDialog

Button
Card

Checkbox

ExperimentalMaterial3Api

MaterialTheme

Text

TextField

runtime.LaunchedEffect

runtime.ge

tValue

runtime.mutableStateOf

runtime. re
runtime.se
ui.Alignme
ui.Modifie

member
tValue
nt

r

ui.focus.FocusRequester

ui.focus.focusRequester

ui.res.stringResource

ui.unit.dp

@OptIn(ExperimentalMaterial3Api::class)

@Composable
fun TextEditCancelOkDialog(

onDismiss:

()

onConfirmation:

title: String,

-> Unit,

(String) -> Un

startString: String = "",

) {

it,

var name by remember { mutableStateOf(startString) }

val focusRequester

remember { FocusRequester() }
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BasicAlertDialog(
onDismissRequest = { onDismiss() },
) {
Card {
Column(modifier = Modifier.padding(12.dp)) {
Text(title, style = MaterialTheme.typography.titlelLarge)
TextField(
modifier = Modifier.focusRequester(focusRequester),
value = name,
onValueChange = { name = it },
)
Spacer(modifier = Modifier.height(24.dp))
Row (
modifier = Modifier.fillMaxWidth(),

horizontalArrangement = Arrangement.SpaceEvenly,

Button(modifier = Modifier.weight(1f), onClick = onDismiss) {
Text(stringResource(R.string.dialog cancel))
}
Spacer(modifier = Modifier.width(12.dp))
Button(
modifier = Modifier.weight(1f),
onClick = {
onConfirmation(name)
b
) {
Text(stringResource(R.string.dialog ok))

70
71
72
73
74
75
76
77
78
79
80

LaunchedEffect(Unit) {
focusRequester. requestFocus()

@OptIn(ExperimentalMaterial3Api::class)
@Composable

fun ConfirmationCancelOkDialog(onDismiss: () -> Unit, onConfirmation: () -> Unit, title:
String) {

BasicAlertDialog(
onDismissRequest = { onDismiss() },

) {
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87 Card {

88 Column(modifier = Modifier.padding(12.dp)) {

89 Text(title, style = MaterialTheme.typography.titlelLarge)

90 Spacer(modifier = Modifier.height(24.dp))

91 Row (

92 modifier = Modifier.fillMaxWidth(),

93 horizontalArrangement = Arrangement.SpaceEvenly,

94 ) {

95 Button(modifier = Modifier.weight(1f), onClick = onDismiss) {

96 Text(stringResource(R.string.dialog cancel))

97 }

98 Spacer(modifier = Modifier.width(12.dp))

99 Button(

100 modifier = Modifier.weight(1f),

101 onClick = {

102 onConfirmation()

103 b

104 ) {

105 Text(stringResource(R.string.dialog ok))

106 }

107 }

108 }

109 }

110 }

111 }

112

113 @OptIn(ExperimentalMaterial3Api: :class)

114 @Composable

115 fun EncryptionSetupDialog(

116 onDismiss: () -> Unit,

117 . onConfirmation: (password: String, encryptPath: Boolean, rememberPassword: Boolean) ->
Unit,

118 ) {

119 var password by remember { mutableStateOf("") }

120 var encryptPath by remember { mutableStateOf(false) }

121 var rememberPassword by remember { mutableStateOf(true) }

122 BasicAlertDialog(onDismissRequest = onDismiss) {

123 Card {

124 Column(modifier = Modifier.padding(12.dp)) {

125 Text(

126 stringResource(R.string.dialog_encryption enable title),

127 style = MaterialTheme.typography.titlelLarge,

128 )

129 Spacer(modifier = Modifier.height(12.dp))

130 TextField(
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131 value = password,

132 onValueChange = { password = it },

133 label = { Text(stringResource(R.string.dialog password label)) },

134 )

135 Row(verticalAlignment = Alignment.CenterVertically) {

136 Checkbox(checked = encryptPath, onCheckedChange = { encryptPath = it })

137 Text(stringResource(R.string.dialog encrypt paths))

138 }

139 Row(verticalAlignment = Alignment.CenterVertically) {

140 Checkbox(checked = rememberPassword, onCheckedChange =
{ rememberPassword = it })

141 Text(stringResource(R.string.dialog remember password))

142 }

143 Spacer(modifier = Modifier.height(16.dp))

144 Row(modifier = Modifier.fillMaxWidth(), horizontalArrangement =
Arrangement.SpaceEvenly) {

145 Button(modifier = Modifier.weight(1f), onClick = onDismiss) {

146 Text(stringResource(R.string.dialog cancel))

147 }

148 Spacer(modifier = Modifier.width(12.dp))

149 Button(

150 modifier = Modifier.weight(1f),

151 onClick = { onConfirmation(password, encryptPath,
rememberPassword) 1},

152 enabled = password.isNotEmpty(),

153 ) |

154 Text(stringResource(R.string.dialog apply))

155 }

156 }

157 }

158 }

159 }

160 }

1ol

162 @OptIn(ExperimentalMaterial3Api::class)

163 @Composable

164 fun OpenEncryptedStorageDialog(

165 onDismiss: () -> Unit,

166 onConfirmation: (password: String, rememberPassword: Boolean) -> Unit,

167 ) {

168 var password by remember { mutableStateOf("") }

169 var rememberPassword by remember { mutableStateOf(false) }

170 BasicAlertDialog(onDismissRequest = onDismiss) {

171 Card {

172 Column(modifier = Modifier.padding(12.dp)) {
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173 Text(

174 stringResource(R.string.dialog_open _encrypted title),

175 style = MaterialTheme.typography.titlelLarge,

176 )

177 Spacer(modifier = Modifier.height(12.dp))

178 TextField(

179 value = password,

180 onValueChange = { password = it },

181 label = { Text(stringResource(R.string.dialog password label)) 1},
182 )

183 Row(verticalAlignment = Alignment.CenterVertically) {

Checkbox(checked = rememberPassword, onCheckedChange =

184 { rememberPassword = it })

185 Text(stringResource(R.string.dialog remember password))

186 }

187 Spacer(modifier = Modifier.height(16.dp))

188 Row(modifier = Modifier.fillMaxWidth(), horizontalArrangement =
Arrangement.SpaceEvenly) {

189 Button(modifier = Modifier.weight(1f), onClick = onDismiss) {

190 Text(stringResource(R.string.dialog cancel))

191 }

192 Spacer(modifier = Modifier.width(12.dp))

193 Button(

194 modifier = Modifier.weight(1f),

195 onClick = { onConfirmation(password, rememberPassword) },

196 enabled = password.isNotEmpty(),

197 ) |

198 Text(stringResource(R.string.dialog open))

199 }

200 }

201 }

202 }

203 }

204 }

205

206 @OptIn(ExperimentalMaterial3Api::class)

207 @Composable

208 fun StorageEncryptionActionsDialog(

209 onDismiss: () -> Unit,

210 title: String,

211 isOpened: Boolean,

212 onOpen: () -> Unit,

213 onClose: () -> Unit,

214 onDisable: () -> Unit,

215 ) {

216 BasicAlertDialog(onDismissRequest = onDismiss) {
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217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242

Card {
Column(modifier = Modifier.padding(12.dp)) {
Text(title, style = MaterialTheme.typography.titlelLarge)
Spacer(modifier = Modifier.height(12.dp))
if (isOpened) {
Button(onClick = onClose, modifier = Modifier.fillMaxWidth()) {
Text(stringResource(R.string.dialog close))
}
} else {
Button(onClick = onOpen, modifier = Modifier.fillMaxWidth()) {
Text(stringResource(R.string.dialog open))

}

Spacer(modifier = Modifier.height(8.dp))

Button(onClick = onDisable, modifier = Modifier.fillMaxWidth()) {
Text (stringResource(R.string.dialog disable encryption))

}

Spacer(modifier = Modifier.height(12.dp))

Button(onClick = onDismiss, modifier = Modifier.fillMaxWidth()) {
Text(stringResource(R.string.dialog done))
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

FloatingBackButton .kt
1 package com.github.nullptroma.wallenc.ui.elements
2
3 import androidx.compose.animation.AnimatedVisibility
4 import androidx.compose.animation.core.tween
5 import androidx.compose.animation.fadeIn
6 import androidx.compose.animation.fadeOut
7 import androidx.compose.animation.slideInVertically
8 import androidx.compose.animation.slideOutVertically
9 import androidx.compose.foundation.layout.padding
10 import androidx.compose.foundation.layout.size
11 import androidx.compose.foundation.shape.CircleShape
12 import androidx.compose.material.icons.Icons
13 import androidx.compose.material.icons.automirrored.rounded.ArrowBack
14 import androidx.compose.material3.ExperimentalMaterial3Api
15 import androidx.compose.material3.Icon
16 import androidx.compose.material3.MaterialTheme
17 import androidx.compose.material3.Surface
18 import androidx.compose.runtime.Composable
19 import androidx.compose.ui.Modifier
20 import androidx.compose.ui.res.stringResource
21 import androidx.compose.ui.unit.dp
22 import com.github.nullptroma.wallenc.ui.R
23
24 private const val BackButtonAnimMillis = 200
25
26 private val backButtonEnter = fadeIn(tween(BackButtonAnimMillis)) +
27 slideInVertically(
28 animationSpec = tween(BackButtonAnimMillis),
29 initialOffsetY = { fullHeight -> fullHeight / 2 },
30 )
31
32 private val backButtonExit = fadeOut(tween(BackButtonAnimMillis)) +
33 slideOutVertically(
34 animationSpec = tween(BackButtonAnimMillis),
35 targetOffsetY = { fullHeight -> -fullHeight / 2 },
36 )
37
38 @OptIn(ExperimentalMaterial3Api::class)
39 @Composable
40 fun FloatingBackButton(
41 onClick: () -> Unit,
42 modifier: Modifier = Modifier,
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) {

Surface(

onClick = onClick,

modifier = modifier.size(44.dp),

shape
color = MaterialTheme.colorScheme.surfaceContainerHigh,

CircleShape,

shadowElevation = 4.dp,

tonalElevation = 2.dp,

contentColor = MaterialTheme.colorScheme.onSurface,

Icon(

@Composable

imageVector = Icons.AutoMirrored.Rounded.ArrowBack,
contentDescription = stringResource(R.string.nav_cd back),

modifier = Modifier.padding(10.dp),

fun AnimatedFloatingBackButton(

visible:

onClick:

Boolean,
() -> Unit,

modifier: Modifier = Modifier,

) {

AnimatedVisibility(

visible = visible,

modifier = modifier,

enter = backButtonEnter,

exit

= backButtonExit,

FloatingBackButton(onClick = onClick)
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

FloatingWallencNavigationBar.kt

package com.github.nullptroma.wallenc.ui.elements

import androidx.compose.foundation.layout.Arrangement
import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.Row

import androidx.compose.foundation.layout.fillMaxWidth
import androidx.compose.foundation.layout.height

import androidx.compose.foundation.layout.padding

import androidx.compose.foundation.layout.size

import androidx.compose.foundation.layout.widthIn

import androidx.compose.foundation.shape.RoundedCornerShape
import androidx.compose.material3.ExperimentalMaterial3Api
import androidx.compose.material3.Icon

import androidx.compose.material3.MaterialTheme

import androidx.compose.material3.Surface

import androidx.compose.runtime.Composable

import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.graphics.vector.ImageVector
import androidx.compose.ui.hapticfeedback.HapticFeedbackType
import androidx.compose.ui.platform.LocalHapticFeedback
import androidx.compose.ui.res.stringResource

import androidx.compose.ui.semantics.Role

import androidx.compose.ui.semantics.contentDescription
import androidx.compose.ui.semantics.role

import androidx.compose.ui.semantics.semantics

import androidx.compose.ui.unit.dp

import com.github.nullptroma.wallenc.ui.navigation.NavBarItemData

/** BepTuKanbHbIl 3a30p MeXLy BJIOXEHHOM W KOPHEBOW MNSaBawWWMU MaHensMu HaBWUraUWUW.

val WallencNestedNavBarGap = 2.dp

@Composable
fun FloatingWallencNavigationBar(
items: Map<String, NavBarItemData>,
routes: Map<String, *>,
currentRoute: String?,
onNavigate: (NavBarItemData) -> Unit,
modifier: Modifier = Modifier,
compact: Boolean = false,
) {
val haptic = LocalHapticFeedback.current
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val barHeight = if (compact) 48.dp else 56.dp

val barShape = if (compact) RoundedCornerShape(22.dp) else RoundedCornerShape(28.dp)

val barHorizontalPadding = if (compact) 4.dp else 6.dp

val barSurface: @Composable () -> Unit = {
Surface(
modifier = Modifier
.then(
if (compact) {
Modifier
.widthIn(max = 300.dp)
.fillMaxWidth(0.68f)

} else {
Modifier.fillMaxWidth()
I
),
shape = barShape,
color = MaterialTheme.colorScheme.surfaceContainerHigh,

shadowElevation = 6.dp,

tonalElevation = 2.dp,

Row (
modifier = Modifier
.fillMaxWidth()
.height(barHeight)
.padding(horizontal = barHorizontalPadding, vertical = 4.dp),
verticalAlignment = Alignment.CenterVertically,
) A
items.forEach { (routeClassName, navBarItemData) ->

val iconVector = navBarItemData.icon ?: return@forEach

val selected = currentRoute?.startsWith(routeClassName) == true
val enabled = routes[navBarItemData.screenRouteClass] '= null
FloatingNavItem(

modifier = Modifier
.weight (1f)
.fillMaxwidth(),
icon = iconVector,
label = stringResource(navBarItemData.nameStringResourceld),

contentDescription =
stringResource(navBarItemData.iconContentDescriptionResourceld),

selected = selected,

enabled enabled,

compact = compact,
onClick = {
if (!selected && enabled) {
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87 haptic.performHapticFeedback(HapticFeedbackType.TextHandleMove)

88 onNavigate(navBarItemData)

89 }

90 +

91 )

92 }

93 }

94 }

95 }

96

97 if (compact) {

98 Box (

99 modifier = modifier.fillMaxWidth(),
100 contentAlignment = Alignment.Center,
101 ) |
102 barSurface()

103 }

104 } else {

105 Box(modifier = modifier.fillMaxWidth()) {
106 barSurface()

107 }

108 }

109 }

110

111 @OptIn(ExperimentalMaterial3Api::class)

112 @Composable

113 private fun FloatingNavItem(

114 icon: ImageVector,

115 label: String,

116 contentDescription: String,

117 selected: Boolean,

118 enabled: Boolean,

119 compact: Boolean,

120 onClick: () -> Unit,

121 modifier: Modifier = Modifier,

122 ) {

123 val iconSize = if (compact) 22.dp else 24.dp
124 val itemPaddingH = if (compact) 6.dp else 8.dp
125 val itemPaddingV = if (compact) 6.dp else 8.dp
126 val labelStyle = if (compact) {

127 MaterialTheme.typography.labelSmall

128 } else {

129 MaterialTheme. typography.labelMedium

130 }
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131 val labelVelocity = if (compact) 24.dp else 28.dp

132 val itemShape = if (compact) RoundedCornerShape(16.dp) else RoundedCornerShape(20.dp)
133 val containerColor = if (selected) {

134 MaterialTheme.colorScheme.secondaryContainer

135 } else {

136 MaterialTheme.colorScheme.surfaceContainerHigh

137 }

138 val contentColor = if (selected) {

139 MaterialTheme.colorScheme.onSecondaryContainer

140 } else {

141 MaterialTheme.colorScheme.onSurfaceVariant

142 }

143 Surface(

144 onClick = onClick,

145 enabled = enabled,

146 modifier = modifier

147 .padding(horizontal = if (compact) 1l.dp else 2.dp)
148 .semantics {

149 role = Role.Tab

150 this.contentDescription = contentDescription
151 },

152 shape = itemShape,

153 color = containerColor,

154 contentColor = contentColor,

155 ) {

156 Row (

157 modifier = Modifier

158 .fillMaxWidth()

159 .padding(horizontal = itemPaddingH, vertical = itemPaddingV),
160 horizontalArrangement = if (selected) Arrangement.Start else Arrangement.Center,
161 verticalAlignment = Alignment.CenterVertically,
162 ) |

163 Icon(

164 imageVector = icon,

165 contentDescription = null,

166 modifier = Modifier.size(iconSize),

167 )

168 if (selected) {

169 NavigationBarMarqueeText (

170 text = label,

171 modifier = Modifier

172 .weight(1f)

173 .padding(start = if (compact) 4.dp else 6.dp),
174 style = labelStyle,

175 velocity = labelVelocity,
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

NavigationBarMarqueeText.kt

1 package com.github.nullptroma.wallenc.ui.elements
2

3 import androidx.compose.foundation.ExperimentalFoundationApi
4 import androidx.compose.foundation.basicMarquee

5 import androidx.compose.foundation.layout.fillMaxWidth
6 import androidx.compose.material3.LocalTextStyle
7 import androidx.compose.material3.Text

8 import androidx.compose.runtime.Composable

9 import androidx.compose.ui.Modifier

10 import androidx.compose.ui.text.TextStyle

11 import androidx.compose.ui.text.style.TextAlign
12 import androidx.compose.ui.text.style.TextOverflow
13 import androidx.compose.ui.unit.Dp

14 import androidx.compose.ui.unit.dp

15

16 /**

17 * QpHOCTpPOYHas nofgnucb Taba: NpuM HexXBaTKe WWUPUHBI TEKCT LUKIUYECKU NPOKPYy4YMBaeTCH.
18 */

19 @OptIn(ExperimentalFoundationApi::class)

20 @Composable

21 fun NavigationBarMarqueeText(

22 text: String,

23 modifier: Modifier = Modifier,

24 style: TextStyle = LocalTextStyle.current,

25 velocity: Dp = 28.dp,

26 ) {

27 Text(

28 text = text,

29 modifier = modifier

30 .fillMaxWidth()

31 .basicMarquee(

32 iterations = Int.MAX VALUE,

33 repeatDelayMillis = 1 200,

34 velocity = velocity,

35 ),

36 style = style,

37 maxLines = 1,

38 softWrap = false,

39 overflow = TextOverflow.Clip,

40 textAlign = TextAlign.Center,

41 )

42 }
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

QrlmageDecoder.kt

package com.github.nullptroma.wallenc.ui.elements

import
import
import
import
import
import
import
import
import

import

androidx.camera.core.ImageProxy
com.google.zxing.BarcodeFormat
com.google.zxing.BinaryBitmap
com.google.zxing.ChecksumException
com.google.zxing.DecodeHintType
com.google.zxing.FormatException
com.google.zxing.NotFoundException
com.google.zxing.PlanarYUVLuminanceSource
com.google.zxing.common.HybridBinarizer

com.google.zxing.qgrcode.QRCodeReader

internal object QrImageDecoder {

private val hints = mapOf(

)

DecodeHintType.POSSIBLE FORMATS to listOf(BarcodeFormat.QR _CODE),
DecodeHintType.CHARACTER SET to "UTF-8",

private val reader = QRCodeReader()

fun decode(imageProxy: ImageProxy): String? {

val yPlane = imageProxy.planes[0]

val yBuffer = yPlane.buffer

yBuffer.rewind()

val yRowStride = yPlane.rowStride

val yPixelStride = yPlane.pixelStride

val width = imageProxy.width

val height = imageProxy.height

ByteArray(width * height)

var outputOffset = 0

if (yPixelStride == 1 && yRowStride == width) {
yBuffer.get(yBytes, 0, yBytes.size.coerceAtMost(yBuffer.remaining()))

} else {
for (row in O until height) {

val yBytes

var inputOffset = row * yRowStride

for (col in 0 until width) {
yBytes[outputOffset++] = yBuffer.get(inputOffset)
inputOffset += yPixelStride

}

val (luminance, decodeWidth, decodeHeight) = orientLuminance(
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yBytes,

width,

height,
imageProxy.imageInfo.rotationDegrees,

val source = PlanarYUVLuminanceSource(
luminance,
decodeWidth,
decodeHeight,
0,
0,
decodeWidth,
decodeHeight,
false,
)
return try {
reader.decode(BinaryBitmap(HybridBinarizer(source)), hints).text
} catch (_: NotFoundException) {

null

} catch (_: ChecksumException) {
null

} catch (_: FormatException) {
null

private fun orientLuminance(
yBytes: ByteArray,
width: Int,
height: Int,
rotationDegrees: Int,
): Triple<ByteArray, Int, Int> = when (rotationDegrees) {
90 -> Triple(rotateY90(yBytes, width, height, clockwise = true), height, width)
180 -> Triple(rotateY180(yBytes, width, height), width, height)
270 -> Triple(rotateY90(yBytes, width, height, clockwise = false), height, width)
else -> Triple(yBytes, width, height)

private fun rotateY90(data: ByteArray, width: Int, height: Int, clockwise: Boolean):
ByteArray {

val output = ByteArray(data.size)
for (y in 0 until height) {
for (x in 0 until width) {
val srcIndex =y * width + x

val dstIndex = if (clockwise) {
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87 x * height + (height - 1 - y)

88 } else {

89 (width - 1 - x) * height + vy

920 }

91 output[dstIndex] = data[srcIndex]

92 }

93 }

94 return output

95 }

96

97 private fun rotateY180(data: ByteArray, width: Int, height: Int): ByteArray {
98 val output = ByteArray(data.size)

99 for (y in 0 until height) {

100 for (x in 0 until width) {

101 output[(height - 1 - y) * width + (width - 1 - x)] = datal[y * width + x]
102 }

103 }

104 return output

105 }

106 }

107
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

QrScannerDialog.kt

package com.github.nullptroma.wallenc.ui.elements

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

android.view.ViewGroup

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
com.github.nullptroma.wallenc.ui.R

camera

camera

camera

camera

camera

compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.

compose.

.core.Previe

.view.Previe

material3.
material3.
material3.
material3.
material3.
material3.

runtime.ge
runtime. re

runtime.se

ui.Modifie

ui.unit.dp

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

.core.CameraSelector
.core.ImageAnalysis

W

wView

layout

layout.
layout.
layout.
layout.
layout.

.lifecycle.ProcessCameraProvider

.Arrangement

Column
Spacer
fillMaxWidth
height
padding

BasicAlertDialog

Button
Card

ExperimentalMaterial3Api

MaterialTheme

Text

runtime.Composable

tValue

member
tValue

r

java.util.concurrent.Executors

runtime.DisposableEffect

runtime.LaunchedEffect

runtime.mutableStateOf

ui.platform.LocalContext

ui.res.stringResource

ui.viewinterop.AndroidView

java.util.concurrent.atomic.AtomicBoolean

@OptIn(ExperimentalMaterial3Api::class)

@Composable

fun QrScannerDialog/(

onDismiss:

onScanned:

) {

() -= Un
(String)

it,

-> Unit,
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val
val
val
val
val

var

context = LocalContext.current

lifecycleOwner = androidx.lifecycle.compose.LocalLifecycleOwner.current
cameraProviderFuture = remember { ProcessCameraProvider.getInstance(context) }
cameraExecutor = remember { Executors.newSingleThreadExecutor() }

consumed = remember { AtomicBoolean(false) }

previewViewRef by remember { mutableStateOf<PreviewView?>(null) }

DisposableEffect(Unit) {

onDispose {

runCatching { cameraProviderFuture.get().unbindAll() }

cameraExecutor.shutdown()

LaunchedEffect(previewViewRef) {

val previewView = previewViewRef ?7: return@LaunchedEffect
val cameraProvider = cameraProviderFuture.get()
val preview = Preview.Builder().build().also {

it.surfaceProvider = previewView.surfaceProvider

val analysis = ImageAnalysis.Builder()

.setBackpressureStrategy(ImageAnalysis.STRATEGY KEEP ONLY LATEST)

.build()
.also { imageAnalysis ->
imageAnalysis.targetRotation =

imageAnalysis.setAnalyzer(cameraExecutor) { imageProxy ->

try {

if (consumed.get()) return@setAnalyzer
val raw = QrImageDecoder.decode(imageProxy)?.trim().orEmpty()

if (raw.isNotBlank() && consumed.compareAndSet(false, true)) {

onScanned(raw)
}
} finally {
imageProxy.close()

}

cameraProvider.unbindAll()

cameraProvider.bindToLifecycle(
lifecycleOwner,
CameraSelector.DEFAULT BACK CAMERA,
preview,

analysis,
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88

89 BasicAlertDialog(onDismissRequest = onDismiss) {

90 Card {

91 Column (

92 modifier = Modifier.padding(12.dp),

93 verticalArrangement = Arrangement.spacedBy(10.dp),
94 ) {

95 Text(

96 text = stringResource(R.string.two fa scan qr title),
97 style = MaterialTheme.typography.titlelLarge,
98 )

99 AndroidView(

100 modifier = Modifier

101 .fillMaxWidth()

102 .height(380.dp),

103 factory = { ctx ->

104 PreviewView(ctx).apply {

105 layoutParams = ViewGroup.LayoutParams (
106 ViewGroup.LayoutParams.MATCH PARENT,
107 ViewGroup.LayoutParams.MATCH PARENT,
108 )

109 previewViewRef = this

110 }

111 b

112 )

113 Spacer(modifier = Modifier.height(4.dp))

114 Button(

115 modifier = Modifier.fillMaxWidth(),

116 onClick = onDismiss,

117 ) {

118 Text(text = stringResource(R.string.cancel))
119 }

120 }

121 }

122 }

123 }

124
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

StorageTree.kt

package com.github.nullptroma.wallenc.ui.elements

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

material.i
material.i
material.i
material.i
foundation
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
runtime.Co
runtime.La
runtime.ge
runtime.mu
runtime. re
runtime.se
ui.Alignme
ui.Modifie

ui.draw.cl

background
clickable
interaction.MutableInteractionSource
layout.Box
layout.Column
layout.Row

layout. fillMaxWidth
layout.offset
layout.padding
layout.widthIn
layout.wrapContentHeight
cons.Icons
cons.filled.Lock
cons.filled.LockOpen
cons.filled.MoreVert
.layout.size

Card

CardDefaults
CircularProgressIndicator
DropdownMenu
DropdownMenuItem
HorizontalDivider
Icon

IconButton
LocalTextStyle
MaterialTheme

Text

ripple

mposable
unchedEffect

tValue

tableStateOf

member

tValue

nt

r

ip

ui.res.stringResource

ui.text.Pl
ui.text.st

atformTextStyle
yle.TextAlign
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import androidx.compose.ui.unit.dp

import androidx.compose.ui.unit.sp

import androidx.compose.ui.zIndex

import androidx.lifecycle.compose.collectAsStateWithLifecycle

import com.github.nullptroma.wallenc.domain.datatypes.StorageMetaloadState

import com.github.nullptroma.wallenc.domain.datatypes.Tree

import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo

import com.github.nullptroma.wallenc.ui.R

import com.github.nullptroma.wallenc.ui.utils.debouncedLambda

import java.util.UUID

@Composable

fun

) A

StorageTree(

modifier: Modifier,

tree: Tree<IStorageInfo>,

isUuidBusy: (UUID) -> Boolean,

onClick: (Tree<IStorageInfo>) -> Unit,

onRename: (Tree<IStorageInfo>, String) -> Unit,

onRemove: (Tree<IStorageInfo>) -> Unit,

onEncrypt: (Tree<IStorageInfo>, String, Boolean, Boolean) -> Unit,
onOpenEncrypted: (Tree<IStorageInfo>, String, Boolean) -> Unit,
onCloseEncrypted: (Tree<IStorageInfo>) -> Unit,
onDisableEncryption: (Tree<IStorageInfo>) -> Unit,
getStatusTextRes: (Tree<IStorageInfo>) -> Int,
isEncryptionOpened: (Tree<IStorageInfo>) -> Boolean,
isStorageSyncLockHeld: suspend (IStorageInfo) -> Boolean,
onClearStorageSyncLock: (IStorageInfo) -> Unit,

val cur = tree.value

val rowBusy = isUuidBusy(cur.uuid)

val numOfFiles by cur.numberOfFiles.collectAsStateWithLifecycle()
val size by cur.size.collectAsStateWithLifecycle()

val metaInfo by cur.metaInfo.collectAsStateWithLifecycle()

val metaloadState by cur.metalLoadState.collectAsStateWithLifecycle()
val isAvailable by cur.isAvailable.collectAsStateWithLifecycle()

val metaUnavailable = metalLoadState == StorageMetaloadState.Unavailable
val rowEnabled = isAvailable && !rowBusy && !metaUnavailable

val isEncrypted = metaInfo.encInfo != null

val isOpened = isEncryptionOpened(tree)

val borderColor =

if (cur.isVirtualStorage) MaterialTheme.colorScheme.secondary else

MaterialTheme.colorScheme.primary

val yesWord = stringResource(R.string.storage value yes)
val noWord = stringResource(R.string.storage value no)

val unavailableHint = stringResource(R.string.storage unavailable hint)
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87 val metaUnavailableHint = stringResource(R.string.storage meta unavailable hint)
88 Column(modifier) {

89 Box (

90 modifier = Modifier

91 .fillMaxWidth()

92 .wrapContentHeight()

93 .zIndex(100f),

94 ) {

95 val interactionSource = remember { MutableInteractionSource() }
96 Box (

97 modifier = Modifier

98 .matchParentSize()

99 .padding(end = 16.dp)

100 .clip(CardDefaults.shape)

101 .background(borderColor)

102 .clickable(

103 interactionSource = interactionSource,
104 indication = ripple(),

105 enabled = false,

106 onClick = { },

107 ),

108 )

109 Card(

110 interactionSource = interactionSource,
111 modifier = Modifier

112 .padding(start = 8.dp)

113 .fillMaxWidth()

114 .wrapContentHeight(),

115 elevation = CardDefaults.cardElevation(
116 defaultElevation = 4.dp,

117 ),

118 enabled = rowEnabled,

119 onClick = debouncedLambda(debounceMs = 500) {
120 if (rowEnabled) {

121 onClick(tree)

122 }

123 }

124 ) A

125 Row (

126 modifier = Modifier

127 .fillMaxWidth()

128 .wrapContentHeight(),

129 ) |

130 Column(
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131 modifier = Modifier

132 .weight(1f)

133 .padding(8.dp),

134 ) |

135 Text(metaInfo.name ?: stringResource(R.string.no _name))
136 Text(

137 text = stringResource(

138 R.string.storage field available,

139 if (isAvailable) yesWord else noWord,
140 ),

141 style = MaterialTheme.typography.bodySmall,
142 )

143 Text(

144 text = stringResource(

145 R.string.storage field files,

146 numOfFiles?.toString() 7: "-",

147 ),

148 style = MaterialTheme.typography.bodySmall,
149 )

150 Text(

151 text = stringResource(

152 R.string.storage field size,

153 size?.toString() 7: "-",

154 ),

155 style = MaterialTheme.typography.bodySmall,
156 )

157 Text(

158 text = stringResource(

159 R.string.storage field virtual,

160 if (cur.isVirtualStorage) yesWord else noWord,
161 ),

162 style = MaterialTheme.typography.bodySmall,
163 )

164 if (metaUnavailable) {

165 Text(

166 text = metaUnavailableHint,

167 style = MaterialTheme.typography.bodySmall,
168 color = MaterialTheme.colorScheme.error,
169 )

170 } else if (!isAvailable) {

171 Text (

172 text = unavailableHint,

173 style = MaterialTheme.typography.bodySmall,
174 color = MaterialTheme.colorScheme.error,
175 )
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176 }

177 }

178 Column(

179 modifier = Modifier

180 .widthIn(min = 112.dp)

181 .padding(end = 4.dp),

182 horizontalAlignment = Alignment.End,

183 ) |

184 var expanded by remember { mutableStateOf(false) }

185 var syncLockHeld by remember { mutableStateOf<Boolean?>(null) }
186 LaunchedEffect (expanded, cur.uuid) {

187 if (expanded) {

188 syncLockHeld = null

189 syncLockHeld = isStorageSyncLockHeld(cur)

190 } else {

191 syncLockHeld = null

192 }

193 }

194 var showRenameDialog by remember { mutableStateOf(false) }
195 var showRemoveConfirmDialog by remember { mutableStateOf(false) }
196 var showLockDialog by remember { mutableStateOf(false) }

197 var showSetupEncryptionDialog by remember { mutableStateOf(false) }
198 var showOpenEncryptionDialog by remember { mutableStateOf(false) }
199 Box(modifier = Modifier.padding(0.dp, 0.dp, 0.dp, 0.dp)) {
200 Row (

201 verticalAlignment = Alignment.CenterVertically,

202 ) {

203 if (rowBusy) {

204 CircularProgressIndicator(

205 modifier = Modifier

206 .padding(end = 4.dp)

207 .size(22.dp),

208 strokeWidth = 2.dp,

209 )

210 }

211 IconButton(

212 onClick = { expanded = !expanded },

213 enabled = rowEnabled,

214 ) {

215 Icon(

216 Icons.Default.MoreVert,

217 contentDescription = stringResource(

218 if (rowBusy) {

219 R.string.storage row task running cd
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220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243

244

245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263

} else {
R.string.show _storage item menu

b

}

DropdownMenu (
expanded = expanded,
onDismissRequest = { expanded = false },
) |
DropdownMenuItem(
enabled = rowEnabled,
onClick = {
expanded = false
if (rowEnabled) showRenameDialog = true
b
text = {
Text(
when {

lisAvailable -> stringResource(

R.string.storage menu unavailable,

stringResource(R.string.rename),

)

rowBusy ->

stringResource(R.string.storage menu busy, stringResource(R.string.rename))

else -> stringResource(R.string.rename)

b

I
)
HorizontalDivider()
DropdownMenuItem(
enabled = rowEnabled,
onClick = {

expanded = false

if (rowEnabled) showRemoveConfirmDialog = true

b
text = {
Text(
when {
lisAvailable -> stringResource(

R.string.storage _menu_unavailable,

stringResource(R.string.remove),
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rowBusy ->

264 stringResource(R.string.storage menu busy, stringResource(R.string.remove))

265 else -> stringResource(R.string.remove)

266 I

267 )

268 b

269 )

270 if (!isEncrypted) {

271 HorizontalDivider()

272 DropdownMenuItem(

273 enabled = rowEnabled,

274 onClick = {

275 expanded = false

276 if (rowEnabled) showSetupEncryptionDialog = true

277 },

278 text = {

279 Text(

280 when {

281 lisAvailable -> stringResource(

282 R.string.storage menu unavailable,

283 stringResource(R.string.encrypt),

284 )

285 . . . rowBusy ->
stringResource(R.string.storage menu busy, stringResource(R.string.encrypt))

286 else -> stringResource(R.string.encrypt)

287 },

288 )

289 b

290 )

291 }

292 HorizontalDivider()

293 DropdownMenuItem(

294 enabled = syncLockHeld == true && !rowBusy,

295 onClick = {

296 expanded = false

297 if (syncLockHeld == true && !rowBusy) {

298 onClearStorageSyncLock(cur)

299 }

300 ¥

301 text = {

302 Text(

303 when (syncLockHeld) {

304 . . utlo->
stringResource(R.string.storage sync lock checking)

305 true ->

stringResource(R.string.storage sync_unlock action)
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false ->

306 stringResource(R.string.storage sync not locked)

307 },

308 )

309 I

310 )

311 }

312

313 if (showRenameDialog) {

314 TextEditCancelOkDialog (

315 onDismiss = { showRenameDialog = false },

316 onConfirmation = { newName ->

317 showRenameDialog = false

318 onRename(tree, newName)

319 I

320 title = stringResource(R.string.new name_title),

321 startString = metaInfo.name ?: "",

322 )

323 }

324

325 if (showRemoveConfirmDialog) {

326 ConfirmationCancelOkDialog(

327 onDismiss = { showRemoveConfirmDialog = false },

328 title = stringResource(

329 R.string.remove confirmation dialog,

330 metaInfo.name ?7: stringResource(R.string.no_name),

331 ),

332 onConfirmation = {

333 showRemoveConfirmDialog = false

334 onRemove(tree)

335 b

336 )

337 }

338

339 if (showLockDialog) {

340 StorageEncryptionActionsDialog(

341 onDismiss = { showLockDialog = false },

342 _ _ title = metaInfo.name 7:
stringResource(R.string.no_name),

343 isOpened = isOpened,

344 onOpen = {

345 showLockDialog = false

346 showOpenEncryptionDialog = true

347 },

348 onClose = {

349 showLockDialog = false
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350 onCloseEncrypted(tree)

351 b

352 onDisable = {

353 showLockDialog = false
354 onDisableEncryption(tree)
355 I

356 )

357 }

358

359 if (showSetupEncryptionDialog) {

360 EncryptionSetupDialog(

361 onDismiss = { showSetupEncryptionDialog = false },

onConfirmation = { password, encryptPath,

362 rememberPassword ->

363 showSetupEncryptionDialog = false

364 onEncrypt(tree, password, encryptPath,
rememberPassword)

365 ¥

366 )

367 }

368

369 if (showOpenEncryptionDialog) {

370 OpenEncryptedStorageDialog (

371 onDismiss = { showOpenEncryptionDialog = false },

372 onConfirmation = { password, rememberPassword ->

373 showOpenEncryptionDialog = false

374 onOpenEncrypted(tree, password, rememberPassword)

375 b

376 )

377 }

378 }

379 if (isEncrypted) {

380 IconButton(

381 onClick = { showLockDialog = true },

382 enabled = rowEnabled,

383 ) {

384 Icon(

385 if (isOpened) Icons.Default.LockOpen else
Icons.Default.Lock,

386 . _ contgntDescription =
stringResource(R.string.storage lock actions),

387 )

388 }

389 }

390 Text(

391 modifier = Modifier
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392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435

.padding(top = 4.dp, end = 8.dp),
text = stringResource(getStatusTextRes(tree)),
textAlign = TextAlign.End,
fontSize = 11.sp,

)
Text (
modifier = Modifier

.padding(end = 8.dp, bottom = 8.dp),
text = cur.uuid.toString(),
textAlign = TextAlign.End,
fontSize = 8.sp,
style = LocalTextStyle.current.copy(

platformStyle = PlatformTextStyle(

includeFontPadding = true,

),

}
for (i in tree.children ?: 1listOf()) {
StorageTree(
Modifier
.padding(16.dp, 0.dp, 0.dp, 0.dp)
.offset(y = (-4).dp),
tree = 1,
isUuidBusy = isUuidBusy,
onClick = onClick,
onRename,
onRemove,
onEncrypt,
onOpenEncrypted,
onCloseEncrypted,
onDisableEncryption,
getStatusTextRes,
isEncryptionOpened,
isStorageSyncLockHeld,
onClearStorageSyncLock,
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Ucxonnpiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/elements/

WallencScreenScaffold.kt

package com.github.nullptroma.wallenc.ui.elements

import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.PaddingValues

import androidx.compose.foundation.layout.WindowInsets

import androidx.compose.foundation.layout.padding

import androidx.compose.material3.FabPosition

import androidx.compose.material3.Scaffold

import androidx.compose.material3.SnackbarHost

import androidx.compose.material3.SnackbarHostState

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import androidx.compose.ui.unit.dp

@Composable
fun WallencScreenScaffold(

modifier: Modifier = Modifier,

snackbarHostState: SnackbarHostState? = null,
floatingActionButton: @Composable () -> Unit = {},
content: @Composable (PaddingValues) -> Unit,

) {
Scaffold(
modifier = modifier,
contentWindowInsets = WindowInsets(0.dp),
snackbarHost = {
if (snackbarHostState != null) {
SnackbarHost (snackbarHostState)
}
I
floatingActionButton = floatingActionButton,
floatingActionButtonPosition = FabPosition.End,
content = content,
)
}
@Composable
fun WallencScreenContentPadding(

) {

innerPadding: PaddingValues,
modifier: Modifier = Modifier,
content: @Composable () -> Unit,

Box (
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) A

modifier = modifier

.padding(innerPadding)

.padding(horizontal = 16.dp, vertical = 12.dp),

content()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/extensions/

Storagelnfo.kt

package com.github.nullptroma.wallenc.ui.extensions
import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo

fun IStoragelInfo.toPrintable(): String {

return "{ uuid: $uuid, enc: ${metalnfo.value.encInfo} }"

359



© 00 N o U1 A W N

e T = e I
O 00 N o Ul p W N L ©

Ucxonnpiit aiin ui/src/main/java/com/github/nullptroma/wallenc/ui/locale/
AppLocaleController.kt

package com.github.nullptroma.wallenc.ui.locale
import kotlinx.coroutines.flow.Flow
enum class AppLanguage {

System,

English,

Russian,
interface AppLocaleController {
val language: Flow<ApplLanguage>
suspend fun setlLanguage(language: AppLanguage)

/** Applies persisted locale; call from [android.app.Application.onCreate]. */

suspend fun applyStoredLocale()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/navigation/
MainNavRoutes.kt

package com.github.nullptroma.wallenc.ui.navigation

import com.github.nullptroma.wallenc.ui.screens.main.screens.remotes.RemoteVaultsRoute
import com.github.nullptroma.wallenc.ui.screens.main.screens.vault.LocalVaultRoute
import com.github.nullptroma.wallenc.ui.screens.shared.TextEditRoute

private val mainTopLevelRoutePrefixes: Set<String> = setOf(
LocalVaultRoute::class.qualifiedName!!,
RemoteVaultsRoute::class.qualifiedName!!,

fun isMainTopLevelRoute(route: String?): Boolean {
if (route == null) return true

return mainTopLevelRoutePrefixes.any { route.startsWith(it) }

fun isTextEditDestination(route: String?): Boolean {
val qualified = TextEditRoute::class.qualifiedName ?: return false

return route?.startsWith(qualified) == true

fun shouldShowMainFloatingBack(route: String?): Boolean {
if (route == null) return false

return !isMainTopLevelRoute(route)
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/navigation/
NavBarltemData.kt

package com.github.nullptroma.wallenc.ui.navigation
import androidx.compose.ui.graphics.vector.ImageVector

data class NavBarItemData(
val nameStringResourceId: Int,
val screenRouteClass: String,
val icon: ImageVector?,
val iconContentDescriptionResourcelId: Int = nameStringResourceld,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/navigation/

NavigationState.kt

package com.github.nullptroma.wallenc.ui.navigation

import androidx.compose.runtime.Composable

import androidx.compose.runtime.remember

import androidx.navigation.NavGraph.Companion.findStartDestination
import androidx.navigation.NavHostController

import androidx.navigation.compose.rememberNavController

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute

class NavigationState(
val navHostController: NavHostController
) {
fun changeTop(route: ScreenRoute) {
navHostController.navigate(route) {
popUpTo(navHostController.graph.findStartDestination().1id)
launchSingleTop = true
restoreState = true

fun push(route: ScreenRoute) {
navHostController.navigate(route) {

restoreState = true

fun pop(): Boolean = navHostController.popBackStack()

fun canPop(): Boolean = navHostController.previousBackStackEntry != null

@Composable

fun rememberNavigationState(
navHostController: NavHostController? = null

): NavigationState {
val controller = navHostController ?: rememberNavController()
return remember(controller) { NavigationState(controller) }
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/navigation/
WallencDeepLinks.kt

package com.github.nullptroma.wallenc.ui.navigation

import android.content.Intent

Vot
* URI pna Bxopa M3BHe npunoxeHus (yBeOoMneHwWs, BUOXETbl, WOPTKaTel, gpyrue Activity).

*

* [lonxHbl coBnapgatbh ¢ <intent-filter><data android:scheme=.. android:host=../></intent-
filter>" B MaHudecTte

* n ¢ [androidx.navigation.navDeepLink] Ha cooTBeTcCTBywWMX ~composable’ B
[androidx.navigation.compose.NavHost].

%
* [na nybnuuHeix HTTPS-ccbinok no3xe pobaBnsinoT oTaenbHble XocThl M android:autoVerify' .
*/

object WallencDeepLinks {

const val SCHEME = "wallenc"

object Host {
const val MAIN = "main"
const val TASKS = "tasks"
const val SYNC = "sync"
const val SETTINGS = "settings"

const val MAIN URI PATTERN = "$SCHEME://${Host.MAIN}"

const val TASKS URI PATTERN = "$SCHEME://${Host.TASKS}"

const val SYNC URI PATTERN = "$SCHEME://${Host.SYNC}"

const val SETTINGS URI PATTERN = "$SCHEME://${Host.SETTINGS}"

/** “ACTION VIEW® c URI Hawen cxembl — obpabaTbiBaeTcH
[androidx.navigation.NavController.handleDeepLink]. */

fun Intent.matchesWallencDeepLink(): Boolean =
action == Intent.ACTION VIEW && data?.scheme == WallencDeepLinks.SCHEME
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/

AppStrings.kt

package com.github.nullptroma.wallenc.ui.resources

import
import
import

import

com.github.nullptroma.wallenc.domain.errors.WallencException
com.github.nullptroma.wallenc.ui.R
com.github.nullptroma.wallenc.usecases.AddStorageToSyncGroupResult
com.github.nullptroma.wallenc.vault.contract.VaultLinkFailure

fun WallencException.toUserNotification(): UserNotification.TextRes = when (this) {

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

WallencException.Feature.StorageNotFound ->
UserNotification.TextRes(R.string.error storage not found)
WallencException.Feature.NeedsDecryptedView ->
UserNotification.TextRes(R.string.error storage locked view)
WallencException.Feature.SecretNotFound ->
UserNotification.TextRes(R.string.error _secret not found)
WallencException.Feature.StorageNotWritable ->
UserNotification.TextRes(R.string.error_storage not writable)

WallencException.Storage.NotAvailable,
WallencException.Storage.NotWritable,

UserNotification.TextRes(R.string.error _storage not writable)
WallencException.Storage.FileNotFound ->
UserNotification.TextRes(R.string.error file not found)
WallencException.Storage.IncorrectKey ->
UserNotification.TextRes(R.string.error_incorrect password)
WallencException.Storage.NotEncrypted ->
UserNotification.TextRes(R.string.error_storage not encrypted)
WallencException.Storage.EncInfoMissing ->
UserNotification.TextRes(R.string.error _enc_info _missing)
WallencException.Storage.DeleteRootForbidden ->
UserNotification.TextRes(R.string.error delete root forbidden)
WallencException.Storage.NotAFile ->
UserNotification.TextRes(R.string.error not a file)
WallencException.Storage.NotADirectory ->
UserNotification.TextRes(R.string.error_not a directory)
WallencException.Storage.PathIsFile ->
UserNotification.TextRes(R.string.error _path is file)
WallencException.Storage.CannotWriteOverDirectory ->
UserNotification.TextRes(R.string.error cannot write over directory)
WallencException.Storage.UnexpectedState ->
UserNotification.TextRes(R.string.error _unexpected state)
WallencException.Storage.IoFailed ->
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is

is

is

is

is

is

is

is

UserNotification.TextRes(R.string.error network)

WallencException.Auth.Failed,

WallencException.Auth.TokenMissing,

UserNotification.TextRes(R.string.vault link error_auth)
WallencException.Network.ResourceLocked ->

UserNotification.TextRes(R.string.error_disk resource locked)
WallencException.Network.OperationFailed,
WallencException.Network.OperationTimedOut,
WallencException.Network.HttpFailed,
WallencException.Network.IoFailed,

UserNotification.TextRes(R.string.error network)

WallencException.Unknown ->
UserNotification.TextRes(R.string.error_unknown)

fun VaultLinkFailure.toUserNotification(): UserNotification.TextRes = when (this) {

VaultLinkFailure.UnsupportedBrand ->

UserNotification.TextRes(R.string.vault link error_unsupported brand)

VaultLinkFailure.NotRegistered ->

UserNotification.TextRes(R.string.vault link error_not registered)

VaultLinkFailure.AuthError ->

UserNotification.TextRes(R.string.vault link error auth)

VaultLinkFailure.Unknown ->

UserNotification.TextRes(R.string.vault link error unknown)

fun AddStorageToSyncGroupResult.toUserNotification(groupId: String):
UserNotification.TextRes = when (this) {

AddStorageToSyncGroupResult.Added ->

UserNotification.TextRes(R.string.sync_msg storage added, listOf(groupId))

AddStorageToSyncGroupResult.GroupNotFound ->

UserNotification.TextRes(R.string.sync_error_group_not found)

AddStorageToSyncGroupResult.AlreadyInGroup ->

UserNotification.TextRes(R.string.sync msg storage already added)

AddStorageToSyncGroupResult.EncryptedStorageNotAllowed ->

UserNotification.TextRes(R.string.sync _msg only plain storage allowed)

AddStorageToSyncGroupResult.MissingEncryptionSecret ->

UserNotification.TextRes(R.string.sync_msg storage encryption key required)

AddStorageToSyncGroupResult.IncompatibleEncryption ->

UserNotification.TextRes(R.string.sync_msg storage incompatible encryption)
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/
TaskLogKeys.kt

package com.github.nullptroma.wallenc.ui.resources

import com.github.nullptroma.wallenc.domain.tasks.StorageSyncTriggerReason
import com.github.nullptroma.wallenc.domain.tasks.TaskLogKey
import com.github.nullptroma.wallenc.ui.R

fun TaskLogKey.resolve(resolver: UiStringResolver): String = when (this) {
is TaskLogKey.SyncStarted -> resolver(
R.string.task log sync_started,
resolver.resolveSyncTriggerReason(reason),
)
is TaskLogKey.SyncFinished -> resolver(
R.string.task log sync finished,
resolver.resolveSyncTriggerReason(reason),
)
is TaskLogKey.SyncFailed -> {
val notification = error.toUserNotification().resolve(resolver)
resolver(
R.string.task log sync failed,
resolver.resolveSyncTriggerReason(reason),

notification,

fun UiStringResolver.storageSyncTaskTitle(reason: StorageSyncTriggerReason): String =
this(R.string.task title storage sync, resolveSyncTriggerReason(reason))

private fun UiStringResolver.resolveSyncTriggerReason(reason: StorageSyncTriggerReason):
String =

when (reason) {
StorageSyncTriggerReason.Debounce -> this(R.string.task sync trigger debounce)
StorageSyncTriggerReason.SyncTab -> this(R.string.task sync_trigger sync_tab)
StorageSyncTriggerReason.Background -> this(R.string.task sync_trigger background)
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/

TaskLogKeysCompose.kt

package com.github.nullptroma.wallenc.ui.resources

import androidx.compose.runtime.Composable
import com.github.nullptroma.wallenc.domain.tasks.TaskLoglLine

@Composable
fun TaskLogLine.displayText(): String {
val key = logKey
if (key !'= null) {
return key.resolve(composableUiStringResolver())

}

return message
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/

TaskPipelineTimeFormat.kt

package com.github.nullptroma.wallenc.ui.resources

import java.time.Instant
import java.time.Zoneld
import java.time.format.DateTimeFormatter

private val pipelineTimeFormatter: DateTimeFormatter =

DateTimeFormatter.ofPattern("HH:mm:ss")

fun formatTaskPipelineTime(timestampMs: Long): String =
Instant.ofEpochMilli(timestampMs)
.atZone(Zoneld.systemDefault())
.format(pipelineTimeFormatter)
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/
TaskProgressLabels.kt

package com.github.nullptroma.wallenc.ui.resources

import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel
import com.github.nullptroma.wallenc.domain.tasks.VaultTaskStep
import com.github.nullptroma.wallenc.ui.R

fun TaskProgressLabel.resolve(resolver: UiStringResolver): String = when (this) {
TaskProgressLabel.SyncNoGroups -> resolver(R.string.sync_progress no_groups)
TaskProgressLabel.SyncStarted -> resolver(R.string.sync_progress started)
TaskProgressLabel.SyncCompleted -> resolver(R.string.sync_progress completed)
is TaskProgressLabel.SyncPreparing ->

resolver.plurals(R.plurals.sync progress preparing, groupCount, groupCount)

is TaskProgressLabel.SyncGroupPreparing ->
resolver(R.string.sync_progress _group preparing, groupId)

is TaskProgressLabel.SyncGroupNotFound ->
resolver(R.string.sync _progress group not found, groupId)

is TaskProgressLabel.SyncGroupSkippedTooFewStorages ->
resolver(R.string.sync_progress _group skipped few storages, groupId)

is TaskProgressLabel.SyncGroupSkippedIncompatibleEncryption ->
resolver(R.string.sync _progress group skipped incompatible, groupId, count)

is TaskProgressLabel.SyncGroupAcquiringLocks ->
resolver(R.string.sync _progress group acquiring locks, groupIld)

is TaskProgresslLabel.SyncGroupLockProgress ->
resolver(R.string.sync_progress _group_ lock, groupId, current, total)

is TaskProgressLabel.SyncGroupLockFailed ->
resolver(R.string.sync_progress _group lock failed, groupId)

is TaskProgressLabel.SyncGroupReadingJournals ->
resolver(R.string.sync _progress _group reading journals, groupIld)

is TaskProgressLabel.SyncGroupCancelled ->
resolver(R.string.sync _progress group cancelled, groupId)

is TaskProgressLabel.SyncGroupJournalProgress ->
resolver(R.string.sync_progress group journal, groupIld, current, total)

is TaskProgressLabel.SyncGroupNoJournalEntries ->
resolver(R.string.sync_progress _group no_entries, groupId)

is TaskProgressLabel.SyncGroupProcessingEntries ->
resolver.plurals(R.plurals.sync _progress group processing, count, groupId, count)

is TaskProgressLabel.SyncGroupEntryProgress ->
resolver(R.string.sync_progress group entry, groupIld, current, total)

is TaskProgressLabel.SyncGroupCompleted ->
resolver(R.string.sync_progress _group completed, groupId)

is TaskProgressLabel.SyncGroupEntriesFailed ->
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62

63

64
65
66

67

68
69
70
71
72
73

resolver.plurals(R.plurals.sync_progress _group entries failed, failedCount, grouplId,

failedCount)

is TaskProgressLabel.SyncGroupRenewingLocks ->

resolver(R.string.sync_progress _group_renewing locks, groupId)

is TaskProgressLabel.SyncGroupLockRenewalFailed ->

resolver(R.string.sync_progress _group lock renewal failed, groupId)

is TaskProgressLabel.ClearContentProgress ->

resolver(R.string.task progress clear content, done, total)

is TaskProgressLabel.VaultTask -> when (step) {

VaultTaskStep.
VaultTaskStep.
VaultTaskStep.
VaultTaskStep.
VaultTaskStep.
VaultTaskStep.

DumpStoragelLog -> resolver(R.string.task progress dump storage log)
CreateStorage -> resolver(R.string.task progress create storage)
EnableEncryption -> resolver(R.string.task progress enable encryption)
DecryptRunning -> resolver(R.string.task progress decrypt running)
CloseStorage -> resolver(R.string.task progress close storage)
DisableEncryption ->

resolver(R.string.task progress disable encryption)

VaultTaskStep.
VaultTaskStep.
VaultTaskStep.

RenameStorage -> resolver(R.string.task progress rename storage)
RemoveStorage -> resolver(R.string.task progress remove storage)
ClearSyncLock -> resolver(R.string.task progress clear sync_ lock)

VaultTaskStep.AddRemoteVault -> resolver(R.string.task progress add remote vault)

VaultTaskStep.

RemoveRemoteVault ->

resolver(R.string.task progress remove remote vault)

VaultTaskStep.

RetryRemoteVault ->

resolver(R.string.task progress retry remote vault)

VaultTaskStep.

RescanVaultStorages ->

resolver(R.string.task progress rescan vault storages)

VaultTaskStep.
VaultTaskStep.
VaultTaskStep.
VaultTaskStep.

Save2FaToken -> resolver(R.string.task progress save 2fa token)
Delete2FaToken -> resolver(R.string.task progress delete 2fa token)
SaveTextSecret -> resolver(R.string.task progress save text secret)
DeleteTextSecret ->

resolver(R.string.task progress delete text secret)

}

is TaskProgressLabel.TestElapsed ->

resolver(R.string.task pipeline test elapsed, elapsedSec, totalSec)
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/

TaskProgressLabelsCompose.kt

package com.github.nullptroma.wallenc.ui.resources

import androidx.compose.runtime.Composable
import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel

@Composable
fun TaskProgresslLabel.resolveText(): String = resolve(composableUiStringResolver())
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/

UiStringResolver.kt

package com.github.nullptroma.wallenc.ui.resources

import androidx.annotation.PluralsRes
import androidx.annotation.StringRes

/** Pa3peweHne Android-cTpok pna kop-poMeHa (ViewModel, 6e3 Compose). */
interface UiStringResolver {
operator fun invoke(@StringRes id: Int, vararg formatArgs: Any): String

fun plurals(@PluralsRes id: Int, quantity: Int, vararg formatArgs: Any):
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/
UiStringResolverCompose.kt

1 package com.github.nullptroma.wallenc.ui.resources

2

3 import androidx.annotation.StringRes

4 import androidx.compose.runtime.Composable

5 import androidx.compose.runtime.remember

6 import androidx.compose.ui.platform.LocalResources

7 import androidx.compose.ui.res.stringResource

8

9 @Composable

10 fun composableUiStringResolver(): UiStringResolver {

11 val resources = LocalResources.current

12 return remember(resources) {

13 object : UiStringResolver {

14 override fun invoke(id: Int, vararg formatArgs: Any): String =
15 if (formatArgs.isEmpty()) {

16 resources.getString(id)

17 } else {

18 resources.getString(id, *formatArgs)

19 }

20

21 override fun plurals(id: Int, quantity: Int, vararg formatArgs: Any): String =
22 if (formatArgs.isEmpty()) {

23 resources.getQuantityString(id, quantity)

24 } else {

25 resources.getQuantityString(id, quantity, *formatArgs)
26 }

27 }

28 }

29 }

30

31 @Composable

32 fun resolveString(@StringRes id: Int, vararg formatArgs: Any): String =
33 if (formatArgs.isEmpty()) {

34 stringResource(id)

35 } else {

36 stringResource(id, *formatArgs)

37 }

38
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/
UserNotification.kt

package com.github.nullptroma.wallenc.ui.resources
import androidx.annotation.StringRes

sealed class UserNotification {

data class TextRes(@param:StringRes val id: Int, val formatArgs: List<Any> =
emptyList()) : UserNotification()

data class Plain(val message: String) : UserNotification()
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/resources/

UserNotificationCompose.kt

1 package com.github.nullptroma.wallenc.ui.resources

2

3 import androidx.compose.runtime.Composable

4 import androidx.compose.ui.res.stringResource

5

6 @Composable

7 fun UserNotification.resolveText(): String = when (this) {
8 is UserNotification.TextRes -> {

9 if (formatArgs.isEmpty()) {

10 stringResource(id)

11 } else {

12 stringResource(id, *formatArgs.toTypedArray())
13 }

14 }

15 is UserNotification.Plain -> message

16 }

17

18 fun UserNotification.resolve(resolver: UiStringResolver): String = when (this) {
19 is UserNotification.TextRes -> {

20 if (formatArgs.isEmpty()) {

21 resolver(id)

22 } else {

23 resolver(id, *formatArgs.toTypedArray())

24 }

25 }

26 is UserNotification.Plain -> message

27 }

28
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/

ScreenRoute.kt

package com.github.nullptroma.wallenc.ui.screens

import android.os.Parcelable

import kotlinx.serialization.Serializable

@Serializable

abstract class ScreenRoute : Parcelable
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
MainRoute.kt

package com.github.nullptroma.wallenc.ui.screens.main

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

open class MainRoute: ScreenRoute()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

MainScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.

.compose.

animation.core.tween
animation. fadeln
animation.fadeOut
foundation.layout.Box
foundation.layout.WindowInsets
foundation.layout.fillMaxSize
foundation.layout.navigationBarsPadding
foundation.layout.padding
material.icons.Icons
material.icons.outlined.Cloud
material.icons.outlined.Folder
material3.ExperimentalMaterial3Api
material3.Scaffold

runtime.Composable

runtime.getValue

runtime. remember

ui.Alignment

ui.Modifier

ui.unit.dp

ui.zIndex

hilt.lifecycle.viewmodel.compose.hiltViewModel

lifecycle.compose.collectAsStateWithLifecycle

navigation.compose.NavHost

navigation.compose.composable

navigation.compose.currentBackStackEntryAsState

com.

com.

com.

com

com

com

com

com

com

com

com.

com.

com.

com.

nullptroma.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

navigation.toRoute
github.
github.
github.
.github.
.github.
.github.
.github.
.github.
.github.
.github.
github.
github.
github.
github.

wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

ui
ui
ui
ui
ui
ui
ui
ui
ui

ui

ui.
ui.
ui.

ui.

.R

.elements.AnimatedFloatingBackButton

.navigation.
.navigation.
.navigation.
.navigation.
.navigation.

.navigation.

screens
screens
screens

screens
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.main.
.main.
.main.

.main.

.elements.FloatingWallencNavigationBar

.elements.WallencNestedNavBarGap

NavBarItemData
NavigationState
isMainTopLevelRoute
isTextEditDestination
shouldShowMainFloatingBack
rememberNavigationState
screens.remotes.RemoteVaultsRoute
screens.remotes.RemoteVaultsScreen
screens.remotes.RemoteVaultsViewModel

screens.storage.StorageHomeRoute
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72
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75
76
77
78
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import com
import
com.github
import
com.github
import
com.github
import
com.github
import
com.github
import
com.github

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

import com.

.github.nullptroma.wallenc.ui.screens.main.screens.storage.StorageHomeScreen
.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretDetailsRoute
.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretDetailsScreel
.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretEditRoute
.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretEditScreen
.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretsRoute

.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretsScreen
github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa.TwoFaTokensRoute
github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa.TwoFaTokensScreen
github.nullptroma.wallenc.ui.screens.main.screens.vault.LocalVaultRoute
github.nullptroma.wallenc.ui.screens.main.screens.vault.LocalVaultScreen
github.nullptroma.wallenc.ui.screens.main.screens.vault.LocalVaultViewModel
github.nullptroma.wallenc.ui.screens.main.screens.vault.RemoteVaultViewModel
github.nullptroma.wallenc.ui.screens.main.screens.vault.VaultBrowserRoute
github.nullptroma.wallenc.ui.screens.main.screens.vault.VaultBrowserScreen
github.nullptroma.wallenc.ui.screens.shared.TextEditRoute

github.nullptroma.wallenc.ui.screens.shared.TextEditScreen

@OptIn(ExperimentalMaterial3Api::class)

@Composable

fun MainScreen(

modifier: Modifier = Modifier,
viewModel: MainViewModel = hiltViewModel(),

navState: NavigationState = rememberNavigationState(),

) {

val routes = viewModel.routes

val mainUi by viewModel.state.collectAsStateWithLifecycle()
val localVaultViewModel: LocalVaultViewModel = hiltViewModel()
val remoteVaultsViewModel: RemoteVaultsViewModel = hiltViewModel()

val childBackStackEntry by navState.navHostController.currentBackStackEntryAsState()
val childRoute = childBackStackEntry?.destination?.route

val showWorkStatusBar = !isTextEditDestination(childRoute)

val showMainBottomNav = isMainTopLevelRoute(childRoute)

val showFloatingBack = shouldShowMainFloatingBack(childRoute) && navState.canPop()

val workStatus = mainUi.workStatus

val onBack: () -> Unit = { navState.pop() }

val topLevelNavBarItems = remember {
mapO0f (
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83 LocalVaultRoute::class.qualifiedName!! to NavBarItemData(

84 nameStringResourceld = R.string.nav_label local vault,

85 screenRouteClass = LocalVaultRoute::class.qualifiedName!!,

86 icon = Icons.Outlined.Folder,

87 iconContentDescriptionResourceId = R.string.nav_cd local vault,

88 ),

89 RemoteVaultsRoute: :class.qualifiedName!! to NavBarItemData(

90 nameStringResourcelId = R.string.nav_label remote vaults,

91 screenRouteClass = RemoteVaultsRoute::class.qualifiedName!!,

92 icon = Icons.Outlined.Cloud,

93 iconContentDescriptionResourceld = R.string.nav_cd remote vaults,

94 ),

95 )

96 }

97

98 Scaffold(

99 modifier = modifier,

100 contentWindowInsets = WindowInsets(0.dp),

101 topBar = {

102 if (showWorkStatusBar) {

103 MainWorkStatusBar(status = workStatus)

104 }

105 }

106 bottomBar = {

107 if (showMainBottomNav) {

108 Box (

109 modifier = Modifier

110 .padding(horizontal = 16.dp)

111 .padding(top = WallencNestedNavBarGap, bottom =
WallencNestedNavBarGap),

112 ) |

113 FloatingWallencNavigationBar(

114 compact = true,

115 items = toplLevelNavBarItems,

116 routes = routes,

117 currentRoute = childRoute,

118 onNavigate = { item ->

119 val route = routes[item.screenRouteClass]

120 ?7: error("Route ${item.screenRouteClass} not found")

121 navState.changeTop(route)

122 b

123 )

124 }

125 }

126 I

382



127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
lol
162
163
164
165
166
167
168
169
170
171

) { innerPaddings ->

Box (

modifier = Modifier

) {

.fillMaxSize()
.padding(innerPaddings),

NavHost (

) {

navController = navState.navHostController,

startDestination = routes[LocalVaultRoute::class.qualifiedName]!!,

modifier = Modifier.fillMaxSize(),

composable<LocalVaultRoute>(

) A

}

enterTransition = { fadeIn(tween(200)) },
exitTransition = { fadeOut(tween(200)) },

LocalVaultScreen(
viewModel = localVaultViewModel,
onOpenStorageHome = { storageUuid ->
navState.push(StorageHomeRoute(storageUuid = storageUluid))
}
)

composable<RemoteVaultsRoute>(

) {

}

enterTransition = { fadeIn(tween(200)) },
exitTransition = { fadeOut(tween(200)) },

RemoteVaultsScreen(
viewModel = remoteVaultsViewModel,
onOpenVault = { item ->

navState.push(VaultBrowserRoute(item.uuid.toString()))

I

composable<VaultBrowserRoute>(

) A

enterTransition = { fadeIn(tween(200)) },
exitTransition = { fadeOut(tween(200)) },

entry ->

val remoteVaultViewModel: RemoteVaultViewModel =

val route: VaultBrowserRoute = entry.toRoute()
VaultBrowserScreen (
viewModel = remoteVaultViewModel,
onOpenStorageHome = { storageUuid ->
navState.push(
StorageHomeRoute (
vaultUuid = route.vaultUuid,
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172 storageluid = storageluid,

173 ),

174 )

175 }

176 )

177 }

178 composable<StorageHomeRoute>(

179 enterTransition = { fadeIn(tween(200)) },

180 exitTransition = { fadeOut(tween(200)) },

181 ) A

182 StorageHomeScreen (

183 onOpenTwoFa = { storageUuid ->

184 navState.push(TwoFaTokensRoute(storageUuid))
185 b

186 onOpenTextSecrets = { storageUuid ->

187 navState.push(TextSecretsRoute(storageluid))
188 }

189 )

190 }

191 composable<TwoFaTokensRoute>(

192 enterTransition = { fadeIn(tween(200)) },

193 exitTransition = { fadeOut(tween(200)) },

194 ) A

195 TwoFaTokensScreen()

196 }

197 composable<TextSecretsRoute>(

198 enterTransition = { fadeIn(tween(200)) },

199 exitTransition = { fadeOut(tween(200)) },

200 ) { entry ->

201 val route: TextSecretsRoute = entry.toRoute()
202 TextSecretsScreen(

203 onOpenSecret = { secret ->

204 navState.push(

205 TextSecretDetailsRoute(

206 storageluid = route.storageluid,
207 secretld = secret.id,

208 ),

209 )

210 }

211 onCreateSecret = {

212 navState.push(

213 TextSecretEditRoute(

214 storageluid = route.storageluid,
215 secretIld = null,
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217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260

b

}
composable<TextSecretDetailsRoute>(
enterTransition = { fadeIn(tween(200)) },
exitTransition = { fadeOut(tween(200)) },
) { entry ->
val route: TextSecretDetailsRoute = entry.toRoute()
TextSecretDetailsScreen(
onEdit = { secretld ->
navState.push(
TextSecretEditRoute(
storageluid = route.storageluid,
secretld = secretld,

+
onDeleted = { navState.pop() },

}

composable<TextSecretEditRoute>(
enterTransition = { fadeIn(tween(200))
exitTransition = { fadeOut(tween(200))

) { entry ->

},
}
val route: TextSecretEditRoute = entry.toRoute()
TextSecretEditScreen(
onSaved = { savedSecretlId ->
val editingExisting = route.secretId != null
navState.pop()
if (!editingExisting) {
navState. push(
TextSecretDetailsRoute(
storageluid = route.storageluid,
secretld = savedSecretld,

}

}

composable<TextEditRoute> {
val route: TextEditRoute = it.toRoute()
TextEditScreen(text = route.text)
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264
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266
267
268
269
270
271
272
273
274
275

}

}
AnimatedFloatingBackButton(

visible = showFloatingBack,

onClick = onBack,

modifier = Modifier
.zIndex(1f)
.align(Alignment.BottomStart)
.navigationBarsPadding()
.padding(start = 12.dp, bottom
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
MainScreenState .kt

package com.github.nullptroma.wallenc.ui.screens.main
import androidx.compose.runtime.Immutable
@Immutable

data class MainScreenState(
val workStatus: MainWorkStatus = MainWorkStatus.Idle,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
MainViewModel.kt

package com.github.nullptroma.wallenc.ui.screens.main

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx
androidx
androidx
androidx

androidx

com

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

.lifecycle
.lifecycle
.lifecycle
.lifecycle
.github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.

nullptroma.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

wallenc.

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

wallenc.

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

dagger.hilt.android.lifecycle.

kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.

javax.inject.Inject

coroutines

coroutines.
coroutines.
coroutines.
coroutines.

coroutines.

.viewmodel. compose.
.viewmodel. compose.
domain
domain.
domain.
domain.
domain.
domain.
.R

.ViewModelBase

ui

ui

ui.
ui.
ui.
ui.

ui.

.compose.runtime.mutableStateOf
.SavedStateHandle
.viewModelScope

SavedStateHandleSaveableApi
saveable
.interfaces.IVaultsManager
tasks.ITaskOrchestrator
tasks.PipelineState
tasks.TaskForegroundUiState
tasks.TaskProgress
tasks.TaskRunState

resources.UiStringResolver

resources.resolve

screens.ScreenRoute
screens.main.screens.remotes.RemoteVaultsRoute

screens.main.screens.vault.LocalVaultRoute

HiltViewModel

flow.combine
flow.distinctUntilChanged
flow. flatMapLatest

flow. flowOf

launch

.ExperimentalCoroutinesApi

@OptIn(ExperimentalCoroutinesApi::class)

@HiltViewModel

class MainViewModel @Inject constructor(
savedStateHandle: SavedStateHandle,

private val taskOrchestrator: ITaskOrchestrator,

private val vaultsManager: IVaultsManager,

private val uiStrings: UiStringResolver,

) : ViewModelBase<MainScreenState>(MainScreenState()) {

@0ptIn(SavedStateHandleSaveableApi: :class)
var routes by savedStateHandle.saveable {

mutable

StateOf(

mapO0f<String, ScreenRoute>(
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84
85
86
87

LocalVaultRoute::class.qualifiedName!! to LocalVaultRoute(),
RemoteVaultsRoute::class.qualifiedName!! to RemoteVaultsRoute(),
),

private set

init {
viewModelScope.launch {
combine(
taskOrchestrator.foregroundUi,
taskOrchestrator.pipelineState,
vaultsManager.vaults. flatMapLatest { vaults ->
if (vaults.isEmpty()) {
flowOf (false)
} else {
combine(vaults.map { it.storagesScanInProgress }) { flags ->

flags.any { it }

}
) { fg, pipe, anyVaultScanning ->
mapWorkStatus(fg, pipe, anyVaultScanning)

.distinctUntilChanged()
.collect { status ->

updateState(state.value.copy(workStatus = status))

private fun mapWorkStatus (
fg: TaskForegroundUiState,
pipe: PipelineState,
anyVaultScanning: Boolean,
): MainWorkStatus {
when (fg) {
is TaskForegroundUiState.Visible -> {
if (fg.tasks.isEmpty()) {
return mapBackgroundWork(pipe, anyVaultScanning)
}
val head = fg.tasks.first()
return activeWorkStatusFromProgress(head.title, head.progress)
}

TaskForegroundUiState.Hidden -> return mapBackgroundWork(pipe, anyVaultScanning)
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private fun mapBackgroundWork(
pipe: PipelineState,
anyVaultScanning: Boolean,
): MainWorkStatus {
val fromPipeline = mapPipelineRunningOnly(pipe)
if (fromPipeline != null) return fromPipeline
if (anyVaultScanning) {
return MainWorkStatus.Active(
line = uiStrings(R.string.main_status vault scanning storages),
progressFraction = null,

indeterminate = true,

}
return MainWorkStatus.Idle

private fun mapPipelineRunningOnly(pipe: PipelineState): MainWorkStatus? {
val running = pipe.tasks.filter { it.id in pipe.runningTaskIds }
if (running.isEmpty()) return null
if (running.size == 1) {
val t = running.first()
val progress = (t.state as? TaskRunState.Running)?.progress
return activeWorkStatusFromProgress(t.title, progress)
}
return MainWorkStatus.Active(
line = uiStrings(R.string.main_status multiple tasks, running.size),
progressFraction = null,

indeterminate = true,

private fun activeWorkStatusFromProgress(title: String, progress: TaskProgress?):

MainWorkStatus.Active {

val frac = progress?.fraction
val indeterminate = progress == null || frac == null
val label = progress?.label?.resolve(uiStrings)
val line = if (label != null) "$title$TITLE LABEL SEPARATOR$label" else title
return MainWorkStatus.Active(
line = line,
progressFraction = frac,

indeterminate = indeterminate,
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138

private companion object {
private const val TITLE LABEL SEPARATOR = " — "
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
MainWorkStatus.kt

package com.github.nullptroma.wallenc.ui.screens.main

/** CocTosHMe nonochl «Tekywas paborta» Ha Main. */
sealed class MainWorkStatus {
data object Idle : MainWorkStatus()

/*¥* [line] — cTpoka gns oTobpaxeHus (yxe NokanusoBaHHas, W3 opkecTpaTopa wiu ¢onbak). */

data class Active(

O© 00 N O U A W N =

10
11
12
13
14

val line: String,

val progressFraction: Float?,

val indeterminate:
) : MainWorkStatus()

Boolean,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

MainWorkStatusBar.kt
1 package com.github.nullptroma.wallenc.ui.screens.main
2
3 import androidx.compose.foundation.layout.Arrangement
4 import androidx.compose.foundation.layout.Column
5 import androidx.compose.foundation.layout.Row
6 import androidx.compose.foundation.layout.fillMaxWidth
7 import androidx.compose.foundation.layout.height
8 import androidx.compose.foundation.layout.padding
9 import androidx.compose.material3.LinearProgressIndicator
10 import androidx.compose.material3.MaterialTheme
11 import androidx.compose.material3.Surface
12 import androidx.compose.material3.Text
13 import androidx.compose.runtime.Composable
14 import androidx.compose.ui.Alignment
15 import androidx.compose.ui.Modifier
16 import androidx.compose.ui.res.stringResource
17 import androidx.compose.ui.text.style.TextAlign
18 import androidx.compose.ui.unit.dp
19 import com.github.nullptroma.wallenc.ui.R
20
21 private val progressTrackHeight = 2.dp
22
24 * Monoca cTtaTyca paboTbl Ha Main: Bcerpga BuMOoHa (MOKa 3KpaH He CKpbiBaeT €€ LENUKOM) .
25 * CneBa nognucb «CTaTyc:», CnpaBa — ONMWCaHME TeKylWen 3ajadvu MM nycTo; BHU3Y — TOHKWUN
WHOMKATOp nporpecca.
26 */
27 @Composable
28 fun MainWorkStatusBar (
29 status: MainWorkStatus,
30 modifier: Modifier = Modifier,
31 ) {
32 val taskLine = when (status) {
33 MainWorkStatus.Idle -> ""
34 is MainWorkStatus.Active -> status.line
35 }
36 Surface(
37 modifier = modifier.fillMaxWidth(),
38 color = MaterialTheme.colorScheme.surfaceVariant,
39 tonalElevation = 1.dp,
40 ) {
41 Column(
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43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86

) {

modifier = Modifier
. fillMaxWidth()
.padding(horizontal = 12.dp, vertical = 6.dp),

Row (
modifier = Modifier.fillMaxWidth(),
verticalAlignment = Alignment.CenterVertically,
horizontalArrangement = Arrangement.spacedBy(8.dp),
) A
Text (
text = stringResource(R.string.main work status label),
style = MaterialTheme.typography.labellLarge,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
Text(
text = taskLine,
modifier = Modifier.weight(1f),

style = MaterialTheme.typography.bodySmall,

color MaterialTheme.colorScheme.onSurfaceVariant,
maxLines = 2,

textAlign = TextAlign.End,

}
when (status) {
MainWorkStatus.Idle -> {
LinearProgressIndicator(
progress = { 0f },
modifier = Modifier
.fillMaxwidth()
.height(progressTrackHeight)
.padding(top = 6.dp),

}

is MainWorkStatus.Active -> {
if (status.indeterminate) {
LinearProgressIndicator(
modifier = Modifier
.fillMaxwidth()
.height(progressTrackHeight)
.padding(top = 6.dp),
)
} else {
val frac = status.progressFraction ?: Of
LinearProgressIndicator(
progress = { frac },
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modifier = Modifier
.fillMaxWidth()
.height(progressTrackHeight)
.padding(top = 6.dp),
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/remotes/Remote VaultsRoute. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.remotes

import com.github.nullptroma.wallenc.ui.screens.main.MainRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

class RemoteVaultsRoute : MainRoute()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/remotes/RemoteVaultsScreen. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.remotes

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

android.widget.Toast

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.foundation

androidx.compose.
androidx.compose.
androidx.compose.

androidx.compose.

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

foundation.
foundation.
foundation.
foundation.

clickable
interaction.MutableInteractionSource
layout.Arrangement
layout.Box
layout.Column
layout.PaddingValues
layout.Row
layout.Spacer
.WindowInsets
fillMaxSize
fillMaxWidth
height

padding

layout
layout.
layout.
.layout.
layout.
lazy.LazyColumn
lazy.items
shape.RoundedCornerShape

androidx.

androidx.

androidx

compose.
compose.

.compose.

material.icons.Icons
material.icons.filled.Add

material.icons.filled.Delete

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

AlertDialog
CardbDefaults
CircularProgressIndicator
ElevatedCard
FilledTonalButton
FloatingActionButton
Icon

IconButton
MaterialTheme
Scaffold

Surface

Text

TextButton

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
compose.
compose.

runtime.Composable
runtime.getValue
runtime. remember
ui.Alignment
ui.draw.alpha
ui.Modifier

ui.platform.LocalContext
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86
87

import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.

ui.platform.LocalResources
ui.res.stringResource
ui.unit.dp

ui.window.Dialog

hilt.lifecycle.viewmodel.compose.hiltViewModel

lifecycl

com.github.nullpt

com.github.nullpt

com.github.nullpt

com.github.nullpt

@Composable

fun RemoteVaultsScreen(

modifier:

Modifier

e.compose.collectAsStateWithLifecycle
roma.wallenc.ui.R
roma.wallenc.ui.resources.toUserNotification
roma.wallenc.vault.contract.CloudBrand
roma.wallenc.vault.contract.VaultLinkOutcome

Modifier,

viewModel: RemoteVaultsViewModel = hiltViewModel(),
(RemoteVaultListItem) -> Unit,

onOpenVault:

) {

val uiState by viewModel.uiState.collectAsStateWithLifecycle()

val context

= LocalContext.current

val resources = LocalResources.current

Box {
Scaffold(

modifier = modifier,

contentWindowInsets = WindowInsets(0.dp),

floatingActionButton = {

}’

FloatingActionButton(

onCl
+
modi
) {
Icon
)
}

ick = {
if (!uiState.isBusy) viewModel.setAddChoiceVisible(true)

fier = Modifier.alpha(if (uiState.isBusy) 0.38f else 1f),

(
Icons.Filled.Add,

contentDescription = stringResource(R.string.remote vaults add cd),

) { innerPadding ->
if (uiState.vaults.isEmpty()) {

Text (
text

modi

= stringResource(R.string.remote vaults empty hint),
fier = Modifier

.padding(innerPadding)

.padding(24.dp),
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88 style

MaterialTheme. typography.bodylLarge,

89 color = MaterialTheme.colorScheme.onSurfaceVariant,

20 )

91 } else {

92 LazyColumn (

93 modifier = Modifier

94 .fillMaxSize()

95 .padding(innerPadding),

96 contentPadding = PaddingValues(16.dp),

97 verticalArrangement = Arrangement.spacedBy(12.dp),

98 ) {

99 items(uiState.vaults, key = { it.uuid }) { item ->

100 ElevatedCard(

101 modifier = Modifier

102 .fillMaxWidth()

103 .clickable(

104 enabled = !uiState.isBusy,

105 . interactionSource = remember
{ MutableInteractionSource() },

106 indication = null,

107 ) { onOpenVault(item) },

108 shape = RoundedCornerShape(16.dp),

109 elevation = CardDefaults.elevatedCardElevation(defaultElevation
= 2.dp),

110 colors = CardDefaults.elevatedCardColors(

111 . containerCo}or =
MaterialTheme.colorScheme.surfaceContainerHigh,

112 ),

113 ) A

114 Row (

115 modifier = Modifier

116 .fillMaxWidth()

117 .padding(16.dp),

118 verticalAlignment = Alignment.CenterVertically,

119 horizontalArrangement = Arrangement.SpaceBetween,

120 ) {

121 Column(modifier = Modifier.weight(1f)) {

122 Text(

123 text = item.label,

124 style = MaterialTheme.typography.titleMedium,

125 color = MaterialTheme.colorScheme.onSurface,

126 )

127 Spacer(modifier = Modifier.height(4.dp))

128 Text(

129 text = when (item.brand) {
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130 CloudBrand.YANDEX ->

131 stringResource(R.string.remote vault type yandex)

132 I

133 style = MaterialTheme.typography.bodyMedium,

134 color = MaterialTheme.colorScheme.onSurfaceVariant,

135 )

136 Spacer(modifier = Modifier.height(6.dp))

137 if (!item.isAvailable) {

138 Text (

139 . . | text =
stringResource(R.string.remote vault unavailable),

140 style = MaterialTheme.typography.bodySmall,

141 color = MaterialTheme.colorScheme.error,

142 )

143 Spacer(modifier = Modifier.height(6.dp))

144 FilledTonalButton(

145 onClick = { viewModel.retryVault(item.uuid) },

146 enabled = !'uiState.isBusy,

147 ) {

148 Text(

149 if (item.isRefreshing) {

150 stringResource(R.string.remote vault retrying)

151 } else {

152 stringResource(R.string.remote vault retry action)

153 },

154 )

155 }

156 }

157 }

158 IconButton(

159 onClick = { viewModel.requestDeleteVault(item) },

160 enabled = 'uiState.isBusy,

161 ) |

162 Icon(

163 Icons.Filled.Delete,

164 . _ contentDescription =
stringResource(R.string.remote vault delete cd),

165 tint = MaterialTheme.colorScheme.error,

166 )

167 }

168 }

169 }

170 }

171 }

172 }
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174
175
176
177
178
179
180
181
182
183
184
185

186

187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212

213

214
215

if (uiState.isBusy) {

CircularProgressIndicator(

modifier

= Modifier

.align(Alignment.Center)
.padding(24.dp),

if (uiState.addChoiceVisible) {

Dial

) {

{ outcome ->

og(

onDismissRequest = { if (!uiState.isBusy)
viewModel.setAddChoiceVisible(false) },

Surface(

) A

shape =

color =

RoundedCornerShape(28.dp),
MaterialTheme.colorScheme.surfaceContainerHigh,

tonalElevation = 3.dp,

Column(

modifier = Modifier

.padding(24.dp)
.fillMaxWidth(),

Text (

)

text = stringResource(R.string.remote vaults add title),
style = MaterialTheme.typography.headlineSmall,
color = MaterialTheme.colorScheme.onSurface,

Spacer(modifier = Modifier.height(12.dp))
Text (

)

text = stringResource(R.string.remote vaults add pick provider),
style = MaterialTheme.typography.bodylLarge,
color = MaterialTheme.colorScheme.onSurfaceVariant,

Spacer(modifier = Modifier.height(16.dp))
FilledTonalButton(

onClick = {
viewModel.setAddChoiceVisible(false)
viewModel. remoteAuthenticator.beginLink(CloudBrand.YANDEX)

when (outcome) {

is VaultLinkOutcome.Success ->
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217

218

219
220
221
222
223
224
225
226

227

228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249

250

251
252
253
254
255
256
257
258

viewModel.onLinkSucceeded(outcome.registration)
is VaultLinkOQutcome.Failed -> {

val notification =
outcome. reason.toUserNotification()

val text = if (notification.formatArgs.isEmpty()) {
resources.getString(notification.id)
} else {
resources.getString(
notification.id,

*notification.formatArgs.toTypedArray(),

}

Toast.makeText (context, text,
Toast.LENGTH_LONG) .show()

}
VaultLinkOutcome.Cancelled -> { }
}
}

b

modifier = Modifier.fillMaxWidth(),

enabled = !uiState.isBusy,

) {

Text(stringResource(R.string.remote vaults provider yandex))
}
Spacer(modifier = Modifier.height(16.dp))
Row (
modifier = Modifier.fillMaxWidth(),
horizontalArrangement = Arrangement.End,
) A
Text (
text = stringResource(R.string.remote vaults add cancel),
style = MaterialTheme.typography.labellLarge,
color = MaterialTheme.colorScheme.primary,
modifier = Modifier
.clickable(
enabled = !uiState.isBusy,

interactionSource = remember
{ MutableInteractionSource() },

indication = null,
) { viewModel.setAddChoiceVisible(false) }
.padding(vertical = 8.dp, horizontal = 4.dp),
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260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289

uiState.vaultPendingDelete?.let { pending ->

AlertDialog(
onDismissRequest = { if (!uiState.isBusy) viewModel.dismissDeleteVault() },
title = {
Text(stringResource(R.string.remote vault remove title))
I
text = {
Text(stringResource(R.string.remote vault remove message, pending.label))
b
confirmButton = {
TextButton(
onClick = { viewModel.confirmDeleteVault() },
enabled = !'uiState.isBusy,
) |
Text (stringResource(R.string. remove))
}
b
dismissButton = {
TextButton(
onClick = { viewModel.dismissDeleteVault() },
enabled = !'uiState.isBusy,
) |
Text(stringResource(R.string.remote vaults add cancel))
}
b
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

package

screens/remotes/RemoteVaultsScreenState. kt

com.github.nullptroma.wallenc.ui.screens.main.screens.remotes

import com.github.nullptroma.wallenc.vault.contract.CloudBrand

import java.util.UUID

data class RemoteVaultListItem(

val
val
val
val

val

uuid: UUID,

brand: CloudBrand,
label: String,
isAvailable: Boolean,

isRefreshing: Boolean,

data class RemoteVaultsScreenState(

val
val
val

val

vaults: List<RemoteVaultListItem> = emptylList(),
isBusy: Boolean = false,

addChoiceVisible: Boolean = false,
vaultPendingDelete: RemoteVaultListItem? = null,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/remotes/Remote VaultsViewModel .kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.remotes
2

3 import androidx.lifecycle.viewModelScope

4 import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
5 import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator

6 import com.github.nullptroma.wallenc.domain.tasks.TaskLoglLevel

7 import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel

8 import com.github.nullptroma.wallenc.domain.tasks.VaultTaskStep

9 import com.github.nullptroma.wallenc.ui.R

10 import com.github.nullptroma.wallenc.ui.ViewModelBase

11 import com.github.nullptroma.wallenc.ui.resources.UiStringResolver

12 import com.github.nullptroma.wallenc.vault.contract.DescribedVault

13 import com.github.nullptroma.wallenc.vault.contract.RemoteVaultAuthenticator
14 import com.github.nullptroma.wallenc.vault.contract.VaultDescriptor
15 import com.github.nullptroma.wallenc.vault.contract.VaultRegistrar

16 import com.github.nullptroma.wallenc.vault.contract.VaultRegistration
17 import com.github.nullptroma.wallenc.vault.contract.described

18 import com.github.nullptroma.wallenc.vault.contract.remotes

19 import dagger.hilt.android.lifecycle.HiltViewModel

20 import kotlinx.coroutines.Dispatchers

21 import kotlinx.coroutines.ExperimentalCoroutinesApi

22 import kotlinx.coroutines.flow.SharingStarted

23 import kotlinx.coroutines.flow.combine

24 import kotlinx.coroutines.flow.flatMapLatest

25 import kotlinx.coroutines.flow.flowOf

26 import kotlinx.coroutines.flow.stateIn

27 import kotlinx.coroutines.withContext

28 import javax.inject.Inject

29

30 @HiltViewModel

31 @OptIn(ExperimentalCoroutinesApi::class)

32 class RemoteVaultsViewModel @Inject constructor(

33 private val vaultsManager: IVaultsManager,

34 private val vaultRegistrar: VaultRegistrar,

35 val remoteAuthenticator: RemoteVaultAuthenticator,

36 private val taskOrchestrator: ITaskOrchestrator,

37 private val uiStrings: UiStringResolver,

38 ) : ViewModelBase<RemoteVaultsScreenState>(RemoteVaultsScreenState()) {
39

40 private val remoteItems = vaultsManager.vaults

41 .flatMapLatest { all ->

42 val remotes = all.described().remotes
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85

if (remotes.isEmpty()) {
flowOf (emptyList())
} else {
combine(remotes.map { vault ->

combine(vault.isAvailable, vault.storagesScanInProgress) { available,
scanInProgress ->

toRemoteItem(vault, available, scanInProgress)

}
}) { arr -> arr.tolList().filterNotNull() }

val uiState = combine(
remoteltems,
state,
) { items, base ->
base. copy (
vaults = items,
)
}.stateln(
viewModelScope,
SharingStarted.Eagerly,
RemoteVaultsScreenState(),

fun setAddChoiceVisible(visible: Boolean) {

updateState(state.value.copy(addChoiceVisible = visible))

fun setBusy(busy: Boolean) {
updateState(state.value.copy(isBusy = busy))

fun onLinkSucceeded(registration: VaultRegistration) {
setBusy(true)
taskOrchestrator.enqueue(
title = uiStrings(R.string.task title add remote vault),
dispatcher = Dispatchers.IO,
work = { ctx ->
try {

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.AddRemoteVault

))
ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log adding vault))
vaultRegistrar.register(registration)

ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log vault added))

406



86

87

88
89
90
91
92
93
94
95
96
97
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99
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102
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104
105
106
107
108
109
110
111
112
113
114

115

116

117

118

119

120

121
122
123
124
125
126
127

} catch (e: Exception) {

ctx.log(TaskLogLevel .Error,
uiStrings(R.string.task log add vault failed))

} finally {
withContext(Dispatchers.Main.immediate) {
setBusy(false)
setAddChoiceVisible(false)

}’

fun requestDeleteVault(item: RemoteVaultListItem) {
updateState(state.value.copy(vaultPendingDelete = item))

fun dismissDeleteVault() {
updateState(state.value.copy(vaultPendingDelete

null))

fun confirmDeleteVault() {
val pending = state.value.vaultPendingDelete ?: return
val uuid = pending.uuid
setBusy(true)
taskOrchestrator.enqueue(
title = uiStrings(R.string.task title remove remote vault),
dispatcher = Dispatchers.IO,
work = { ctx ->
try {

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.RemoveRemoteVault))

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log removing remote vault))

vaultRegistrar.unregister(uuid)

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log remote vault removed))

} catch (e: Exception) {

ctx.log(TaskLogLevel.Error,
uiStrings(R.string.task log remove vault failed))

} finally {
withContext(Dispatchers.Main.immediate) {
setBusy(false)
dismissDeleteVault()

}’
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128 )

129 }

130

131 fun retryVault(vaultUuid: java.util.UUID) {

132 setBusy(true)

133 taskOrchestrator.enqueue(

134 title = uiStrings(R.string.task title retry remote vault),

135 dispatcher = Dispatchers.IO,

136 work = { ctx ->

137 try {

138 ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.RetryRemoteVault))

139 ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log retrying vault))

140 vaultRegistrar.retry(vaultUuid)

141 ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log retry requested))

142 } catch (e: Exception) {

ctx.log(TaskLogLevel .Error,

143 uiStrings(R.string.task log retry vault failed))
144 } finally {

145 withContext(Dispatchers.Main.immediate) {
146 setBusy(false)

147 }

148 }

149 Ie

150 )

151 }

152

153 private fun toRemoteltem(

154 vault: DescribedVault,

155 isAvailable: Boolean,

156 isRefreshing: Boolean,

157 ): RemoteVaultListItem? {

158 val descriptor = vault.descriptor as? VaultDescriptor.LinkedRemote 7: return null
159 return RemoteVaultListItem(

160 uuid = descriptor.uuid,

161 brand = descriptor.brand,

162 label = descriptor.accountDisplayName,
163 isAvailable = isAvailable,

164 isRefreshing = isRefreshing,

165 )

166 }

167 }

168
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/StorageHomeRoute .kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage
2

3 import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
4 import kotlinx.parcelize.Parcelize

5 import kotlinx.serialization.Serializable

6

7 @Serializable

8 @Parcelize

9 data class StorageHomeRoute(

10 val vaultUuid: String? = null,

11 val storageluid: String,

12 ) : ScreenRoute()

13
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/StorageHomeScreen .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
com.github.
com.github.
com.github.

com.github.

@Composable

compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.

foundation.
foundation.
foundation.
foundation.

foundation.

foundation

foundation.

foundation.

layout

.layout.

layout.
layout.
layout.
layout.

layout.
layout.

.Arrangement

Box

Column

Row

size
fillMaxSize
fillMaxWidth
padding

material.icons.Icons

material.icons.automirrored.outlined.Notes

material.icons.outlined.Lock

material3.
material3.
material3.
material3.
material3.
material3.

runtime.Composable

runtime.ge
ui.Alignme

ui.Modifie

Card

CardDefaults

CircularProgressIndicator

Icon

MaterialTheme

Text

tValue
nt

r

ui.graphics.vector.ImageVector

ui.res.stringResource

ui.unit.dp

hilt.lifecycle.viewmodel.compose.hiltViewModel

lifecycle.compose.collectAsStateWithLifecycle

fun StorageHomeScreen (

modifier: Modifier = Modifier,

nullptroma.wallenc.ui.R

nullptroma.wallenc.ui.elements.WallencScreenContentPadding
nullptroma.wallenc.ui.elements.WallencScreenScaffold

nullptroma.wallenc.ui.resources.resolveText

viewModel: StorageHomeViewModel = hiltViewModel(),

onOpenTwoFa:

(String) -> Unit,

onOpenTextSecrets:

) {

(String) -> Unit,

val uiState by viewModel.state.collectAsStateWithLifecycle()
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75
76
77
78
79
80
81
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83
84
85
86
87

WallencScreenScaffold(modifier = modifier) { innerPadding ->

WallencScreenContentPadding(innerPadding) {

Column(

) {

modifier = Modifier.fillMaxSize(),
verticalArrangement = Arrangement.spacedBy(12.dp),

if (uiState.islLoading) {
Box (
modifier = Modifier.fillMaxSize(),
contentAlignment = Alignment.Center,

) {
CircularProgressIndicator()
}
return@Column
}
Text(
text = uiState.storageName.ifBlank {
stringResource(R.string.storage home unnamed storage)
I
style = MaterialTheme.typography.headlineSmall,
)
Text(
text = uiState.storageUuid,
style = MaterialTheme.typography.bodySmall,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
Text(

text = stringResource(

R.string.storage home status line,

if (uiState.isAvailable) {
stringResource(R.string.storage home status available)

} else {
stringResource(R.string.storage home status unavailable)

}

if (uiState.isEncrypted) {
stringResource(R.string.storage home status _encrypted)

} else {
stringResource(R.string.storage home status not _encrypted)

}

uiState.errorNotification?.let { notification ->
Text (

411



88 text = notification.resolveText(),

89 color = MaterialTheme.colorScheme.error,
90 )

91 }

92

93 StorageSectionCard(

title = stringResource(R.string.storage home two fa title,

94 uiState.twoFaCount),

95 description = stringResource(R.string.storage home two fa subtitle),

96 icon = Icons.Qutlined.Lock,

97 enabled = uiState.canManageDomainData,

98 onClick = { onOpenTwoFa(uiState.storageluid) },

99 )

100

101 StorageSectionCard(

102 _ title = stringResource(R.string.storage home text secrets title,
uiState.textSecretsCount),

103 description = stringResource(R.string.storage home text secrets subtitle),

104 icon = Icons.AutoMirrored.OQutlined.Notes,

105 enabled = uiState.canManageDomainData,

106 onClick = { onOpenTextSecrets(uiState.storageluid) },

107 )

108

109 Text (

110 text = stringResource(R.string.storage home future sections),

111 style = MaterialTheme.typography.bodySmall,

112 color = MaterialTheme.colorScheme.onSurfaceVariant,

113 )

114

115

116 }

117 }

118

119 @Composable

120 private fun StorageSectionCard(

121 title: String,

122 description: String,

123 icon: ImageVector,

124 enabled: Boolean,

125 onClick: () -> Unit,

126 ) {

127 Card(

128 modifier = Modifier.fillMaxWidth(),

129 colors = CardDefaults.elevatedCardColors(

130 containerColor = MaterialTheme.colorScheme.surfaceContainerHigh,
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132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163

) {

) ’

onClick = onClick,
enabled = enabled,
Row (
modifier = Modifier
.fillMaxWidth()
.padding(16.dp),
horizontalArrangement = Arrangement.spacedBy(14.dp),
) |
Icon(
imageVector = icon,
contentDescription = null,
modifier = Modifier.size(28.dp),
tint = MaterialTheme.colorScheme.primary,
)
Column(
verticalArrangement = Arrangement.spacedBy(4.dp),
) {
Text(
text = title,
style = MaterialTheme.typography.titleMedium,
)
Text(
text = description,
style = MaterialTheme.typography.bodySmall,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
}
}
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/StorageHomeScreenState. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage

import androidx.compose.runtime.Immutable

import com.github.nullptroma.wallenc.ui.resources.UserNotification

@Immutable
data class StorageHomeScreenState(
val storageluid: String = "",
val storageName: String = "",
val islLoading: Boolean = true,
val isAvailable: Boolean = false,
val isEncrypted: Boolean = false,
val isVirtualStorage: Boolean = false,
val twoFaCount: Int = 0,
val textSecretsCount: Int = 0,
val canManageDomainData: Boolean = false,

val errorNotification: UserNotification.TextRes?

414
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/StorageHomeViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.lifecycle.SavedStateHandle

androidx.lifecycle.viewModelScope

com.

com.

com.

com

com

com.

com.

com.

com.

github

github.
github.
.github.
.github.
github.
github.
github.

github

.nullptroma
nullptroma

nullptroma

nullptroma
nullptroma
nullptroma
nullptroma
.nullptroma

nullptroma.

.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

dagger.hilt.android.lifecycle.

domain.datatypes.StorageMetalLoadState
domain.errors.WallencException

ui.R

ui.ViewModelBase
ui.resources.UserNotification
ui.resources.toUserNotification
usecases.FindStorageUseCase
usecases.ManageTextSecretsUseCase
usecases.ManageTwoFaTokensUseCase
HiltViewModel

kotlinx.coroutines.flow.combine

kotlinx.coroutines.launch

javax.inject.Inject

@HiltViewModel
class StorageHomeViewModel @Inject constructor(
savedStateHandle: SavedStateHandle,
private val findStorageUseCase: FindStorageUseCase,

private val manageTwoFaTokensUseCase: ManageTwoFaTokensUseCase,

private val manageTextSecretsUseCase: ManageTextSecretsUseCase,

) : ViewModelBase<StorageHomeScreenState>(StorageHomeScreenState()) {

private val storageUuid = savedStateHandle.requireStorageUuid()

init {

observeStorageState()

private fun observeStorageState() {

viewModelScope.launch {

val storage = findStorageUseCase.find(storageUuid)

if (storage == null) {
updateState(

state.value. copy(

isLoading = false,

storageluid = storageUuid.toString(),

errorNotification =
WallencException.Feature.StorageNotFound().toUserNotification(),
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49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

67

68

69
70
71
72
73
74
75
76
77
78

),
)
return@launch
}
combine(
storage.isAvailable,
storage.metalnfo,
storage.metalLoadState,
manageTwoFaTokensUseCase.observe(storage),
manageTextSecretsUseCase.observe(storage),
) { available, meta, metaState, twoFa, secrets ->
val metaUnavailable = metaState == StorageMetalLoadState.Unavailable
val isRawEncrypted = meta.encInfo != null && !storage.isVirtualStorage
val canManageDomainData = available && !'isRawEncrypted && !'metaUnavailable
state.value. copy(
islLoading = false,
storageluid = storage.uuid.toString(),

storageName = meta.name.orEmpty(),

isAvailable available,

isEncrypted = meta.encInfo != null,
isVirtualStorage = storage.isVirtualStorage,
twoFaCount = twoFa.size,

textSecretsCount = secrets.size,
canManageDomainData = canManageDomainData,
errorNotification = when {

metaUnavailable ->
UserNotification.TextRes(R.string.storage home meta unavailable)

isRawEncrypted ->
WallencException.Feature.NeedsDecryptedView().toUserNotification()

else -> null
I
)
}.collect { ui ->

updateState(ui)
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/StorageRouteArgs.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage

import androidx.lifecycle.SavedStateHandle
import java.util.UUID

internal fun SavedStateHandle.requireStorageUuid(): UUID {

val raw = get<String>("storageUuid") ?: error("Missing storage UUID in navigation
arguments")

return UUID. fromString(raw)

internal fun SavedStateHandle.optionalSecretId(): String? = get<String>("secretId")
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretDetailsRoute.kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets
2

3 import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
4 import kotlinx.parcelize.Parcelize

5 import kotlinx.serialization.Serializable

6

7 @Serializable

8 @Parcelize

9 data class TextSecretDetailsRoute(

10 val storageUuid: String,

11 val secretld: String,

12 ) : ScreenRoute()

13
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/se

crets/TextSecretDetailsScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

android.content.ClipData

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.

androidx.compose.material.i

androidx.compose.material.i

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.material3.

androidx.compose.runtime.Co

androidx.compose.runtime.ge
runtime.re

.Modifie

androidx.compose.

androidx.compose.ui
androidx.compose.ui.
androidx.compose.ui.
androidx.compose.ui.

androidx.compose.ui.unit.dp

androidx.hilt.lifecycle.vie
androidx.lifecycle.compose.
com.github.nullptroma.walle
com.github.nullptroma.walle
com.github.nullptroma.walle
com.github.nullptroma.walle

kotlinx.coroutines.launch

@Composable

fun TextSecretDetailsScreen(

modifier:

Modifier = Modifier,

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

layout.Arrangement

layout.Column

Row
fillMaxSize
fillMaxWidth

padding

layout.
layout.
layout.
layout.
lazy.LazyColumn
lazy.items

cons.Icons
cons.filled.ContentCopy
Button

Card

CardbDefaults

Icon

IconButton
LinearProgressIndicator
MaterialTheme

Text

TextButton

mposable

tValue
memberCoroutineScope

r

platform.LocalClipboard
platform.toClipEntry

res.stringResource

wmodel. compose.hiltViewModel
collectAsStateWithLifecycle

nc.ui.R
nc.ui.elements.WallencScreenContentPadding
nc.ui.elements.WallencScreenScaffold

nc.ui.resources.resolveText

viewModel: TextSecretDetailsViewModel = hiltViewModel(),
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86

) A

onEdit: (String) -> Unit,
onDeleted: () -> Unit,

val uiState by viewModel.state.collectAsStateWithLifecycle()
val secret = uiState.secret
val clipboard = LocalClipboard.current

val scope = rememberCoroutineScope()

WallencScreenScaffold(modifier = modifier) { innerPadding ->
WallencScreenContentPadding(innerPadding) {
Column(
modifier = Modifier.fillMaxSize(),
verticalArrangement = Arrangement.spacedBy(10.dp),

uiState.errorNotification?.let { notification ->
Text (
text = notification.resolveText(),

color = MaterialTheme.colorScheme.error,

}
if (uiState.isMutating) {

LinearProgressIndicator(modifier = Modifier.fillMaxWidth())

}
if (secret == null) return@Column
Row (
modifier = Modifier.fillMaxWidth(),
horizontalArrangement = Arrangement.SpaceBetween,
) {
Text(
text = secret.title,
style = MaterialTheme.typography.headlineSmall,
)
TextButton(
onClick = { onEdit(secret.id) },
enabled = uiState.isAvailable && !uiState.isMutating,
) {
Text(stringResource(R.string.edit))
}
}

LazyColumn(verticalArrangement = Arrangement.spacedBy(8.dp)) {

items(secret.items) { item ->
val clipboardFallbackLabel =

stringResource(R.string.text secret clipboard fallback label)
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88
89
90
91
92
93
94
95
96
97
98
99

100

101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125

126

127
128
129

Card(
modifier = Modifier.fillMaxWidth(),
colors = CardDefaults.elevatedCardColors(
containerColor = MaterialTheme.colorScheme.surfaceContainerHigh,
),
) |
Column(
modifier = Modifier
.fillMaxWidth()
.padding(12.dp),
verticalArrangement = Arrangement.spacedBy(4.dp),

Text (

text = item.label 7:

stringResource(R.string.text secret item without label),

style = MaterialTheme.typography.labelMedium,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
Row (
modifier = Modifier.fillMaxWidth(),
horizontalArrangement = Arrangement.spacedBy(8.dp),
) {
Text (
text = item.value,
style = MaterialTheme.typography.bodyLarge,
modifier = Modifier.weight(1f),
)
IconButton(
onClick = {
scope. launch {
val clipData = ClipData.newPlainText (
item.label ?: clipboardFallbackLabel,
item.value,
)
clipboard.setClipEntry(clipData.toClipEntry())

I
) {
Icon(
imageVector = Icons.Default.ContentCopy,

contentDescription =

stringResource(R.string.text secret copy value),

)
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132
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134
135
136
137
138
139
140
141
142
143
144
145

Button (
onClick
enabled

) {

{ viewModel.delete(onDeleted) },
uiState.isAvailable && !'uiState.isMutating,

Text(stringResource(R.string.remove))
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretDetailsScreenState. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import androidx.compose.runtime.Immutable

import com.github.nullptroma.wallenc.ui.resources.UserNotification

import com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord

@Immutable
data class TextSecretDetailsScreenState(
val islLoading: Boolean = true,
val isAvailable: Boolean = false,
val isMutating: Boolean = false,
val secret: TextSecretRecord? = null,

val errorNotification: UserNotification.TextRes?

423

= null,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretDetailsViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.lifecycle.SavedStateHandle

androidx.lifecycle.viewModelScope

com.

com.

com.

com

com

com.

com.

com.

com.

com.

com.

com.

com.

github

github.
github.
.github.
.github.
github.
github.
github.
github.
github.
github.
github.
github.

.nullptroma
nullptroma

nullptroma

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma

nullptroma

nullptroma.

nullptroma.

.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.

.wallenc.

dagger.hilt.android.lifecycle.

kotlinx.

coroutines.

Dispatchers

domain.tasks.ITaskOrchestrator

domain.tasks.TaskProgressLabel
tasks.VaultTaskStep
tasks.TaskId

tasks.TaskRunState

domain.
domain.
domain.
ui.R
domain.errors.WallencException

ui.ViewModelBase

ui.resources.toUserNotification
ui.resources.UiStringResolver
ui.screens.main.screens.storage.requireStorageluid
usecases.FindStorageUseCase
usecases.ManageTextSecretsUseCase

HiltViewModel

kotlinx.
kotlinx.
kotlinx.

kotlinx.

coroutines.
coroutines.
coroutines.

coroutines.

flow.combine

flow.filterNotNull

flow.first

flow.map

kotlinx

.coroutines.

javax.inject.Inject

@HiltViewModel
class TextSecretDetailsViewModel @Inject constructor(
savedStateHandle: SavedStateHandle,
private val findStorageUseCase: FindStorageUseCase,

launch

private val manageTextSecretsUseCase: ManageTextSecretsUseCase,

private val taskOrchestrator: ITaskOrchestrator,

private val uiStrings: UiStringResolver,

) : ViewModelBase<TextSecretDetailsScreenState>(TextSecretDetailsScreenState()) {

private val storageluid = savedStateHandle.requireStorageUuid()

private val secretld: String = savedStateHandle.get<String>("secretId")

?:

init {

error("Missing secret id")

observeSecret()
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private fun observeSecret() {
viewModelScope.launch {
val storage = findStorageUseCase.find(storageUuid)
if (storage == null) {
updateState(
state.value. copy(
isLoading = false,

errorNotification =
WallencException.Feature.StorageNotFound().toUserNotification(),

)I
)

return@launch

}

if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
updateState(

state.value. copy(
isLoading = false,
isAvailable = false,

errorNotification =
WallencException.Feature.NeedsDecryptedView().toUserNotification(),

),
)
return@launch
}
combine(
storage.isAvailable,
manageTextSecretsUseCase.observe(storage) .map { list ->
list.firstOrNull { it.id == secretld }
}
taskOrchestrator.pipelineState.map { pipe ->
pipe.tasks.any { t ->
t.busyStoragelUuid == storage.uuid && isTaskActive(t.state)

I
) { available, secret, isMutating ->
state.value. copy(
islLoading = false,
isAvailable = available,
isMutating = isMutating,
secret = secret,
errorNotification = if (secret == null) {
WallencException.Feature.SecretNotFound().toUserNotification()
} else {
null
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100

101
102
103
104
105
106
107
108
109

110

111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129

+
)
}.collect { ui ->

updateState(ui)

fun delete(onDeleted: () -> Unit) {
viewModelScope.launch {
val storage = findStorageUseCase.find(storageUuid) ?: return@launch
if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
updateState(
state.value.copy(

errorNotification =
WallencException.Feature.NeedsDecryptedView().toUserNotification(),

),
)
return@launch
}
val taskId = taskOrchestrator.enqueue(
title = uiStrings(R.string.task title delete text secret),
dispatcher = Dispatchers.IO,
busyStorageUuid = storage.uuid,
work = { ctx ->

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.DeleteTextSecret))

manageTextSecretsUseCase.delete(storage, secretld)
b
)
if (awaitTaskTerminalState(taskId) is TaskRunState.Completed) {
onDeleted()

private fun isTaskActive(state: TaskRunState): Boolean =
state is TaskRunState.Queued || state is TaskRunState.Running

private suspend fun awaitTaskTerminalState(taskId: TaskId): TaskRunState {
return taskOrchestrator.pipelineState
.map { pipe -> pipe.tasks.firstOrNull { it.id == taskId }?.state }
.filterNotNull()
.first { state ->
state is TaskRunState.Completed ||
state is TaskRunState.Cancelled ||
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state is TaskRunState.Failed
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretEditRoute.kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets
2

3 import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
4 import kotlinx.parcelize.Parcelize

5 import kotlinx.serialization.Serializable

6

7 @Serializable

8 @Parcelize

9 data class TextSecretEditRoute(

10 val storageUuid: String,

11 val secretId: String? = null,

12 ) : ScreenRoute()

13
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretEditScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.

.compose.

foundation.layout.Arrangement

foundation. layout.Column

Row
fillMaxSize
fillMaxWidth

padding

foundation.layout.

foundation.layout.
foundation.layout.
foundation.layout.
foundation.lazy.LazyColumn
foundation.lazy.itemsIndexed
material.icons.Icons
material.icons.filled.Add
material.icons.filled.Delete
material3.Icon
material3.IconButton
material3.LinearProgressIndicator
material3.OutlinedTextField
material3.Text
material3.TextButton
runtime.Composable
runtime.getValue
mutableStatelListOf
mutableStateOf

remember

runtime.
runtime.
runtime.
runtime. rememberUpdatedState
runtime.setValue
ui.Modifier
ui.res.stringResource

ui.unit.dp

hilt.lifecycle.viewmodel.compose.hiltViewModel

lifecycle.compose.collectAsStateWithLifecycle

com.github.
com.github.
com.github.
com.github.
com.github.

@Composable

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

fun TextSecretEditScreen(

.wallenc.
.wallenc.
.wallenc.
.wallenc.

modifier: Modifier = Modifier,
viewModel: TextSecretEditViewModel = hiltViewModel(),

onSaved:

(String)

-> Unit,

ui
ui
ui

ui

.wallenc.domain.datatypes.TextSecretEntryRecord
i.R

.elements.WallencScreenContentPadding
.elements.WallencScreenScaffold

.resources.resolveText
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79
80
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86

) {

val uiState by viewModel.state.collectAsStateWithLifecycle()
val currentOnSaved by rememberUpdatedState(onSaved)

val inputEnabled = uiState.isAvailable && !'uiState.isMutating &&
uiState.errorNotification == null

var title by remember(uiState.initialSecret) {
mutableStateOf (uiState.initialSecret?.title.orEmpty())

val items = remember(uiState.initialSecret) {

mutableStatelListOf<TextSecretEntryRecord>().apply {

addA11(
uiState.initialSecret?.items.orEmpty().ifEmpty {
listOf(TextSecretEntryRecord(label = null, value = ""))
+

WallencScreenScaffold(modifier = modifier) { innerPadding ->

WallencScreenContentPadding(innerPadding) {

Column (

) {

modifier = Modifier.fillMaxSize(),

verticalArrangement = Arrangement.spacedBy(10.dp),

Text(
if (uiState.initialSecret == null) {
stringResource(R.string.text secret create)
} else {
stringResource(R.string.text secret edit)
I
)
uiState.errorNotification?.let { notification ->
Text(text = notification.resolveText())
}
if (uiState.isMutating) {
LinearProgressIndicator(modifier = Modifier.fillMaxWidth())
}
OutlinedTextField(
value = title,
onValueChange = { title = it },
enabled = inputEnabled,
modifier = Modifier.fillMaxWidth(),
label = { Text(stringResource(R.string.text secret title)) },
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87

88 LazyColumn (
89 modifier = Modifier.weight(1f),
90 verticalArrangement = Arrangement.spacedBy(8.dp),
91 ) A
92 itemsIndexed(items) { index, item ->
93 Row (
94 modifier = Modifier.fillMaxWidth(),
95 horizontalArrangement = Arrangement.spacedBy(8.dp),
9% ) |
97 OutlinedTextField(
98 value = item.label.orEmpty(),
99 onValueChange = { newlLabel ->
100 items[index] = item.copy(label = newLabel.ifBlank { null })
101 }
102 enabled = inputEnabled,
103 modifier = Modifier.weight(0.45f),
104 . Label = . .
{ Text(stringResource(R.string.text secret item label optional)) },
105 )
106 OutlinedTextField(
107 value = item.value,
108 onValueChange = { newValue ->
109 items[index] = item.copy(value = newValue)
110 b
111 enabled = inputEnabled,
112 modifier = Modifier.weight(0.55f),
113 . Label = .
{ Text(stringResource(R.string.text secret item value)) },
114 )
115 IconButton(
116 enabled = inputEnabled,
117 onClick = {
118 if (items.size > 1) {
119 items.removeAt(index)
120 } else {
121 o) items[index] = TextSecretEntryRecord(label = null, value
122 }
123 I
124 ) A
125 _ _ Icon(Icons.Default.Delete, contentDescription =
stringResource(R.string.remove))
126 }
127 }
128 }
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134
135
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138
139
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149
150
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156

Row(horizontalArrangement = Arrangement.spacedBy(8.dp)) {
TextButton(

onClick = { items.add(TextSecretEntryRecord(label = null, value
IIII)) }’

enabled = inputEnabled,
) |
Icon(Icons.Default.Add, contentDescription = null)
Text(stringResource(R.string.text secret add item))
}
TextButton(
onClick = {
viewModel.save(
title = title,
items = items.tolList(),
onSaved = currentOnSaved,
)
I
enabled = title.isNotBlank() && inputEnabled,
) |
Text (stringResource(R.string.save))
}
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
screens/storage/secrets/TextSecretEditScreenState. kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets
2

3 import androidx.compose.runtime.Immutable

4 import com.github.nullptroma.wallenc.ui.resources.UserNotification

5 import com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord
6

7 @Immutable

8 data class TextSecretEditScreenState(

9 val islLoading: Boolean = true,

10 val isAvailable: Boolean = false,

11 val isMutating: Boolean = false,

12 val initialSecret: TextSecretRecord? = null,

13 val errorNotification: UserNotification.TextRes? = null,

14 )

15
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretEditViewModel .kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets
2

3 import androidx.lifecycle.SavedStateHandle

4 import androidx.lifecycle.viewModelScope

5 import com.github.nullptroma.wallenc.domain.datatypes.TextSecretEntryRecord
6 import com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord

7 import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator

8 import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel

9 import com.github.nullptroma.wallenc.domain.tasks.VaultTaskStep

10 import com.github.nullptroma.wallenc.domain.tasks.TaskId

11 import com.github.nullptroma.wallenc.domain.tasks.TaskRunState

12 import com.github.nullptroma.wallenc.ui.R

13 import com.github.nullptroma.wallenc.domain.errors.WallencException

14 import com.github.nullptroma.wallenc.ui.ViewModelBase

15 import com.github.nullptroma.wallenc.ui.resources.toUserNotification

16 import com.github.nullptroma.wallenc.ui.resources.UiStringResolver

17 import com.github.nullptroma.wallenc.ui.screens.main.screens.storage.optionalSecretId
18 import com.github.nullptroma.wallenc.ui.screens.main.screens.storage.requireStorageluid
19 import com.github.nullptroma.wallenc.usecases.FindStorageUseCase

20 import com.github.nullptroma.wallenc.usecases.ManageTextSecretsUseCase

21 import dagger.hilt.android.lifecycle.HiltViewModel
22 import kotlinx.coroutines.Dispatchers
23 import kotlinx.coroutines.flow.combine
24 import kotlinx.coroutines.flow.filterNotNull
25 import kotlinx.coroutines.flow.first
26 import kotlinx.coroutines.flow.flowOf
27 import kotlinx.coroutines.flow.map
28 import kotlinx.coroutines.launch
29 import java.util.UUID
30 import javax.inject.Inject
31
32 @HiltViewModel
33 class TextSecretEditViewModel @Inject constructor(
34 savedStateHandle: SavedStateHandle,
35 private val findStorageUseCase: FindStorageUseCase,
36 private val manageTextSecretsUseCase: ManageTextSecretsUseCase,
37 private val taskOrchestrator: ITaskOrchestrator,
38 private val uiStrings: UiStringResolver,
39 ) : ViewModelBase<TextSecretEditScreenState>(TextSecretEditScreenState()) {
40
41 private val storageUuid = savedStateHandle.requireStorageUuid()
42 private val secretId: String? = savedStateHandle.optionalSecretId()
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48

private fun load() {
viewModelScope.launch {
val storage = findStorageUseCase.find(storageUuid)
if (storage == null) {
updateState(
state.value. copy(
isLoading = false,

errorNotification =
WallencException.Feature.StorageNotFound().toUserNotification(),

),
)

return@launch

}

if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
updateState(

state.value.copy(
isLoading = false,
isAvailable = false,

errorNotification =
WallencException.Feature.NeedsDecryptedView().toUserNotification(),

),
)
return@launch
}
val initial = secretId?.let { id -> manageTextSecretsUseCase.get(storage, id) }
combine(
storage.isAvailable,
taskOrchestrator.pipelineState.map { pipe ->
pipe.tasks.any { t ->
t.busyStoragelUuid == storage.uuid && isTaskActive(t.state)

I
flowOf (initial),
) { available, isMutating, currentSecret ->
state.value. copy(
isLoading = false,
isAvailable = available,
isMutating = isMutating,
initialSecret = currentSecret,

errorNotification = null,
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86 )

87 }.collect { ui ->
88 updateState(ui)

89 }

90 }

91 }

92
93 fun save(

94 title: String,

95 items: List<TextSecretEntryRecord>,

96 onSaved: (secretId: String) -> Unit,

97 ) {

98 viewModelScope.launch {

99 val storage = findStorageUseCase.find(storageUuid) ?7: return@launch
100 if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
101 updateState(

102 state.value. copy(
103 errorNotification =

WallencException.Feature.NeedsDecryptedView().toUserNotification(),
104 ),

105 )

106 return@launch

107 }

108 val existingId = secretId

109 val targetSecretId = existingId ?: UUID.randomUUID().toString()

110 val taskId = taskOrchestrator.enqueue(

111 title = uiStrings(R.string.task title save text secret),

112 dispatcher = Dispatchers.IO,

113 busyStorageUuid = storage.uuid,

114 work = { ctx ->

115 ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.SaveTextSecret))

116 if (existingId == null) {

117 manageTextSecretsUseCase.create(

118 storageInfo = storage,

119 title = title,

120 items = items,

121 id = targetSecretld,

122 )

123 } else {

124 manageTextSecretsUseCase.update(

125 storageInfo = storage,

126 secret = TextSecretRecord(

127 id = targetSecretld,

128 title = title,

129 items = items,
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155

I

)

if (awaitTaskTerminalState(taskId) is TaskRunState.Completed) {
onSaved(targetSecretId)

private fun isTaskActive(state: TaskRunState): Boolean =
state is TaskRunState.Queued || state is TaskRunState.Running

private suspend fun awaitTaskTerminalState(taskId: TaskId): TaskRunState {
return taskOrchestrator.pipelineState

.map { pipe -> pipe.tasks.firstOrNull { it.id == taskId }?.state }

.filterNotNull()

.first { state ->

state is TaskRunState.Completed ||

state is TaskRunState.Cancelled ||
state is TaskRunState.Failed
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretsRoute.kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets
2

3 import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
4 import kotlinx.parcelize.Parcelize

5 import kotlinx.serialization.Serializable

6

7 @Serializable

8 @Parcelize

9 data class TextSecretsRoute(

10 val storageUuid: String,

11 ) : ScreenRoute()

12
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretsScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
. compose.
compose.
compose.
compose.
compose.
compose.
compose.
. compose.
compose.

compose.

foundation.layout.Arrangement
foundation.layout.fillMaxSize
foundation.layout.padding
foundation.lazy.LazyColumn
foundation.lazy.items
material.icons.Icons
material.icons.filled.Add
material3.FloatingActionButton
material3.Icon
runtime.Composable
runtime.getValue

ui.Modifier

ui.draw.alpha
ui.res.stringResource

ui.unit.dp

hilt.lifecycle.viewmodel.compose.hiltViewModel

lifecycle.compose.collectAsStateWithLifecycle

com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord

com.github.nullptroma.wallenc.ui.R

com.github.nullptroma.wallenc.ui.elements.WallencScreenContentPadding

com.github.nullptroma.wallenc.ui.elements.WallencScreenScaffold

@Composable

fun TextSecretsScreen(

modifier:

Modifier

Modifier,

viewModel: TextSecretsViewModel = hiltViewModel(),

onOpenSecret:

onCreateSecret: ()

) {

(TextSecretRecord) -> Unit,

-> Unit,

val uiState by viewModel.state.collectAsStateWithLifecycle()

WallencScreenScaffold(

modifier

= modifier,

floatingActionButton = {

FloatingActionButton(

onClick

=1

if (uiState.isAvailable) {

}I

onCreateSecret()
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modifier = Modifier.alpha(if (uiState.isAvailable) 1f else 0.5f),
) {

Icon(Icons.Default.Add, contentDescription =

stringResource(R.string.text secret create))

}'

}

) { innerPadding ->

WallencScreenContentPadding(innerPadding) {

TextSecretsScreenContent(

) {

uiState = uiState,

modifier = Modifier.fillMaxSize(),

LazyColumn(verticalArrangement = Arrangement.spacedBy(10.dp)) {
items(uiState.items) { secret ->
TextSecretListCard(
secret = secret,
onClick = { onOpenSecret(secret) },

enabled = uiState.isAvailable,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretsScreenContent.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.

.compose.

foundation.
foundation.
foundation.
foundation.

foundation.

foundation

foundation.
material.icons
material.icons

material.icons

layout

layout.
layout.
layout.
layout.
.layout.
layout.

material3.Card

.Arrangement

Column

Row
fillMaxSize
fillMaxWidth
padding

size

.Icons
.automirrored.filled.KeyboardArrowRight
.automirrored.outlined.Notes

material3.CardDefaults

material3.Icon

material3.MaterialTheme

material3.Text

runtime.Composable

ui.Alignment

ui.Modifier

ui.res.stringResource

ui.unit.dp

com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord

com.github.nullptroma.wallenc

com.github.nullptroma.wallenc

@Composable

fun TextSecretsScreenContent(

uiState: TextSecretsScreenState,

modifier:

Modifier

Modifier,

secretlList: @Composable () -> Unit =

) {

Column(

) A

modifier

= modifier

.fillMaxSize()
.padding(16.dp),
verticalArrangement = Arrangement.spacedBy(12.dp),

.ui.R

.ui.resources.resolveText

{3

uiState.errorNotification?.let { notification ->
Text(

text =

color =

notification.resolveText(),

MaterialTheme.colorScheme.error,
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87

if (uiState.items.isEmpty()) {

Text(stringResource(R.string.text secret empty state))

} else {
secretlList()
}
}
}
@Composable
fun TextSecretListCard(
secret: TextSecretRecord,
onClick: () -> Unit,
enabled: Boolean,
modifier: Modifier = Modifier,
) {

Card(
modifier = modifier.fillMaxWidth(),
onClick = onClick,
enabled = enabled,

colors = CardDefaults.elevatedCardColors(

containerColor = MaterialTheme.colorScheme.surfaceContainerHigh,

),

) |
Row (
modifier = Modifier
.fillMaxWidth()
.padding(14.dp),
horizontalArrangement = Arrangement.SpaceBetween,
verticalAlignment = Alignment.Top,
) {

Row (

modifier = Modifier.weight(1f),

horizontalArrangement = Arrangement.spacedBy(12.dp),

) {

Icon(

imageVector = Icons.AutoMirrored.Outlined.Notes,

contentDescription = null,

modifier = Modifier
.size(22.dp)
.padding(top = 2.dp),

tint = MaterialTheme.colorScheme.primary,
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94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131

Column(modifier = Modifier.padding(end = 12.dp)) {
Text(
text = secret.title,
style = MaterialTheme.typography.titleSmall,
)
Text (

text = stringResource(R.string.text secret items count,
secret.items.size),

style = MaterialTheme.typography.bodySmall,

color MaterialTheme.colorScheme.onSurfaceVariant,

)
val fieldNames = secret.items
.map { item ->
item. label
?.trim()
.takeUnless { it.isNullOrBlank() }
?: stringResource(R.string.text secret item without label)
}
if (fieldNames.isNotEmpty()) {
fieldNames.take(3).forEach { fieldName ->
Text(
text = "\u2022 $fieldName",
style = MaterialTheme.typography.bodySmall,
color = MaterialTheme.colorScheme.onSurfaceVariant,

}

val hiddenCount = fieldNames.size - 3
if (hiddenCount > 0) {
Text(
text = stringResource(
R.string.text _secret more fields,
hiddenCount,
),
style

MaterialTheme. typography.bodySmall,
color = MaterialTheme.colorScheme.onSurfaceVariant,

}

Icon(
imageVector = Icons.AutoMirrored.Filled.KeyboardArrowRight,
contentDescription = null,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecretsScreenState.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import androidx.compose.runtime.Immutable

import com.github.nullptroma.wallenc.ui.resources.UserNotification

import com.github.nullptroma.wallenc.domain.datatypes.TextSecretRecord

@Immutable
data class TextSecretsScreenState(
val islLoading: Boolean = true,
val isAvailable: Boolean = false,
val items: List<TextSecretRecord> = emptylList(),

val errorNotification: UserNotification.TextRes?

445
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/secrets/TextSecrets ViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets

import
import
import
import
import
import
import
import
import
import
import

import

androidx.lifecycle.SavedStateHandle

androidx.lifecycle.viewModelScope

com.github

com.github.
com.github.
com.github.
com.github.
com.github.

.nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

.wallenc.

dagger.hilt.android.lifecycle.

domain.errors.WallencException

ui.ViewModelBase

ui.resources.toUserNotification
ui.screens.main.screens.storage.requireStorageluid
usecases.FindStorageUseCase
usecases.ManageTextSecretsUseCase

HiltViewModel

kotlinx.coroutines.flow.combine

kotlinx.coroutines.launch

javax.inject.Inject

@HiltViewModel
class TextSecretsViewModel @Inject constructor(
savedStateHandle: SavedStateHandle,

private val findStorageUseCase: FindStorageUseCase,

private val manageTextSecretsUseCase: ManageTextSecretsUseCase,

) : ViewModelBase<TextSecretsScreenState>(TextSecretsScreenState()) {

private val storageluid = savedStateHandle.requireStorageUuid()

init {

observeSecrets()

private fun observeSecrets() {

viewModelScope.launch {

val storage =

if (storage == null) {
updateState(

)

state.value.copy(

findStorageUseCase.find(storageluid)

isLoading = false,

errorNotification =
WallencException.Feature.StorageNotFound().toUserNotification(),

),

return@launch

}

if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
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updateState(

WallencException.Feature.NeedsDecryptedView().toUserNotification(),

)

state.value.copy(
isLoading = false,
isAvailable = false,

errorNotification =

),

return@launch

}

combine(

storage.isAvailable,

manageTextSecretsUseCase.observe(storage),

) { available, items ->

state.value.copy(

)

isLoading = false,
isAvailable = available,
items = items,

errorNotification = null,

}.collect { ui ->

updateState(ui)
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/twofa/OtpAuthUriParser.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa

import androidx.core.net.toUri

data class ParsedOtpAuthToken(
val issuer: String,
val account: String,
val secret: String,
val digits: Int,
val periodSeconds: Int,
val algorithm: String,

fun parseOtpAuthTotpUri(raw: String): ParsedOtpAuthToken? {

val uri = runCatching { raw.trim().toUri() }.getOrNull() ?: return null

if ('uri.scheme.equals("otpauth", ignoreCase = true)) return null

if ('uri.host.equals("totp", ignoreCase = true)) return null

val secret = uri.getQueryParameter("secret")?.trim().orEmpty()
if (secret.isBlank()) return null

val label = uri.path.orEmpty().trim('/"').trim()

val queryIssuer = uri.getQueryParameter("issuer")?.trim().orEmpty()

val (issuerFromLabel, accountFromLabel) = splitLabel(label)

val issuer = querylssuer.ifBlank { issuerFromLabel }.ifBlank { "TOTP" }
val account = accountFromLabel.ifBlank { label.ifBlank { "account" } }
val digits = uri.getQueryParameter("digits")?.toIntOrNull()?.coerceln(6, 8) ?: 6

val periodSeconds = uri.getQueryParameter("period")?.toIntOrNull()?.coerceAtlLeast(1l) ?7:

30

val algorithm = normalizeAlgorithm(uri.getQueryParameter("algorithm") 7:

return ParsedOtpAuthToken(
issuer = issuer,

account = account,

secret secret,
digits = digits,
periodSeconds = periodSeconds,

algorithm = algorithm,

private fun splitLabel(label: String): Pair<String, String> {
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43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

val idx = label.indexOf(':")
return if (idx >= 0) {

label.substring(0, idx).trim() to label.substring(idx + 1).trim()
} else {

"" to label.trim()

private fun normalizeAlgorithm(input: String): String {
val normalized = input
trim()
.uppercase()
.replace("HMAC", "")
.replace("-", "")
.replace(" ", "")
return when (normalized) {
"SHA1", "SHA256", "SHA512" -> normalized

else -> "SHAL"
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/twofa/TwoFaTokensRoute .kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa
2

3 import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
4 import kotlinx.parcelize.Parcelize

5 import kotlinx.serialization.Serializable

6

7 @Serializable

8 @Parcelize

9 data class TwoFaTokensRoute(

10 val storageUuid: String,

11 ) : ScreenRoute()

12
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/twofa/TwoFaTokensScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

android.Manifest

android.content.ClipData

android.content.pm.PackageManager
androidx.activity.compose.rememberLauncherForActivityResult

androidx.activity.result.contract.ActivityResultContracts

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

foundation

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

foundation

foundation.

foundation
material.i
material.i
material.i
material.i
material.i
material.i
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.

background
layout.Arrangement
layout.Box
layout.Column
layout.Row
.WindowInsets
fillMaxHeight
fillMaxSize
fillMaxWidth
layout.heightlIn
.offset

layout.

layout
layout.
.layout.
layout.

layout
padding
layout.size
lazy.LazyColumn
.lazy.items
rememberScrollState
.verticalScroll
cons.Icons

filled.Add
filled.ContentCopy
filled.Delete
filled.Edit
filled.QrCodeScanner
AlertDialog

Card

CardDefaults

DropdownMenu

cons.
cons.
cons.
cons.

cons.

DropdownMenuItem
ExperimentalMaterial3Api
ExposedDropdownMenuAnchorType
ExposedDropdownMenuBox
ExposedDropdownMenuDefaults
FloatingActionButton

Icon

IconButton
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44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
com.
com.
com.
com.
com.
com.

com.

github.
github.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.

compose.ui.platform
compose.ui.platform
compose.ui.platform
compose.ui.platform

compose.ui.text.
compose.ui.text.

compose.ui.unit.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma

material3.
material3.
material3.
material3.
material3.
material3.
material3.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.

runtime.

compose.ui.Alignment
compose.ui.Modifier

compose.ui.draw.alpha

compose.ui.unit.sp

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

.wallenc.

domain.datatypes.TwoFaTokenRecord

ui
ui
ui

ui

LinearProgressIndicator
MaterialTheme
OQutlinedTextField
Scaffold

Slider

Text
TextButton
Composable
LaunchedEffect
getValue
mutableFloatStateOf
mutableIntStateOf
mutableStateOf
produceState

remember
withFrameMillis
rememberCoroutineScope
setValue

snapshotFlow

compose.ui.graphics.Color
compose.ui. layout.onSizeChanged
.LocalClipboard
.LocalContext
.LocalDensity
.toClipEntry
compose.ui.res.stringResource
font.FontFamily
style.TextAlign
IntOffset

compose.ui.unit.dp

core.content.ContextCompat
hilt.lifecycle.viewmodel.compose.hiltViewModel
lifecycle.compose.collectAsStateWithLifecycle
github.
github.
github.
github.
github.

.R
.elements.QrScannerDialog

.elements.WallencScreenContentPadding
.elements.WallencScreenScaffold

usecases.TwoFaCodeState

usecases.buildTwoFaCodeState
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87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119

120

121

122

123
124
125
126
127
128
129
130

import
import
import
import

import

@Compos
fun Two

mod

com.github.nullptroma.wallenc.usecases.totpPeriodProgress
com.github.nullptroma.wallenc.usecases.totpSecondsUntilRefresh
kotlinx.coroutines.flow.collectLatest
kotlinx.coroutines.launch

kotlin.math. roundToInt

able
FaTokensScreen(

ifier: Modifier = Modifier,

viewModel: TwoFaTokensViewModel = hiltViewModel(),

) {
val
val
val

val

}
var

var

Wal

else 0.

uiState by viewModel.state.collectAsStateWithLifecycle()
clipboard = LocalClipboard.current
scope = rememberCoroutineScope()
nowMillis by produceState(initialValue = System.currentTimeMillis()) {
while (true) {
withFrameMillis {

value = System.currentTimeMillis()

editingToken by remember { mutableStateOf<TwoFaTokenRecord?>(null) }
creating by remember { mutableStateOf(false) }

lencScreenScaffold(
modifier = modifier,
floatingActionButton = {
FloatingActionButton(
onClick = {
if (uiState.isAvailable && 'uiState.isMutating) {

creating = true

}I

modifier = Modifier.alpha(if (uiState.isAvailable && !'uiState.isMutating) 1f
5f),

) {

Icon(Icons.Default.Add, contentDescription =

stringResource(R.string.two fa add token))

) {

}
},
innerPadding ->
WallencScreenContentPadding(innerPadding) {
TwoFaTokensScreenContent (

uiState = uiState,

modifier = Modifier.fillMaxSize(),

) {
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131
132
133
134
135

136

137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153

154

155

156

157
158
159

160

161

162

163
164
165
166
167
168
169
170
171

LazyColumn(verticalArrangement = Arrangement.spacedBy(10.dp)) {
items(uiState.items) { item ->
Card(
modifier = Modifier.fillMaxWidth(),
colors = CardDefaults.elevatedCardColors(

containerColor =
MaterialTheme.colorScheme.surfaceContainerHigh,

),
) {
val codeState = rememberTwoFaCode(item, nowMillis)
Row (
modifier = Modifier
.fillMaxWidth()
.padding(14.dp),
horizontalArrangement = Arrangement.SpaceBetween,
) {
TwoFaTokenListHeader (
issuer = item.issuer,
account = item.account,
modifier = Modifier.weight(1f),
)

Row {
IconButton(
onClick = { editingToken = item },
enabled = uiState.isAvailable && !
uiState.isMutating,
) {
Icon(Icons.Default.Edit, contentDescription =
stringResource(R.string.edit))
}
IconButton(
onClick = { viewModel.deleteToken(item.id) },
enabled = uiState.isAvailable && !
uiState.isMutating,
) {

Icon(Icons.Default.Delete, contentDescription
stringResource(R.string.remove))

}

}
}
val codeProgress = if (codeState == null) {

of
} else {

totpPeriodProgress(nowMillis, item.periodSeconds)
}

val secondsUntilRefresh = codeState?.let {
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172
173
174
175
176
177
178
179
180
181
182
183
184

185

186
187
188
189
190
191
192
193
194
195
196

197

198

199
200
201
202
203
204
205
206
207
208
209

210

211

212
213

totpSecondsUntilRefresh(nowMillis, item.periodSeconds)

}
Row (
modifier = Modifier

.fillMaxWidth()

.padding(start = 14.dp, end = 14.dp, bottom = 10.dp),
horizontalArrangement = Arrangement.SpaceBetween,
verticalAlignment = Alignment.Top,

) {

Column(

verticalArrangement = Arrangement.spacedBy(2.dp),
) |

Text(

text =
stringResource(R.string.two fa code refresh label),

style = MaterialTheme.typography.bodySmall,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
Text (
text = if (secondsUntilRefresh != null) {
stringResource(
R.string.two fa code refresh seconds,
secondsUntilRefresh,
)
} else {

stringResource(R.string.two fa code invalid secret)

}I

style =
MaterialTheme.typography.bodySmall.copy(fontSize = 13.sp),

color = if (codeState !'= null) {
MaterialTheme.colorScheme.onSurfaceVariant

} else {
Color.Red
I
)
}
Card(
onClick = {

codeState?.let {
scope. launch {

val clipData =
Clipbata.newPlainText(it.code, it.code)

clipboard.setClipEntry(clipData.toClipEntry())
}
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214
215
216

217

218
219
220
221
222
223
224
225

226

227
228
229
230
231

232

233
234

235

236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255

}I
enabled = codeState !'= null,
colors = CardDefaults.cardColors(

containerColor =
MaterialTheme.colorScheme.surfaceContainer,

),

) A
Column(
modifier = Modifier
.padding(horizontal = 16.dp, vertical = 10.dp),
verticalArrangement = Arrangement.spacedBy(4.dp),
) {

Row (

horizontalArrangement =
Arrangement.spacedBy(8.dp),

verticalAlignment = Alignment.CenterVertically,
) |
Icon(
imageVector = Icons.Default.ContentCopy,
contentDescription = null,

tint =
MaterialTheme.colorScheme.onSurfaceVariant,

)
Text(

text = codeState?.code ?:
stringResource(R.string.two fa code unavailable),

style = MaterialTheme.typography.titlelLarge,
fontFamily = FontFamily.Monospace,
textAlign = TextAlign.End,

}

LinearProgressIndicator(
progress = { codeProgress },
modifier = Modifier.fillMaxWidth(),

if (creating) {
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256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
2901
292
293
294
295
296
297
298
299
300

TwoFaTokenEditDialog(
startValue = null,
isBusy = uiState.isMutating,
onDismiss = { creating = false },
onSave = { issuer, account, secret, notes, digits, periodSeconds, algorithm ->
viewModel.saveToken (
existingId = null,
issuer = issuer,
account = account,
secret = secret,
notes = notes,
digits = digits,
periodSeconds = periodSeconds,
algorithm = algorithm,
)
creating = false

}I

editingToken?.let { token ->
TwoFaTokenEditDialog(
startValue = token,
isBusy = uiState.isMutating,
onDismiss = { editingToken = null },
onSave = { issuer, account, secret, notes, digits, periodSeconds, algorithm ->
viewModel.saveToken (
existingld = token.id,
issuer = issuer,
account = account,
secret = secret,
notes = notes,
digits = digits,
periodSeconds = periodSeconds,
algorithm = algorithm,
)
editingToken = null
b

@OptIn(ExperimentalMaterial3Api::class)
@Composable
private fun TwoFaTokenEditDialog(
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301 startValue: TwoFaTokenRecord?,

302 isBusy: Boolean,

303 onDismiss: () -> Unit,

304 onSave: (String, String, String, String?, Int, Int, String) -> Unit,

305 ) {

306 val context = LocalContext.current

307 var issuer by remember(startValue) { mutableStateOf(startValue?.issuer.orEmpty()) }
308 var account by remember(startValue) { mutableStateOf(startValue?.account.orEmpty()) }
309 var secret by remember(startValue) { mutableStateOf(startValue?.secret.orEmpty()) }
310 var notes by remember(startValue) { mutableStateOf(startValue?.notes.orEmpty()) }

var digitsValue by remember(startValue) { mutableIntStateOf((startValue?.digits 7?:

1 6).coerceIn(6, 8)) }

312 var periodSecondsValue by remembgr(startValue)
{ mutableIntStateOf((startValue?.periodSeconds ?: 30).coerceIn(10, 120)) }

313 var algorithmValue by remember(startValue) { mutableStateOf((startValue?.algorithm ?:
"SHAL1") .uppercase()) }

314 var algorithmExpanded by remember { mutableStateOf(false) }

315 var showScanner by remember { mutableStateOf(false) }

316 var scanError by remember { mutableStateOf<String?>(null) }

317 var permissionDenied by remember { mutableStateOf(false) }

318 val dialogScrollState = rememberScrollState()

319 var scrollContainerHeightPx by remember { mutableIntStateOf(0) }

320 var scrollProgress by remember { mutableFloatStateOf(0f) }

321 val density = LocalDensity.current

322 val scanInvalidText = stringResource(R.string.two fa scan _qr_invalid)

323 val cameraPermissionLauncher = rememberLauncherForActivityResult(

324 contract = ActivityResultContracts.RequestPermission(),

325 ) { granted ->

326 if (granted) {

327 showScanner = true

328 permissionDenied = false

329 } else {

330 permissionDenied = true

331 }

332 }

333 LaunchedEffect(dialogScrollState) {

334 snapshotFlow { dialogScrollState.value to dialogScrollState.maxValue }

335 .collectLatest { (value, maxValue) ->

336 scrollProgress = if (maxValue == 0) Of else value.toFloat() /
maxValue.toFloat()

337 }

338 }

339

340 AlertDialog(

341 onDismissRequest = { if (!isBusy) onDismiss() },

342 title = {
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343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387

Text(
if (startValue == null) {
stringResource(R.string.two fa create title)
} else {
stringResource(R.string.two fa edit title)

}I

I
text = {
Box (
modifier = Modifier
.fillMaxWidth()
.heightIn(max = 520.dp)
.onSizeChanged { scrollContainerHeightPx = it.height },
) {
Column (
modifier = Modifier
.fillMaxWidth()
.padding(end = 10.dp)
.verticalScroll(dialogScrollState),
verticalArrangement = Arrangement.spacedBy(8.dp),

if (isBusy) {

LinearProgressIndicator(modifier = Modifier.fillMaxWidth())
}
OutlinedTextField(

value = issuer,

onValueChange = { issuer = it },

enabled = !isBusy,

label = { Text(stringResource(R.string.two fa field issuer)) },
)
OutlinedTextField(

value = account,

onValueChange = { account = it },

enabled = !isBusy,

label = { Text(stringResource(R.string.two fa field account)) },
)
OutlinedTextField(

value = secret,

onValueChange = { secret = it },

enabled = !isBusy,

label = { Text(stringResource(R.string.two fa field secret)) },
)
Text (

text = stringResource(R.string.two fa field algorithm),
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388 style = MaterialTheme.typography.labelMedium,
389 )

390 ExposedDropdownMenuBox (

391 expanded = algorithmExpanded,

392 . onExpandedChange = { if (!isBusy) algorithmExpanded = !
algorithmExpanded },

393 ) {

394 val fillMaxWidth = Modifier

395 .fillMaxWidth()

396 OutlinedTextField(

397 value = algorithmValue,

398 onValueChange = {},

399 readOnly = true,

400 enabled = !isBusy,

401 modifier = fillMaxWidth.menuAnchor(

402 type = ExposedDropdownMenuAnchorType.PrimaryNotEditable,

403 enabled = !isBusy,

404 )

405 trailingIcon = {

406 . ExposedDropdownMenuDefaults.TrailingIcon(expanded =
algorithmExpanded)

407 I

408 )

409 DropdownMenu (

410 expanded = algorithmExpanded,

411 onDismissRequest = { algorithmExpanded = false },

412 ) {

413 listOf("SHA1", "SHA256", "SHA512").forEach { algo ->

414 DropdownMenuItem(

415 text = { Text(algo) 1},

416 onClick = {

417 algorithmValue = algo

418 algorithmExpanded = false

419 I

420 )

421 }

422 }

423 }

424 Text(

425 . text = stringResource(R.string.two fa field period seconds value,
periodSecondsValue),

426 style = MaterialTheme.typography.labelMedium,

427 )

428 Slider(

429 value = periodSecondsValue.toFloat(),
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430

431
432
433
434
435

436

437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467
468
469

470

471
472

120) },

digitsValue),

)

onValueChange = { periodSecondsValue = it.roundToInt().coerceIn(10,

valueRange = 10f..120f,
steps = 109,
enabled = !isBusy,

Text (

)

text = stringResource(R.string.two fa field digits value,

style = MaterialTheme.typography.labelMedium,

Slider(

value = digitsValue.toFloat(),
onValueChange = { digitsValue = it.roundToInt().coerceIn(6, 8) },

valueRange = 6f..8f,

steps = 1,
enabled = !isBusy,
)
TextButton(
enabled = !isBusy,
onClick = {

) {

}

val granted = ContextCompat.checkSelfPermission(
context,
Manifest.permission.CAMERA,
) == PackageManager.PERMISSION GRANTED
if (granted) {
showScanner = true
permissionDenied = false
} else {
cameraPermissionLauncher.launch(Manifest.permission.CAMERA)

}I

Icon(
imageVector = Icons.Default.QrCodeScanner,
contentDescription = null,
modifier = Modifier.padding(end = 8.dp),
)
Text(stringResource(R.string.two fa scan _qr_action))

if (permissionDenied) {

stringResource(R.string.two fa camera permission_ required),

Text (
text =
color = Color.Red,
style = MaterialTheme.typography.bodySmall,
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473 )

474 }

475 scankError?.let { error ->

476 Text(

477 text = error,

478 color = Color.Red,

479 style = MaterialTheme.typography.bodySmall,

480 )

481 }

482 OutlinedTextField(

483 value = notes,

484 onValueChange = { notes = it },

485 enabled = !isBusy,

486 . tabel = . .
{ Text(stringResource(R.string.two fa field notes optional)) },

487 )

488 }

489 val trackColor = MaterialTheme.colorScheme.outlineVariant

490 val thumbColor = MaterialTheme.colorScheme.primary

491 Box (

492 modifier = Modifier

493 .align(Alignment.CenterEnd)

494 .fillMaxSize()

495 .padding(end = 2.dp, top = 4.dp, bottom = 4.dp),

496 contentAlignment = Alignment.TopEnd,

497 ) |

498 Box (

499 modifier = Modifier

500 .fillMaxHeight()

501 .size(width = 3.dp, height = 0.dp)

502 .background(trackColor),

503 )

504 if (dialogScrollState.maxValue > 0 && scrollContainerHeightPx > 0) {

505 val viewport = scrollContainerHeightPx.toFloat()

506 val content = viewport + dialogScrollState.maxValue.toFloat()

507 val thumbHeightPx = (viewport * (viewport /
content)).coerceAtlLeast(24f)

508 val maxTravel = (viewport - thumbHeightPx).coerceAtLeast(0f)

509 val offsetY = maxTravel * scrollProgress

510 Box (

511 modifier = Modifier

512 .offset { IntOffset(0, offsetY.roundToInt()) }

513 .size(width = 3.dp, height = with(density)
{ thumbHeightPx.toDp() })

514 .background (thumbColor),
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515
516
517
518
519
520
521

522

523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558

}
}
}
}
confirmButton = {
TextButton(
enabled = !isBusy && issuer.isNotBlank() && account.isNotBlank() &&
secret.isNotBlank(),
onClick = {
onSave (
issuer,
account,
secret,
notes.ifBlank { null },
digitsValue,
periodSecondsValue,
algorithmValue,

I
) {

Text(stringResource(R.string.save))

+
dismissButton = {
TextButton(onClick = onDismiss, enabled = !isBusy) {
Text(stringResource(R.string.cancel))

b

if (showScanner) {
QrScannerbialog(
onDismiss = { showScanner = false },

onScanned

{ raw ->

val parsed = parseOtpAuthTotpUri(raw)

if (parsed == null) {
scanError = scanInvalidText
return@QrScannerDialog

}

issuer = parsed.issuer

account = parsed.account

secret = parsed.secret

digitsValue = parsed.digits.coerceIn(6, 8)

periodSecondsValue = parsed.periodSeconds.coerceIn(10, 120)
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559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575

algorithmValue = parsed.algorithm.uppercase()
scanError = null

showScanner = false

}I

@Composable
private fun rememberTwoFaCode(token: TwoFaTokenRecord, nowMillis: Long): TwoFaCodeState? {
val period = token.periodSeconds.coerceAtLeast(1)
val periodSlot = nowMillis / 1000L / period
return remember(token, periodSlot) {
buildTwoFaCodeState(token, nowMillis)

464



O© 00 N o U A W N =

[
(<]

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/twofa/TwoFaTokensScreenContent.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa

import androidx.compose.foundation.layout.Arrangement

import androidx.compose.foundation.layout.Column

import androidx.compose.foundation.layout.Row

import androidx.compose.foundation.layout.fillMaxSize

import androidx.compose.foundation.layout.padding

import androidx.compose.foundation.layout.size

import androidx.compose.material.icons.Icons

import androidx.compose.material.icons.outlined.Lock

import androidx.compose.material3.CircularProgressIndicator

import androidx.compose.material3.Icon

import androidx.compose.material3.MaterialTheme

import androidx.compose.material3.Text

import androidx.compose.runtime.Composable

import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.res.stringResource

import androidx.compose.ui.unit.dp

import com.github.nullptroma.wallenc.ui.R

import com.github.nullptroma.wallenc.ui.resources.resolveText

@Composable

fun

) A

TwoFaTokensScreenContent(

uiState: TwoFaTokensScreenState,
modifier: Modifier = Modifier,
tokenList: @Composable () -> Unit = {},

Column (
modifier = modifier.fillMaxSize(),
verticalArrangement = Arrangement.spacedBy(12.dp),
) |
if (uiState.islLoading) {
CircularProgressIndicator()

return@Column

uiState.errorNotification?.let { notification ->
Text(
text = notification.resolveText(),
color = MaterialTheme.colorScheme.error,
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if (uiState.items.isEmpty()) {

Text(stringResource(R.string.two fa empty state))

} else {
tokenList()
}
}
}
@Composable

fun TwoFaTokenListHeader(
issuer: String,
account: String,

modifier: Modifier = Modifier,

horizontalArrangement = Arrangement.spacedBy(12.dp),

tint = MaterialTheme.colorScheme.primary,

style = MaterialTheme.typography.titleSmall,

) {
Row (
modifier = modifier,
verticalAlignment = Alignment.Top,
) |
Icon(
imageVector = Icons.Outlined.Lock,
contentDescription = null,
modifier = Modifier
.size(22.dp)
.padding(top = 2.dp),
)
Column {
Text(
text = issuer,
)
Text(
text = account,
style =
color =
)
}
}
}

MaterialTheme. typography.bodyMedium,
MaterialTheme.colorScheme.onSurfaceVariant,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
screens/storage/twofa/TwoFaTokensScreenState.kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa
2

3 import androidx.compose.runtime.Immutable

4 import com.github.nullptroma.wallenc.domain.datatypes.TwoFaTokenRecord
5 import com.github.nullptroma.wallenc.ui.resources.UserNotification

6

7 @Immutable

8 data class TwoFaTokensScreenState(

9 val islLoading: Boolean = true,

10 val isAvailable: Boolean = false,

11 val isMutating: Boolean = false,

12 val items: List<TwoFaTokenRecord> = emptyList(),

13 val errorNotification: UserNotification.TextRes? = null,

14 )

15
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/twofa/TwoFaTokensViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.lifecycle.SavedStateHandle

androidx.lifecycle.viewModelScope

com.github
com.
com.
com
com
com.
com.
com.
com.
com.
com.
com.

com.

github.
github.
.github.
.github.
github.
github.
github.
github.
github.
github.
github.
github.

.nullptroma
nullptroma

nullptroma

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma

nullptroma

nullptroma.

nullptroma.

.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.

.wallenc.

dagger.hilt.android.lifecycle.

kotlinx.coroutines.Dispatchers

domain.datatypes.TwoFaTokenRecord
domain.tasks.ITaskOrchestrator
domain.tasks.TaskProgressLabel
domain.tasks.VaultTaskStep
domain.tasks.TaskRunState

ui.R
domain.errors.WallencException
ui.ViewModelBase
ui.resources.toUserNotification
ui.resources.UiStringResolver
ui.screens.main.screens.storage.requireStorageluid
usecases.FindStorageUseCase
usecases.ManageTwoFaTokensUseCase
HiltViewModel

kotlinx.coroutines.flow.combine

kotlinx.coroutines. flow.map

kotlinx.coroutines.launch

javax.inject.Inject

@HiltViewModel
class TwoFaTokensViewModel @Inject constructor(
savedStateHandle: SavedStateHandle,
private val findStorageUseCase: FindStorageUseCase,

private val manageTwoFaTokensUseCase: ManageTwoFaTokensUseCase,

private val taskOrchestrator: ITaskOrchestrator,

private val uiStrings: UiStringResolver,

) : ViewModelBase<TwoFaTokensScreenState>(TwoFaTokensScreenState()) {

private val storageUuid = savedStateHandle.requireStorageUuid()

init {

observeStorageTokens ()

private fun observeStorageTokens() {

viewModelScope.launch {

val storage =

findStorageUseCase.find(storageUuid)
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if (storage == null) {
updateState(

state.value. copy(
isLoading = false,

errorNotification =

WallencException.Feature.StorageNotFound().toUserNotification(),

)

),

return@launch

}

if (storage.metalnfo.value.encInfo !

updateState(

state.value. copy(
isLoading = false,
isAvailable = false,

errorNotification =

null & !storage.isVirtualStorage) {

WallencException.Feature.NeedsDecryptedView().toUserNotification(),

)

),

return@launch

}

combine(

storage.isAvailable,

manageTwoFaTokensUseCase.observe(storage),

taskOrchestrator.pipelineState.map { pipe ->

}I

pipe.tasks.any { t ->

t.busyStorageUuid == storage.uuid && isTaskActive(t.state)

) { available, items, isMutating

state.value. copy/(

)

islLoading = false,
isAvailable = available,
isMutating = isMutating,
items = items,

errorNotification = null,

}.collect { ui ->

updateState(ui)

fun saveToken(
existingId:

String?,
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86 issuer: String,

87 account: String,

88 secret: String,

89 notes: String?,

920 digits: Int = 6,

91 periodSeconds: Int = 30,

92 algorithm: String = "SHAL",

93 ) {

94 viewModelScope.launch {

95 val storage = findStorageUseCase.find(storageUuid) 7?: return@launch
96 if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
97 updateState(

98 state.value. copy(

99 errorNotification =

WallencException.Feature.NeedsDecryptedView().toUserNotification(),
100 ),

101 )

102 return@launch

103 }

104 taskOrchestrator.enqueue(

105 title = uiStrings(R.string.task title save 2fa token),

106 dispatcher = Dispatchers.IO,

107 busyStorageUuid = storage.uuid,

108 work = { ctx ->

109 ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.Save2FaToken))

110 if (existingId == null) {

111 manageTwoFaTokensUseCase.create(

112 storageInfo = storage,

113 issuer = issuer,

114 account = account,

115 secret = secret,

116 notes = notes,

117 digits = digits,

118 periodSeconds = periodSeconds,

119 algorithm = algorithm,

120 )

121 } else {

122 manageTwoFaTokensUseCase.update(

123 storageInfo = storage,

124 token = TwoFaTokenRecord(

125 id = existingld,

126 issuer = issuer,

127 account = account,

128 secret = secret,

129 notes = notes,
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139
140
141
142
143
144
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148
149
150
151
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157

158
159
160
lol
162
163
164
165
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167

digits = digits,
periodSeconds = periodSeconds,
algorithm = algorithm,

b

fun deleteToken(id: String) {
viewModelScope.launch {
val storage = findStorageUseCase.find(storageUuid) ?: return@launch
if (storage.metalnfo.value.encInfo != null && !storage.isVirtualStorage) {
updateState(
state.value. copy(

errorNotification =
WallencException.Feature.NeedsDecryptedView().toUserNotification(),

),
)
return@launch
}
taskOrchestrator.enqueue(
title = uiStrings(R.string.task title delete 2fa token),
dispatcher = Dispatchers.IO,
busyStoragelUuid = storage.uuid,
work = { ctx ->

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.Delete2FaToken))

manageTwoFaTokensUseCase.delete(storage, id)

b

private fun isTaskActive(state: TaskRunState): Boolean =
state is TaskRunState.Queued || state is TaskRunState.Running
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/tasks/TaskPipelineRoute.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.tasks

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

class TaskPipelineRoute : ScreenRoute()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/tasks/TaskPipelineScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.tasks

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.
compose.
compose.
.compose.
compose.
compose.
compose.
compose.

foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.
foundation.

material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
material3.
runtime.Co
runtime.ge
runtime.mu
runtime.mu
runtime.re
runtime.se
ui.Alignme

ui.Modifie

clickable
layout.Arrangement
layout.Column
layout.Row
.WindowInsets
fillMaxSize
fillMaxWidth
layout.padding
.widthIn

lazy.LazyColumn

layout
layout.
layout.

layout

lazy.items

AlertDialog

Button

Checkbox
ExperimentalMaterial3Api
LinearProgressIndicator
MaterialTheme

Scaffold

Slider

Text

TopAppBar

mposable

tValue
tableFloatStateOf
tableStateOf

member

tValue

nt

r

ui.res.stringResource

ui.unit.dp

hilt.lifecycle.viewmodel.compose.hiltViewModel

lifecycle.compose.collectAsStateWithLifecycle

import com.github. .wallenc.domain.tasks.
.github.
.github.
github.
github.
github.

github.

nullptroma PipelineTask

import com nullptroma.wallenc.domain.tasks.TaskLoglLevel

import com nullptroma.wallenc.domain.tasks.TaskRunState

import com. nullptroma.wallenc.ui.R

import com. nullptroma.wallenc.domain.tasks.TaskLoglLine

import com. nullptroma.wallenc.ui.resources.displayText

import com. nullptroma.wallenc.ui.resources.formatTaskPipelineTime
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import com.github.nullptroma.wallenc.ui.resources.resolveText

import com.github.nullptroma.wallenc.ui.resources.toUserNotification

@OptIn(ExperimentalMaterial3Api: :class)
@Composable
fun TaskPipelineScreen(
modifier: Modifier = Modifier,
viewModel: TaskPipelineViewModel = hiltViewModel(),
) {
val pipeline by viewModel.orchestrator.pipelineState.collectAsStateWithLifecycle()
val logs by viewModel.orchestrator.loglLines.collectAsStateWithLifecycle()
val hasAnyTask = pipeline.tasks.isNotEmpty()
val runningTaskIds = pipeline.runningTaskIds
var showTestDialog by remember { mutableStateOf(false) }
var testDurationSec by remember { mutableFloatStateOf(10f) }
var testInfinity by remember { mutableStateOf(false) }

Scaffold(
modifier = modifier,
topBar = {
TopAppBar (
windowInsets = WindowInsets(0.dp),

title = { Text(stringResource(R.string.task pipeline title)) },

I
) { inner ->
Column(
Modifier
.padding(inner)
.fillMaxSize()
.padding(16.dp),
verticalArrangement = Arrangement.spacedBy(12.dp),

Text (
stringResource(R.string.task pipeline jobs),
style = MaterialTheme.typography.titleMedium,
)
LazyColumn (
modifier = Modifier.weight(1f),
verticalArrangement = Arrangement.spacedBy(8.dp),
) A
items(pipeline.tasks, key = { it.id.uuid }) { task ->

TaskRow(task = task, isRunning = task.id in runningTaskIds)
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88 Text (

89 stringResource(R.string.task pipeline log),

90 style = MaterialTheme.typography.titleMedium,

91 )

92 LazyColumn (

93 modifier = Modifier.weight(1f),

94 verticalArrangement = Arrangement.spacedBy(4.dp),

95 ) A

96 items(logs.size) { i ->

97 PipelineLogRow(line = logs[il])

98 }

99 }

100 Button(

101 onClick = { showTestDialog = true },

102 modifier = Modifier.fillMaxWidth(),

103 ) {

104 Text(stringResource(R.string.task pipeline run_ test))
105 }

106

107 Button(

108 onClick = { viewModel.orchestrator.cancelAll() },

109 enabled = hasAnyTask,

110 modifier = Modifier.fillMaxWidth(),

111 ) {

112 Text(stringResource(R.string.task pipeline cancel all))
113 }

114 }

115 }

116

117 if (showTestDialog) {

118 AlertDialog(

119 onDismissRequest = { showTestDialog = false },

120 title = { Text(stringResource(R.string.task pipeline test dialog title)) 1},
121 text = {

122 Column(verticalArrangement = Arrangement.spacedBy(12.dp)) {
123 Text (

124 stringResource(

125 R.string.task pipeline test dialog duration,
126 testDurationSec.toInt(),

127 )

128 )

129 Slider(

130 value = testDurationSec,

131 onValueChange = { testDurationSec = it },

132 valueRange = 0Of..60f,
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133 )

134 Row (

135 verticalAlignment = Alignment.CenterVertically,
136 modifier = Modifier.fillMaxWidth(),

137 ) {

138 Checkbox (

139 checked = testInfinity,

140 onCheckedChange = { testInfinity = it },
141 )

142 Text(

143 stringResource(R.string.task pipeline test dialog infinity),
144 modifier = Modifier

145 .clickable { testInfinity = !testInfinity }
146 .weight(1f),

147 )

148 }

149 }

150 b

151 confirmButton = {

152 Button(

153 onClick = {

154 viewModel.startTestTask(

155 testDurationSec.toInt(),

156 testInfinity,

157 )

158 showTestDialog = false

159 },

160 ) |

161 Text(stringResource(R.string.task pipeline test dialog start))
162 }

163 },

164 dismissButton = {

165 Button(onClick = { showTestDialog = false }) {

166 Text(stringResource(R.string.task pipeline test dialog cancel))
167 }

168 b

169 )

170 }

171 }

172

173 @Composable

174 private fun PipelineLogRow(line: TaskLogLine) {

175 val prefix = when (line.level) {

176 TaskLogLevel.Debug -> "D"

476



177 TaskLogLevel.Info -> "I"

178 TaskLogLevel.Warn -> "W"

179 TaskLogLevel.Error -> "E"

180 }

181 Row (

182 modifier = Modifier.fillMaxWidth(),

183 horizontalArrangement = Arrangement.SpaceBetween,

184 verticalAlignment = Alignment.Top,

185 ) {

186 Text (

187 text = "[$prefix] ${line.displayText()}",

188 modifier = Modifier

189 .weight(1f)

190 .padding(end = 8.dp),

191 style = MaterialTheme.typography.bodySmall,

192 color = MaterialTheme.colorScheme.onSurfaceVariant,
193 )

194 Text (

195 text = formatTaskPipelineTime(line.timestampMs),
196 modifier = Modifier.widthIn(min = 56.dp),

197 style = MaterialTheme.typography.bodySmall,

198 color = MaterialTheme.colorScheme.onSurfaceVariant,
199 )

200 }

201 }

202

203 @Composable

204 private fun TaskRow(task: PipelineTask, isRunning: Boolean) {
205 Column(Modifier.fillMaxWidth()) {

206 Row (

207 modifier = Modifier.fillMaxWidth(),

208 horizontalArrangement = Arrangement.SpaceBetween,
209 verticalAlignment = Alignment.CenterVertically,
210 ) {

211 Text (

212 text = task.title,

213 modifier = Modifier

214 .weight(1f)

215 .padding(end = 8.dp),

216 style = if (isRunning) MaterialTheme.typography.titleSmall
217 else MaterialTheme.typography.bodyMedium,

218 )

219 Text (

220 text = formatTaskPipelineTime(task.enqueuedAtMs),
221 modifier = Modifier.widthIn(min = 56.dp),
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230
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232
233
234
235
236
237
238
239
240

241

242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265

style = MaterialTheme.typography.bodySmall,

color MaterialTheme.colorScheme.onSurfaceVariant,

}
val runningProgress = (task.state as? TaskRunState.Running)?.progress
val progressLabel = runningProgress?.label?.resolveText()
val statelLabel = when (val s = task.state) {
TaskRunState.Queued -> stringResource(R.string.task state queued)
is TaskRunState.Running ->
progressLabel 7: stringResource(R.string.task state running)
TaskRunState.Completed -> stringResource(R.string.task state completed)
TaskRunState.Cancelled -> stringResource(R.string.task state cancelled)
is TaskRunState.Failed -> {
val notification = s.error.toUserNotification()
stringResource(
R.string.task state failed,
if (notification.formatArgs.isEmpty()) {
stringResource(notification.id)
} else {

stringResource(notification.id,
*notification.formatArgs.toTypedArray())

I

}
Text (stateLabel, style = MaterialTheme.typography.bodySmall)
if (task.state is TaskRunState.Running) {
val frac = runningProgress?.fraction
if (frac != null) {
LinearProgressIndicator(
progress = { frac },
modifier = Modifier
.fillMaxWidth()
.padding(top = 4.dp),
)
} else {
LinearProgressIndicator(
modifier = Modifier
.fillMaxWidth()
.padding(top = 4.dp),

478



266

479



O© 00 N o U A W N =

[
(<]

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

33

34
35
36
37
38
39
40
41

Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/tasks/TaskPipelineViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.tasks

import
import
import
import
import
import
import
import
import

import

androidx.lifecycle.ViewModel
com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator
com.github.nullptroma.wallenc.domain.tasks.TaskLoglLevel
com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel
com.github.nullptroma.wallenc.ui.R
com.github.nullptroma.wallenc.ui.resources.UiStringResolver
dagger.hilt.android.lifecycle.HiltViewModel
kotlinx.coroutines.Dispatchers

kotlinx.coroutines.delay

javax.inject.Inject

@HiltViewModel
class TaskPipelineViewModel @Inject constructor(

val orchestrator: ITaskOrchestrator,

private val uiStrings: UiStringResolver,
) : ViewModel() {

fun startTestTask(durationSec: Int, infinityIndeterminateProgress: Boolean) {

val safeDurationSec = durationSec.coerceIn(0, 60)
val title =
if (infinityIndeterminateProgress) {
uiStrings(R.string.task pipeline test running infinity, safeDurationSec)
} else {
uiStrings(R.string.task pipeline test running, safeDurationSec)
}
orchestrator.enqueue(
title = title,
dispatcher = Dispatchers.Default,
work = { ctx ->
val steps = if (safeDurationSec == 0) 1 else safeDurationSec * 10
ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log test started,

safeDurationSec))

for (step in 0..steps) {
val fraction = step.toFloat() / steps.toFloat()
val elapsedSec = ((fraction * safeDurationSec * 1000).toInt()) / 1000
ctx.reportProgress(
fraction = if (infinityIndeterminateProgress) null else fraction,
label = TaskProgresslLabel.TestElapsed(elapsedSec, safeDurationSec),
)
if (step < steps) delay(100)
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}I

}
ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log test finished))
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/vault/AbstractVaultBrowserViewModel. .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

Veis

androidx.annotation.StringRes

androidx.lifecycle.viewModelScope

com

com

com

com

com

.github.
.github.
.github.
.github.
.github.

nullptroma
nullptroma
nullptroma
nullptroma

nullptroma

java.io.IOException

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
github.

nullptroma
nullptroma
nullptroma
nullptroma

nullptroma.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma.

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma.

.wallenc.
.wallenc.
.wallenc.
.wallenc.

.wallenc.

.wallenc.
.wallenc.
.wallenc.
.wallenc.

wallenc.

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

wallenc.

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

wallenc.

domain
domain
domain
domain

domain

domain.
domain.
domain.
domain.
domain
domain.
domain.
domain.

ui.R

.datatypes.EncryptKey
.datatypes.StorageMetaloadState
.datatypes.Tree
.errors.WallencException

.errors.toWallencException

interfaces.Ilogger
interfaces.IStorage
interfaces.IStoragelnfo
tasks.ITaskOrchestrator
.tasks.TaskLoglLevel
tasks.TaskProgressLabel
tasks.TaskRunState
tasks.VaultTaskStep

ui.ViewModelBase

ui.resources.UiStringResolver

ui.resources.UserNotification

ui.resources.toUserNotification

usecases.

usecases.

usecases.

usecases.

usecases.

usecases.

GetOpenedStoragesUseCase
ManageStoragesEncryptionUseCase
ManageVaultUseCase
RemoveStorageUseCase
RenameStorageUseCase

StorageFileManagementUseCase

kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.

kotlinx.

coroutines.
coroutines.
coroutines.
coroutines.
coroutines.
coroutines.
coroutines.
coroutines.

coroutines.

java.util.UUID

Dispatchers

flow.Flow
flow.MutableSharedFlow
flow.SharedFlow
flow.combine
flow.distinctUntilChanged
flow. flowOf

flow.map

launch

* 0bwas noruka pepesa storages pons nokanbHoro u ypanéHHoro vault (presentation).
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*/

abstract class AbstractVaultBrowserViewModel(

storagesFlow: Flow<List<IStorage>>,

private val
private val
private val
private val
private val
private val
private val
private val
private val
private val
private val
private val

private val

storagesScanInProgressFlow: Flow<Boolean> = flowOf(false),
vaultHeaderFlow: Flow<VaultBrowserHeader?> = flowOf(null),
vaultAvailabilityFlow: Flow<Boolean>,
resolveCreateVaultUuid: () -> UUID?,

removeStorageUseCase: RemoveStorageUseCase,

getOpenedStoragesUseCase: GetOpenedStoragesUseCase,

storageFileManagementUseCase: StorageFileManagementUseCase,
manageStoragesEncryptionUseCase: ManageStoragesEncryptionUseCase,

renameStorageUseCase: RenameStorageUseCase,
manageVaultUseCase: ManageVaultUseCase,
taskOrchestrator: ITaskOrchestrator,
uiStrings: UiStringResolver,

logger: ILogger,

) : ViewModelBase<VaultBrowserScreenState>(

VaultBrowserScreenState(

storagesList = emptyList(),

storagesRefreshing = true,

busyStorageUuids = emptySet(),

vaultListMutationActive = false,
addStorageFabEnabled = false,

) A

private val userNotifications = MutableSharedFlow<UserNotification>(extraBufferCapacity

=8)

val userNotifications: SharedFlow<UserNotification> = userNotifications

/** YpanéHuein vault:

open val supportsStorageRescan: Boolean = false

init {

collectStoragesFlow(storagesFlow)
collectVaultHeaderFlow()
collectPipelineBusyFlags()

viewModelScope.launch {

vaultAvailabilityFlow

.distinctUntilChanged()
.collect { available ->

updateState(state.value.copy(addStorageFabEnabled = available))

MoKasaTb KHOMKY MOBTOPHOrO CKaHWpoBaHus storages Ha [ucke.

*/

logger.debug(TAG, "vault availability - add FAB enabled=$available")
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private fun isPipelineTaskActive(state: TaskRunState): Boolean =
when (state) {
is TaskRunState.Queued,
is TaskRunState.Running,
-> true

else -> false

private fun isStorageTaskActive(storageUuid: UUID): Boolean =
taskOrchestrator.pipelineState.value.tasks.any { t ->
t.busyStoragelUuid == storagelUuid && isPipelineTaskActive(t.state)

private fun isVaultListMutationActive(): Boolean =
taskOrchestrator.pipelineState.value.tasks.any { t ->
t.locksVaultStorageList && isPipelineTaskActive(t.state)

private fun collectVaultHeaderFlow() {
viewModelScope.launch {
vaultHeaderFlow.collect { header ->
updateState(state.value.copy(header = header))

private fun collectStoragesFlow(storagesFlow: Flow<List<IStorage>>) {
viewModelScope.launch {
combine(
storagesFlow,
storagesScanInProgressFlow,
getOpenedStoragesUseCase.openedStorages,
) { storages, scanInProgress, opened ->
Triple(storages, scanInProgress, opened)
}.collect { (storages, scanInProgress, opened) ->
val list = mutableListOf<Tree<IStorageInfo>>()
for (storage in storages) {
var tree = Tree<IStorageInfo>(storage)
list.add(tree)
while (opened.containsKey(tree.value.uuid)) {
val child = opened.getValue(tree.value.uuid)
val nextTree = Tree(child)

tree.children = 1istOf(nextTree)
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132 tree = nextTree

133 }

134 }

135 updateState(

136 state.value.copy(

137 storageslList = list,

138 storagesRefreshing = scanInProgress,

139 ),

140 )

141 }

142 }

143 }

144

145 private fun collectPipelineBusyFlags() {

146 viewModelScope.launch {

147 taskOrchestrator.pipelineState

148 .map { pipe ->

149 val activeTasks = pipe.tasks.filter { isPipelineTaskActive(it.state) }
150 val busyUuids = activeTasks.mapNotNull { it.busyStorageUuid }.toSet()
151 val listMut = activeTasks.any { it.locksVaultStoragelList }
152 busyUuids to listMut

153 }

154 .distinctUntilChanged()

155 .collect { (busyUuids, listMut) ->

156 updateState(

157 state.value. copy(

158 busyStorageUuids = busyUuids,

159 vaultListMutationActive = listMut,

160 ),

161 )

162 }

163 }

164 }

165

166 private fun notifyUser(@StringRes messageRes: Int) {

167 viewModelScope.launch {

168 _userNotifications.emit(UserNotification.TextRes(messageRes))
169 }

170 }

171

172 fun rescanStorages() {

173 if (!supportsStorageRescan) return

174 if (state.value.storagesRefreshing) {

175 notifyUser(R.string.vault msg rescan _already in progress)
176 return
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}
if (isVaultListMutationActive()) {
notifyUser(R.string.vault msg vault list mutation busy)
return
}
val vaultUuid = resolveCreateVaultUuid() ?: return
taskOrchestrator.enqueue(
title = uiStrings(R.string.task title rescan vault storages),
dispatcher = Dispatchers.IO0,
locksVaultStoragelList = true,
work = { ctx ->
try {

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.RescanVaultStorages))

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log rescanning vault storages))

manageVaultUseCase. rescanStorages(vaultUuid)

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log rescan vault storages done))

val vault = manageVaultUseCase.find(vaultUuid)
if (vault != null && !'vault.isAvailable.value) {

emitTaskError(WallencException.Network.IoFailed(IOException("Vault
unreachable")))

}
} catch (e: Exception) {
logger.debug(TAG, "rescanStorages failed: ${e.stackTraceToString()}")

ctx.log(TaskLogLevel .Error,
uiStrings(R.string.task log rescan vault storages failed))

emitTaskError(e)

}I

fun createStorage() {

if (!state.value.addStorageFabEnabled) {
logger.debug(TAG, "createStorage ignored (vault unavailable or FAB disabled)")
return

}

if (isVaultListMutationActive()) {
logger.debug(TAG, "createStorage ignored (vault list mutation already running)")
notifyUser(R.string.vault msg vault list mutation busy)
return

}

logger.debug(TAG, "createStorage: enqueue task")

taskOrchestrator.enqueue(
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218 title = uiStrings(R.string.task title create storage),

219 dispatcher = Dispatchers.IO,

220 locksVaultStoragelList = true,
221 work = { ctx ->

222 try {

223 ctx.reportProgress(null,

TaskProgressLabel.VaultTask(VaultTaskStep.CreateStorage))
ctx.log(TaskLogLevel.Info,

224 uiStrings(R.string.task log creating storage))

225 val uuid = resolveCreateVaultUuid()

226 ?: throw IllegalStateException("Vault is not available")

227 logger.debug(TAG, "createStorage: vaultUuid=$uuid")

228 val storage = manageVaultUseCase.createStorage(uuid)

229 ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log storage created))

230 logger.debug(TAG, "createStorage: done storageUuid=${storage.uuid}")

231 } catch (e: Exception) {

232 logger.debug(TAG, "createStorage failed: ${e.stackTraceToString()}")

233 _ . _ ctx.log(TaskLogLeveI:Error,
uiStrings(R.string.task log add vault failed))

234 emitTaskError(e)

235 }

236 b

237 )

238 }

239

240 fun enableEncryption(

241 storage: IStoragelnfo,

242 password: String,

243 encryptPath: Boolean,

244 rememberPassword: Boolean,

245 ) {

246 val id = storage.uuid

247 if (isStorageTaskActive(id)) {

248 notifyUser(R.string.vault msg storage pipeline busy)

249 return

250 }

251 val key = EncryptKey(password)

252 taskOrchestrator.enqueue(

253 title = uiStrings(R.string.task title enable _encryption),

254 dispatcher = Dispatchers.IO,

255 busyStorageUuid = id,

256 work = { ctx ->

257 try {

258 ctx.reportProgress(null, _
TaskProgressLabel.VaultTask(VaultTaskStep.EnableEncryption))

259 ctx.log(TaskLogLevel.Info,

uiStrings(R.string.task log checking storage))
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when (manageStoragesEncryptionUseCase.canEncrypt(storage)) {
ManageStoragesEncryptionUseCase.CanEncryptResult.Allowed -> {

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log encrypting))

manageStoragesEncryptionUseCase.enableEncryption(storage, key,

encryptPath)
if (rememberPassword) {
manageStoragesEncryptionUseCase. rememberStorageKey(storage,
key)
}
try {
manageStoragesEncryptionUseCase.openStorage(
storage,
key,

rememberPassword = false,

)

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log encryption enabled))

_userNotifications.emit(UserNotification.TextRes(R.string.msg encryption_enabled))

} catch (openError: Exception) {

logger.debug(TAG, "open after encrypt failed:
${openError.stackTraceToString()}")

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log encryption enabled))

_userNotifications.emit(

UserNotification.TextRes(R.string.msg encryption_enabled open failed),

)

}
ManageStoragesEncryptionUseCase.CanEncryptResult.AlreadyEncrypted ->

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log already encrypted))

_userNotifications.emit(UserNotification.TextRes(R.string.msg storage already encrypted))

}
ManageStoragesEncryptionUseCase.CanEncryptResult.StorageIsNotEmpty -
> {

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log not empty))

_userNotifications.emit(UserNotification.TextRes(R.string.msg storage not empty))

}

ManageStoragesEncryptionUseCase.CanEncryptResult.StorageStateUnknown
_>{

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log empty unknown))

_userNotifications.emit(UserNotification.TextRes(R.string.msg storage empty state unknown))

}
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ManageStoragesEncryptionUseCase.CanEncryptResult.UnsupportedStorageType -> {
ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log unsupported type))
_userNotifications.emit(UserNotification.TextRes(R.string.msg unsupported storage type))
}
}
} catch (e: Exception) {

ctx.log(TaskLogLevel .Error,
uiStrings(R.string.task log enable encryption failed))

emitTaskError(e)

}’

fun openEncryptedStorage(storage: IStorageInfo, password: String, rememberPassword:
Boolean) {

val id = storage.uuid

if (isStorageTaskActive(id)) {
notifyUser(R.string.vault msg storage pipeline busy)
return

}

val key = EncryptKey(password)

taskOrchestrator.enqueue(
title = uiStrings(R.string.task title open encrypted storage),
dispatcher = Dispatchers.IO,
busyStorageUuid = id,
work = { ctx ->

try {

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.DecryptRunning))

ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log opening storage))

manageStoragesEncryptionUseCase.openStorage(storage, key,
rememberPassword)

ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log storage opened))
} catch (e: Exception) {

ctx.log(TaskLogLevel .Error,
uiStrings(R.string.task log open_storage failed))

emitTaskError(e)

}I

fun closeEncryptedStorage(storage: IStorageInfo) {

val id = storage.uuid
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335 if (isStorageTaskActive(id)) {

336 notifyUser(R.string.vault msg _storage pipeline busy)

337 return

338 }

339 taskOrchestrator.enqueue(

340 title = uiStrings(R.string.task title close encrypted storage),
341 dispatcher = Dispatchers.IO,

342 busyStorageUuid = id,

343 work = { ctx ->

344 try {

ctx.reportProgress(null,

345 TaskProgressLabel.VaultTask(VaultTaskStep.CloseStorage))

346 ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log closing storage))

347 manageStoragesEncryptionUseCase.closeStorage(storage)

348 ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log storage closed))

349 } catch (e: Exception) {

350 . . . ctx.log(TaskLogLevel.Errgr,
uiStrings(R.string.task log close storage failed))

351 emitTaskError(e)

352 }

353 },

354 )

355 }

356

357 fun disableEncryption(storage: IStoragelInfo) {

358 val id = storage.uuid

359 if (isStorageTaskActive(id)) {

360 notifyUser(R.string.vault msg storage pipeline_ busy)

361 return

362 }

363 taskOrchestrator.enqueue(

364 title = uiStrings(R.string.task title disable encryption),

365 dispatcher = Dispatchers.IO,

366 busyStorageUuid = id,

367 work = { ctx ->

368 try {

369 ctx.reportProgress(nullf .
TaskProgressLabel.VaultTask(VaultTaskStep.DisableEncryption))

370 _ . _ ctx.log(TgskLogLevel.Infof
uiStrings(R.string.task log disabling encryption))

371 manageStoragesEncryptionUseCase.clearAndDisableEncryption(storage) { p -
>

372 ctx.reportProgress(

373 p.fraction,

374 p.label ?: _ .
TaskProgressLabel.VaultTask(VaultTaskStep.DisableEncryption),

375 )

490



376

377

378
379

380

381
382
383
384
385
386
387
388
389
390
391
392
393
394
395
396
397
398

399

400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417

}
ctx.log(TaskLogLevel.Info,

uiStrings(R.string.task log encryption_disabled))

_userNotifications.emit(UserNotification.TextRes(R.string.msg encryption disabled))

} catch (e: Exception) {
ctx.log(TaskLogLevel .Error,

uiStrings(R.string.task log disable encryption failed))

emitTaskError(e)

b

fun rename(storage: IStorageInfo, newName: String) {

val id = storage.uuid

if (isStorageTaskActive(id)) {
notifyUser(R.string.vault msg storage pipeline busy)
return

}

taskOrchestrator.enqueue(
title = uiStrings(R.string.task title rename storage),
dispatcher = Dispatchers.IO,
busyStorageUuid = id,
work = { ctx ->

try {
ctx.reportProgress(null,

TaskProgressLabel.VaultTask(VaultTaskStep.RenameStorage))

ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log renaming))
renameStorageUseCase.rename(storage, newName)
ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log renamed))

} catch (e: Exception) {
ctx.log(TaskLogLevel.Error, uiStrings(R.string.task log rename failed))

}I

fun remove(storage: IStorageInfo) {
val id = storage.uuid
if (isStorageTaskActive(id)) {
notifyUser(R.string.vault msg storage pipeline busy)
return
}
taskOrchestrator.enqueue(

title = uiStrings(R.string.task title remove storage),
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418 dispatcher = Dispatchers.IO,

419 busyStorageUuid = id,

420 locksVaultStoragelList = true,
421 work = { ctx ->

422 try {

423 ctx.reportProgress(null,

TaskProgressLabel.VaultTask(VaultTaskStep.RemoveStorage))
ctx.log(TaskLogLevel.Info,

424 uiStrings(R.string.task log removing storage))

425 removeStorageUseCase.remove(storage)

426 ctx.log(TaskLogLevel.Info, uiStrings(R.string.task log removed))

427 } catch (e: Exception) {

428 ctx.log(TaskLogLevel.Error, uiStrings(R.string.task log remove failed))

429 }

430 },

431 )

432 }

433

434 @StringRes

435 fun getStorageStatusRes(storage: IStorageInfo): Int {

436 if (storage.metalLoadState.value == StorageMetalLoadState.Unavailable) {

437 return R.string.storage status meta unavailable

438 }

439 val encrypted = storage.metaInfo.value.encInfo != null

440 if ('encrypted) return R.string.storage status not encrypted

441 val opened = isEncryptionSessionOpen(storage)

442 . return if (opened) R.string.storage status encrypted open else
R.string.storage status encrypted closed

443 }

444

445 fun isEncryptionSessionOpen(storage: IStorageInfo): Boolean {

446 val openedMap = getOpenedStoragesUseCase.openedStorages.value

447 return openedMap.containsKey(storage.uuid)

448 }

449

450 suspend fun isStorageSyncLockHeld(storage: IStorageInfo): Boolean {

451 val s = storage as? IStorage ?: return false

452 return try {

453 s.accessor.readSyncLock() != null

454 } catch (_: Exception) {

455 false

456 }

457 }

458

459 fun clearStorageSyncLock(storage: IStorageInfo) {

460 val id = storage.uuid
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if (isStorageTaskActive(id)) {
notifyUser(R.string.vault msg _storage pipeline busy)
return
}
taskOrchestrator.enqueue(
title = uiStrings(R.string.task title clear sync lock),
dispatcher = Dispatchers.IO,
busyStorageUuid = id,
work = { ctx ->
try {
val s = storage as? IStorage
if (s == null) {
ctx.log(TaskLoglLevel.Error,
uiStrings(R.string.task log invalid storage))
_userNotifications.emit(UserNotification.TextRes(R.string.msg invalid storage for sync lock)
return@enqueue

}

ctx.reportProgress(null,
TaskProgressLabel.VaultTask(VaultTaskStep.ClearSyncLock))

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log clearing sync_ lock))

s.accessor.forceClearSyncLock()

ctx.log(TaskLogLevel.Info,
uiStrings(R.string.task log sync lock cleared))

_userNotifications.emit(UserNotification.TextRes(R.string.msg sync lock cleared))
} catch (e: Exception) {

ctx.log(TaskLoglLevel.Error,
uiStrings(R.string.task log clear sync lock failed))

emitTaskError(e)

}’

private suspend fun emitTaskError(e: Exception) {
_userNotifications.emit(e.toWallencException().toUserNotification())

private companion object {

private const val TAG = "VaultBrowser"
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/vault/Local VaultRoute .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

import com.github.nullptroma.wallenc.ui.screens.main.MainRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

class LocalVaultRoute : MainRoute()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
screens/vault/Local VaultScreen.kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.vault
2

3 import androidx.compose.runtime.Composable

4 import androidx.compose.ui.Modifier

5 import androidx.hilt.lifecycle.viewmodel.compose.hiltViewModel
6

7 @Composable

8 fun LocalVaultScreen(

9 modifier: Modifier = Modifier,

10 viewModel: LocalVaultViewModel = hiltViewModel(),

11 onOpenStorageHome: (String) -> Unit,

12 ) {

13 VaultBrowserScreen (

14 modifier = modifier,

15 viewModel = viewModel,

16 onOpenStorageHome = onOpenStorageHome,

17 )

18 }

19
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
screens/vault/Local VaultViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

import com.github.nullptroma.wallenc.domain.interfaces.IlLogger

import com.github.nullptroma.wallenc.domain.interfaces.IVault

import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
import com.github.nullptroma.wallenc.ui.R

import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator
import com.github.nullptroma.wallenc.ui.resources.UiStringResolver
import com.github.nullptroma.wallenc.usecases.GetOpenedStoragesUseCase
import com.github.nullptroma.wallenc.usecases.ManageStoragesEncryptionUseCase
import com.github.nullptroma.wallenc.usecases.ManageVaultUseCase
import com.github.nullptroma.wallenc.usecases.RemoveStorageUseCase
import com.github.nullptroma.wallenc.usecases.RenameStorageUseCase
import com.github.nullptroma.wallenc.usecases.StorageFileManagementUseCase
import com.github.nullptroma.wallenc.vault.contract.DescribedVault
import com.github.nullptroma.wallenc.vault.contract.VaultDescriptor
import com.github.nullptroma.wallenc.vault.contract.described

import com.github.nullptroma.wallenc.vault.contract.locals

import dagger.hilt.android.lifecycle.HiltViewModel

import kotlinx.coroutines.ExperimentalCoroutinesApi

import kotlinx.coroutines.flow.flatMapLatest

import kotlinx.coroutines.flow.flowOf

import kotlinx.coroutines.flow.map

import javax.inject.Inject

@OptIn(ExperimentalCoroutinesApi::class)
@HiltViewModel
class LocalVaultViewModel @Inject constructor(
vaultsManager: IVaultsManager,
manageVaultUseCase: ManageVaultUseCase,
removeStorageUseCase: RemoveStorageUseCase,
getOpenedStoragesUseCase: GetOpenedStoragesUseCase,
storageFileManagementUseCase: StorageFileManagementUseCase,
manageStoragesEncryptionUseCase: ManageStoragesEncryptionUseCase,
renameStorageUseCase: RenameStorageUseCase,
taskOrchestrator: ITaskOrchestrator,
uiStrings: UiStringResolver,
logger: IlLogger,
) : AbstractVaultBrowserViewModel(
storagesFlow = vaultsManager.vaults
.map { vaults -> vaults.described().locals.firstOrNull() }
.flatMapLatest { v -> v?.storages ?: flowOf(emptyList()) }

’
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vaultHeaderFlow = vaultsManager.vaults

.map { vaults ->
vaults.described().locals.firstOrNull().toLocalVaultBrowserHeader() },

vaultAvailabilityFlow = vaultsManager.vaults
.map { vaults -> vaults.described().locals.firstOrNull() }
.flatMapLatest { v -> v?.isAvailable ?: flowOf(false) },

resolveCreateVaultUuid =
{ vaultsManager.vaults.value.described().locals.firstOrNull()?.uuid },

removeStorageUseCase = removeStorageUseCase,
getOpenedStoragesUseCase = getOpenedStoragesUseCase,
storageFileManagementUseCase = storageFileManagementUseCase,
manageStoragesEncryptionUseCase = manageStoragesEncryptionUseCase,
renameStorageUseCase = renameStorageUseCase,

manageVaultUseCase = manageVaultUseCase,

taskOrchestrator = taskOrchestrator,

uiStrings = uiStrings,

logger = logger,

private fun IVault?.tolLocalVaultBrowserHeader(): VaultBrowserHeader? {
if ((this as? DescribedVault)?.descriptor !is VaultDescriptor.LocalDevice)
return VaultBrowserHeader(titleResId = R.string.screen title local vault)
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/vault/RemoteVaultViewModel .kt

1 package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

2

3 import androidx.lifecycle.SavedStateHandle

4 import com.github.nullptroma.wallenc.domain.interfaces.ILogger

5 import com.github.nullptroma.wallenc.domain.interfaces.IVault

6 import com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator

7 import com.github.nullptroma.wallenc.ui.R

8 import com.github.nullptroma.wallenc.ui.resources.UiStringResolver

9 import com.github.nullptroma.wallenc.vault.contract.CloudBrand

10 import com.github.nullptroma.wallenc.vault.contract.DescribedVault

11 import com.github.nullptroma.wallenc.vault.contract.VaultDescriptor

12 import com.github.nullptroma.wallenc.usecases.GetOpenedStoragesUseCase
13 import com.github.nullptroma.wallenc.usecases.ManageStoragesEncryptionUseCase
14 import com.github.nullptroma.wallenc.usecases.ManageVaultUseCase

15 import com.github.nullptroma.wallenc.usecases.RemoveStorageUseCase

16 import com.github.nullptroma.wallenc.usecases.RenameStorageUseCase

17 import com.github.nullptroma.wallenc.usecases.StorageFileManagementUseCase
18 import dagger.hilt.android.lifecycle.HiltViewModel

19 import kotlinx.coroutines.ExperimentalCoroutinesApi

20 import kotlinx.coroutines.flow.flatMapLatest

21 import kotlinx.coroutines.flow.flowOf
22 import kotlinx.coroutines.flow.map
23 import java.util.UUID
24 import javax.inject.Inject
25
26 @OptIn(ExperimentalCoroutinesApi::class)
27 @HiltViewModel
28 class RemoteVaultViewModel @Inject constructor(
29 savedStateHandle: SavedStateHandle,
30 manageVaultUseCase: ManageVaultUseCase,
31 removeStorageUseCase: RemoveStorageUseCase,
32 getOpenedStoragesUseCase: GetOpenedStoragesUseCase,
33 storageFileManagementUseCase: StorageFileManagementUseCase,
34 manageStoragesEncryptionUseCase: ManageStoragesEncryptionUseCase,
35 renameStorageUseCase: RenameStorageUseCase,
36 taskOrchestrator: ITaskOrchestrator,
37 uiStrings: UiStringResolver,
38 logger: Ilogger,
39 ) : AbstractVaultBrowserViewModel(
40 storagesFlow = manageVaultUseCase.storagesOf(savedStateHandle. requireVaultUuid()),
41 storagesScanInProgressFlow = manageVaultUseCase.storagesScanInProgressOf(
42 savedStateHandle.requireVaultUuid(),
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),

vaultHeaderFlow = manageVaultUseCase.observe(savedStateHandle.requireVaultUuid())

.map { vault -> vault.toRemoteVaul

vaultAvailabilityFlow = manageVaultUseCase.observe(savedStateHandle.requireVaultUuid())

tBrowserHeader() },

.flatMapLatest { v -> v?.isAvailable ?: flowOf(false) },
resolveCreateVaultUuid = { savedStateHandle.requireVaultUuid() },

removeStorageUseCase = removeStorageUs

getOpenedStoragesUseCase = getOpenedSt

eCase,

oragesUseCase,

storageFileManagementUseCase = storageFileManagementUseCase,

manageStoragesEncryptionUseCase = mana
renameStorageUseCase = renameStorageUs
manageVaultUseCase = manageVaultUseCas
taskOrchestrator = taskOrchestrator,
uiStrings = uiStrings,
logger = logger,

) {

override val supportsStorageRescan: Bo

private fun SavedStateHandle.requireVaultU

val raw = get<String>("vaultUuid") ?:
arguments")

return UUID.fromString(raw)

private fun IVault?.toRemoteVaultBrowserHeader():

val remote = (this as? DescribedVault)
return null

val subtitle = when (remote.brand) {
CloudBrand.YANDEX -> remote.accoun

}

val titleResId = when (remote.brand) {

geStoragesEncryptionUseCase,

eCase,

e,

olean = true

uid(): UUID {

error("Missing vault UUID in navigation

VaultBrowserHeader? {

?.descriptor as? VaultDescriptor.LinkedRemote 7:

tDisplayName

CloudBrand.YANDEX -> R.string.screen title yandex vault

}

return VaultBrowserHeader (
titleResId = titleResId,
subtitle = subtitle,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
screens/vault/VaultBrowserHeader.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault
import androidx.annotation.StringRes
data class VaultBrowserHeader (

@param:StringRes val titleResId: Int,
val subtitle: String? = null,
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/vault/VaultBrowserRoute .kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

data class VaultBrowserRoute(val vaultUuid: String) : ScreenRoute()
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/vault/VaultBrowserScreen.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

import android.widget.Toast

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.Arrangement
import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.Column
import androidx.compose.foundation.layout.Row

import androidx.compose.foundation.layout.Spacer
import androidx.compose.foundation.layout.WindowInsets
import androidx.compose.foundation.layout.fillMaxSize
import androidx.compose.foundation.layout.fillMaxWidth
import androidx.compose.foundation.layout.height
import androidx.compose.foundation.layout.padding
import androidx.compose.foundation.layout.size

import androidx.compose.foundation.lazy.LazyColumn
import androidx.compose.foundation.lazy.items

import androidx.compose.material.icons.Icons

import androidx.compose.material.icons.filled.Add
import androidx.compose.material3.CircularProgressIndicator
import androidx.compose.material3.FilledTonalButton
import androidx.compose.material3.FloatingActionButton
import androidx.compose.material3.Icon

import androidx.compose.material3.MaterialTheme

import androidx.compose.material3.Scaffold

import androidx.compose.material3.Text

import androidx.compose.runtime.Composable

import androidx.compose.runtime.LaunchedEffect

import androidx.compose.runtime.getValue

import androidx.compose.runtime.mutableStateOf

import androidx.compose.runtime.remember

import androidx.compose.runtime.setValue

import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.draw.alpha

import androidx.compose.ui.platform.LocalContext
import androidx.compose.ui.res.stringResource

import androidx.compose.ui.text.style.TextAlign

import androidx.compose.ui.unit.dp

import androidx.lifecycle.compose.collectAsStateWithLifecycle
import com.github.nullptroma.wallenc.ui.R

import com.github.nullptroma.wallenc.ui.elements.StorageTree
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import com.github.nullptroma.wallenc.ui.resources.UserNotification

import java.util.UUID

@Composable

fun

) {

VaultBrowserScreen(

modifier: Modifier = Modifier,

viewModel: AbstractVaultBrowserViewModel,
onOpenStorageHome: (String) -> Unit,

val uiState by viewModel.state.collectAsStateWithLifecycle()
val context = LocalContext.current

var pendingNotification by remember { mutableStateOf<UserNotification?>(null) }

LaunchedEffect(viewModel) {
viewModel.userNotifications.collect { notification ->
pendingNotification = notification

}
val notificationText = when (val notification = pendingNotification) {
is UserNotification.TextRes -> {
if (notification.formatArgs.isEmpty()) {
stringResource(notification.id)
} else {
stringResource(notification.id, *notification.formatArgs.toTypedArray())

}
is UserNotification.Plain -> notification.message
null -> null

}

LaunchedEffect(notificationText) {
val text = notificationText ?: return@LaunchedEffect
Toast.makeText(context, text, Toast.LENGTH SHORT).show()
pendingNotification = null

val fabEnabled = uiState.addStorageFabEnabled
val fabBusy = uiState.vaultListMutationActive
val showFullscreenLoader = uiState.storagesList.isEmpty() && uiState.storagesRefreshing
val showEmptyState = uiState.storagesList.isEmpty() && !uiState.storagesRefreshing
val showRescan = viewModel.supportsStorageRescan
val rescanEnabled = showRescan &&
luiState.vaultListMutationActive &&
luiState.storagesRefreshing
val isUuidBusy: (UUID) -> Boolean = { uuid -> uuid in uiState.busyStorageUuids }
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val addFab: @Composable () -> Unit = {
FloatingActionButton(
onClick = {
if (fabEnabled && !fabBusy) {
viewModel.createStorage()

}
I
modifier = Modifier.alpha(if (fabEnabled && !fabBusy) 1f else 0.38f),
) |
Icon(
Icons.Filled.Add,
contentDescription = stringResource(
when {
I fabEnabled -> R.string.vault fab add storage disabled cd
fabBusy -> R.string.vault fab add storage busy cd
else -> R.string.vault fab add storage cd
}
),
)
}

val vaultContent: @Composable (androidx.compose.foundation.layout.PaddingValues) -> Unit
= { innerPadding ->

Column(
modifier = Modifier
.padding(innerPadding)
.fillMaxSize(),
) |
uiState.header?.let { header ->
Row (
modifier = Modifier

.fillMaxWidth()

.padding(horizontal = 16.dp, vertical = 12.dp),
horizontalArrangement = Arrangement.SpaceBetween,
verticalAlignment = Alignment.CenterVertically,

) |
Column(modifier = Modifier.weight(1f)) {
Text (
text = stringResource(header.titleResId),

style = MaterialTheme.typography.headlineSmall,

color MaterialTheme.colorScheme.onSurface,

)
header.subtitle?.let { subtitle ->
Spacer(modifier = Modifier.height(4.dp))
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132 Text(

133 text = subtitle,

134 style = MaterialTheme. typography.bodyMedium,
135 color = MaterialTheme.colorScheme.onSurfaceVariant,
136 )

137 }

138 }

139 if (showRescan) {

140 FilledTonalButton(

141 onClick = { viewModel.rescanStorages() },

142 enabled = rescanEnabled,

143 ) A

144 Text(stringResource(R.string.vault rescan storages action))
145 }

146 }

147 }

148 }

149 if (!fabEnabled) {

150 Text (

151 text = stringResource(R.string.vault unavailable banner),
152 style = MaterialTheme.typography.bodySmall,

153 color = MaterialTheme.colorScheme.onSurfaceVariant,
154 modifier = Modifier

155 .fillMaxWidth()

156 .padding(horizontal = 12.dp, vertical = 6.dp),
157 )

158 }

159 Box (

160 modifier = Modifier

161 .weight(1f)

162 .fillMaxWidth(),

163 ) A

164 when {

165 showEmptyState -> {

166 Text (

167 text = stringResource(

168 if (showRescan) {

169 R.string.vault empty list hint remote
170 } else {

171 R.string.vault empty list hint

172 },

173 ),

174 style = MaterialTheme.typography.bodylLarge,

175 color

MaterialTheme.colorScheme.onSurfaceVariant,
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204

205

206

207

208

209

210

211
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213

textAlign = TextAlign.Center,

modifier = Modifier
.align(Alignment.Center)
.padding(horizontal = 24.dp),

}
else -> {
LazyColumn (
modifier = Modifier.fillMaxSize(),
) {
items(uiState.storagesList) { listItem ->

StorageTree(

modifier = Modifier.padding(8.dp, 8.dp, 8.dp, 0.dp),

tree = listItenm,
isUuidBusy = isUuidBusy,
onClick =

{ onOpenStorageHome(it.value.uuid.toString()) },

viewModel.

onRename = { tree, newName ->
rename(tree.value, newName) },

onRemove = { tree -> viewModel.remove(tree.value) },

onEncrypt = { tree, password, encryptPath,

rememberPassword ->

remember)

viewModel.

viewModel.

viewModel.

viewModel

viewModel.

viewModel.

viewModel.enableEncryption(
tree.value,
password,
encryptPath,

rememberPassword,

}’

onOpenEncrypted = { tree, password,

viewModel.openEncryptedStorage(tree.value, password,

}’

onCloseEncrypted = { tree ->
closeEncryptedStorage(tree.value) 1},

onDisableEncryption = { tree ->
disableEncryption(tree.value) },

getStatusTextRes = { tree ->
getStorageStatusRes(tree.value) },

isEncryptionOpened = { tree ->

.isEncryptionSessionOpen(tree.value) },

isStorageSyncLockHeld = { info ->
isStorageSyncLockHeld(info) },

onClearStorageSyncLock = { info ->
clearStorageSyncLock(info) 1},

)

item {
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214 Spacer(modifier = Modifier.height(8.dp))
215 }

216 }

217 }

218 }

219 }

220 }

221 }

222

223 Box(modifier = modifier) {

224 Scaffold(

225 contentWindowInsets = WindowInsets(0.dp),

226 floatingActionButton = addFab,

227 content = vaultContent,

228 )

229

230 if (showFullscreenLoader) {

231 Box(modifier = Modifier.fillMaxSize(), contentAlignment = Alignment.Center) {
232 Box (

233 modifier = Modifier

234 .fillMaxSize()

235 .background(MaterialTheme.colorScheme.scrim),
236 )

237 Column (

238 horizontalAlignment = Alignment.CenterHorizontally,
239 verticalArrangement = Arrangement.spacedBy(12.dp),
240 ) |

241 CircularProgressIndicator(

242 modifier = Modifier.size(64.dp),

243 color = MaterialTheme.colorScheme.primary,

244 trackColor = MaterialTheme.colorScheme.surfaceVariant,
245 )

246 Text(

247 text = stringResource(R.string.vault loading storages),
248 style = MaterialTheme.typography.bodyLarge,

249 color = MaterialTheme.colorScheme.onSurface,
250 textAlign = TextAlign.Center,

251 modifier = Modifier.padding(horizontal = 24.dp),
252 )

253 }

254 }

255 }

256 }

257 }

258
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/main/
screens/vault/VaultBrowserScreenState. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.vault

import com.github.nullptroma.wallenc.domain.datatypes.Tree
import com.github.nullptroma.wallenc.domain.interfaces.IStorageInfo
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import java.util.UUID

data class VaultBrowserScreenState(

val header: VaultBrowserHeader? =

/** TlepBbll CHUMOK Cnucka storages ewé He nonyyeH (ypanéHHot vault). */

val storagesRefreshing: Boolean,

/** Storages C akTMBHOW 3apayen B

[com.github.nullptroma.wallenc.domain.tasks.ITaskOrchestrator]. */

val busyStorageUuids: Set<UUID>,

/** AKTWBHA 3afava, MeHqllas CoCTaB cnucka storages (cosmaHue M T.m.). */

null,
val storagesList: List<Tree<IStorageInfo>>,

val vaultListMutationActive: Boolean,

val addStorageFabEnabled: Boolean

false,
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/

settings/SettingsRoute.kt

package com.github.nullptroma.wallenc.ui.screens.settings

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

class SettingsRoute: ScreenRoute()
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/

settings/SettingsScreen.kt

1 package com.github.nullptroma.wallenc.ui.screens.settings

2

3 import androidx.compose.foundation.layout.Arrangement

4 import androidx.compose.foundation.layout.Column

5 import androidx.compose.foundation.layout.Row

6 import androidx.compose.foundation.layout.fillMaxSize

7 import androidx.compose.foundation.layout.fillMaxWidth

8 import androidx.compose.foundation.layout.padding

9 import androidx.compose.foundation.selection.selectable

10 import androidx.compose.foundation.selection.selectableGroup
11 import androidx.compose.material3.MaterialTheme

12 import androidx.compose.material3.RadioButton

13 import androidx.compose.material3.Text

14 import androidx.compose.runtime.Composable

15 import androidx.compose.runtime.getValue

16 import androidx.compose.ui.Alignment

17 import androidx.compose.ui.Modifier

18 import androidx.compose.ui.res.stringResource

19 import androidx.compose.ui.semantics.Role

20 import androidx.compose.ui.unit.dp

21 import androidx.lifecycle.compose.collectAsStateWithLifecycle
22 import com.github.nullptroma.wallenc.ui.R

23 import com.github.nullptroma.wallenc.ui.locale.AppLanguage

24

25 @Composable

26 fun SettingsScreen(modifier: Modifier, viewModel: SettingsViewModel) {
27 val state by viewModel.state.collectAsStateWithLifecycle()
28

29 Column(

30 modifier = modifier

31 .fillMaxSize()

32 .padding(16.dp),

33 verticalArrangement = Arrangement.spacedBy(16.dp),

34 ) {

35 Text(

36 text = stringResource(id = R.string.settings title),
37 style = MaterialTheme.typography.headlineSmall,
38 )

39 Text(

40 text = stringResource(R.string.settings language section),
41 style = MaterialTheme.typography.titleMedium,

42 )
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Column(Modifier.selectableGroup()) {

LanguageOption(
label = stringResource(R.string.settings language system),
selected = state.selectedLanguage == ApplLanguage.Systenm,
onClick = { viewModel.setlLanguage(AppLanguage.System) },

)

LanguageOption(
label = stringResource(R.string.settings language english),
selected = state.selectedLanguage == AppLanguage.English,
onClick = { viewModel.setlLanguage(AppLanguage.English) },

)

LanguageOption(
label = stringResource(R.string.settings language russian),
selected = state.selectedlLanguage == ApplLanguage.Russian,

onClick = { viewModel.setLanguage(AppLanguage.Russian) },

@Composable

private fun LanguageOption(
label: String,
selected: Boolean,
onClick: () -> Unit,

Modifier
.fillMaxWidth()
.selectable(
selected = selected,
onClick = onClick,
role = Role.RadioButton,
)
.padding(vertical = 8.dp),
verticalAlignment = Alignment.CenterVertically,

RadioButton(selected = selected, onClick = onClick)
Text (
text = label,
style = MaterialTheme.typography.bodylLarge,
modifier = Modifier.padding(start = 8.dp),
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/
settings/SettingsScreenState.kt

package com.github.nullptroma.wallenc.ui.screens.settings
import com.github.nullptroma.wallenc.ui.locale.AppLanguage

data class SettingsScreenState(

val selectedLanguage: AppLanguage = ApplLanguage.System,
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/

settings/SettingsViewModel .kt

package com.github.nullptroma.wallenc.ui.screens.settings

import
import
import
import
import
import

import

androidx.lifecycle.viewModelScope
com.github.nullptroma.wallenc.ui.ViewModelBase
com.github.nullptroma.wallenc.ui.locale.AppLanguage
com.github.nullptroma.wallenc.ui.locale.AppLocaleController
dagger.hilt.android.lifecycle.HiltViewModel
kotlinx.coroutines.launch

javax.inject.Inject

@HiltViewModel

class SettingsViewModel @Inject constructor(

private val appLocaleController: AppLocaleController,

) : ViewModelBase<SettingsScreenState>(SettingsScreenState()) {

init {

viewModelScope.launch {
appLocaleController.language.collect { language ->
updateState(state.value.copy(selectedLanguage = language))

fun setlLanguage(language: AppLanguage) {

viewModelScope.launch {

appLocaleController.setlLanguage(language)
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/
shared/TextEditRoute.kt

package com.github.nullptroma.wallenc.ui.screens.shared

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize
data class TextEditRoute(val text: String): ScreenRoute()
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Ucxonnbiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/

shared/TextEditScreen.kt

package com.github.nullptroma.wallenc.ui.screens.shared

import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.

compose.

material3.MaterialTheme
material3.Text
runtime.Composable
ui.Modifier

ui.res.stringResource

com.github.nullptroma.wallenc.ui.R

com.github.nullptroma.wallenc.ui.elements.WallencScreenContentPadding

com.github.nullptroma.wallenc.ui.elements.WallencScreenScaffold

@Composable
fun TextEditScreen(

text: String,

modifier:

) {

Modifier

= Modifier,

WallencScreenScaffold(modifier = modifier) { innerPadding ->

WallencScreenContentPadding(innerPadding) {
Text(

text =
style =

stringResource(R.string.text edit screen placeholder, text),

MaterialTheme. typography.bodylLarge,
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Ucxonnslit aiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/sync/
StorageSyncRoute.kt

package com.github.nullptroma.wallenc.ui.screens.sync

import com.github.nullptroma.wallenc.ui.screens.ScreenRoute
import kotlinx.parcelize.Parcelize

import kotlinx.serialization.Serializable
@Serializable

@Parcelize

class StorageSyncRoute : ScreenRoute()
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/sync/

StorageSyncScreen.kt
1 package com.github.nullptroma.wallenc.ui.screens.sync
2
3 import androidx.compose.foundation.layout.Arrangement
4 import androidx.compose.foundation.layout.Box
5 import androidx.compose.foundation.layout.Column
6 import androidx.compose.foundation.layout.Row
7 import androidx.compose.foundation.layout.WindowInsets
8 import androidx.compose.foundation.layout.fillMaxSize
9 import androidx.compose.foundation.layout.fillMaxWidth
10 import androidx.compose.foundation.layout.padding
11 import androidx.compose.foundation.lazy.LazyColumn
12 import androidx.compose.foundation.lazy.items
13 import androidx.compose.foundation.clickable
14 import androidx.compose.material.icons.Icons
15 import androidx.compose.material.icons.automirrored.rounded.ArrowBack
16 import androidx.compose.material.icons.rounded.Add
17 import androidx.compose.material.icons.rounded.Delete
18 import androidx.compose.material.icons.rounded.ExpandLess
19 import androidx.compose.material.icons.rounded.ExpandMore
20 import androidx.compose.material.icons.rounded.Sync
21 import androidx.compose.material3.AlertDialog
22 import androidx.compose.material3.Button
23 import androidx.compose.material3.Card
24 import androidx.compose.material3.CardDefaults
25 import androidx.compose.material3.FloatingActionButton
26 import androidx.compose.material3.HorizontalDivider
27 import androidx.compose.material3.Icon
28 import androidx.compose.material3.IconButton
29 import androidx.compose.material3.LinearProgressIndicator
30 import androidx.compose.material3.MaterialTheme
31 import androidx.compose.material3.SnackbarHost
32 import androidx.compose.material3.SnackbarHostState
33 import androidx.compose.material3.Scaffold
34 import androidx.compose.material3.Text
35 import androidx.compose.runtime.Composable
36 import androidx.compose.runtime.LaunchedEffect
37 import androidx.compose.runtime.getValue
38 import androidx.compose.runtime.mutableStateOf
39 import androidx.compose.runtime.remember
40 import androidx.compose.runtime.setValue
41 import androidx.compose.ui.Alignment
42 import androidx.compose.ui.Modifier
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import
import
import
import
import
import
import
import
import
import
import

import

@Compos
fun Sto
mod

androidx.compose.foundation. layout.navigationBarsPadding
androidx.compose.ui.draw.alpha
androidx.compose.ui.res.stringResource
androidx.compose.ui.text.font.FontFamily
androidx.compose.ui.unit.dp
androidx.hilt.lifecycle.viewmodel.compose.hiltViewModel
androidx.lifecycle.compose.collectAsStateWithLifecycle

com.github.nullptroma.wallenc.ui.R

com.github.nullptroma.wallenc.ui.elements.AnimatedFloatingBackButton

com.github.nullptroma.wallenc.ui.resources.UserNotification

com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroupEncryptionKind

java.util.UUID

able
rageSyncScreen (

ifier: Modifier = Modifier,

viewModel: StorageSyncViewModel = hiltViewModel(),

) {
val
val

val

}

Lau

var
var
val
if

state by viewModel.state.collectAsStateWithLifecycle()
snackbarHostState = remember { SnackbarHostState() }
userMessageText = when (val um = state.userMessage) {
is UserNotification.TextRes -> {
if (um.formatArgs.isEmpty()) {
stringResource(um.id)
} else {

stringResource(um.id, *um.formatArgs.toTypedArray())

}
is UserNotification.Plain -> um.message
null -> null

nchedEffect(state.userMessage) {

val text = userMessageText 7: return@LaunchedEffect
snackbarHostState.showSnackbar(text)

viewModel. consumeUserMessage()

pendingRemoveGroupId by remember { mutableStateOf<String?>(null) }
pendingRemoveStorage by remember { mutableStateOf<Pair<String, UUID>?>(null) }

pickerGroupId = state.pickerGroupId
(pickerGroupId != null) {
StoragePickerScreen(

modifier = modifier,

state = state,

groupIld = pickerGroupId,
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88

89

90

91

92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132

onBack = viewModel::closePicker,
onAddStorage = viewModel::addStorageToCurrentGroup,
onToggleVault = viewModel: :toggleVaultExpanded,
snackbarHostState = snackbarHostState,

)

return

val storageByUuid = state.vaults
.flatMap { vault -> flattenStorageTree(vault.storages) }

.associateBy { it.uuid }

val groupEditLocked = state.isBusy || state.isStorageSyncRunning

Scaffold(
modifier = modifier,
contentWindowInsets = WindowInsets(0.dp),
snackbarHost = { SnackbarHost(snackbarHostState) },
floatingActionButton = {
FloatingActionButton(
onClick = { if (!'groupEditLocked) viewModel.createGroup() },
modifier = Modifier.alpha(if (groupEditLocked) 0.38f else 1f),

) {
Icon(
imageVector = Icons.Rounded.Add,
contentDescription = stringResource(R.string.sync_fab create group cd),
)
}

I
) { inner ->
Column(
modifier = Modifier
.padding(inner)
.fillMaxSize()
.padding(16.dp),
verticalArrangement = Arrangement.spacedBy(12.dp),
) |
Row (
horizontalArrangement = Arrangement.spacedBy(8.dp),

verticalAlignment = Alignment.CenterVertically,

) {
Button(
onClick = viewModel: :runSyncNow,
enabled = !groupEditLocked && !state.anyVaultStoragesScanning,
) |
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133 Icon(

134 Icons.Rounded.Sync,

135 contentDescription = null,

136 modifier = Modifier.padding(end = 8.dp),

137 )

138 Text(stringResource(id = R.string.sync_run now))

139 }

140 }

141

142 when {

143 state.isStorageSyncRunning -> {

144 Column(

145 modifier = Modifier.fillMaxWidth(),

146 verticalArrangement = Arrangement.spacedBy(6.dp),
147 ) {

148 Text (

149 text = stringResource(R.string.sync_progress section_title),
150 style = MaterialTheme.typography.titleSmall,
151 )

152 state.storageSyncProgressLabel?.let { line ->

153 Text (

154 text = line,

155 style = MaterialTheme.typography.bodySmall,
156 color = MaterialTheme.colorScheme.onSurfaceVariant,
157 )

158 }

159 val frac = state.storageSyncProgressFraction

160 if (frac !'= null) {

161 LinearProgressIndicator(

162 progress = { frac },

163 modifier = Modifier.fillMaxWidth(),

164 )

165 } else {

166 LinearProgressIndicator(modifier = Modifier.fillMaxWidth())
167 }

168 }

169 ¥

170 state.isBusy -> {

171 Column(

172 modifier = Modifier.fillMaxWidth(),

173 verticalArrangement = Arrangement.spacedBy(6.dp),
174 ) {

175 Text(

176 text = stringResource(R.string.sync_groups busy section title),
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177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221

Text(
text

style =

)

LazyColumn (

style = MaterialTheme.typography.titleSmall,
)

LinearProgressIndicator(modifier = Modifier.fillMaxWidth())

stringResource(id = R.string.sync groups title),
MaterialTheme.typography.titleMedium,

modifier = Modifier.fillMaxSize(),

verticalArrangement = Arrangement.spacedBy(10.dp),

) {

items(state.groups, key = { it.id }) { group ->

) {

Card(

modifier = Modifier
.fillMaxWidth()
.padding(vertical = 2.dp),
colors = CardDefaults.cardColors(
containerColor = MaterialTheme.colorScheme.surfaceContainerHigh,

),

Column (
modifier = Modifier
.fillMaxWidth()
.padding(12.dp),
verticalArrangement = Arrangement.spacedBy(8.dp),
) {
Row (
modifier = Modifier.fillMaxWidth(),
horizontalArrangement = Arrangement.SpaceBetween,
verticalAlignment = Alignment.Top,
) |
Text (
text = group.id,
style = MaterialTheme.typography.titleMedium,
modifier = Modifier
.weight(1f)
.padding(end = 4.dp),
maxLines = 4,
)
IconButton(

onClick = { pendingRemoveGroupId = group.id },
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222 enabled = !'groupEditLocked,

223 ) {
224 Icon(
225 imageVector = Icons.Rounded.Delete,
226 . contentDescription = stringResource(id =
R.string.sync remove group),
227 )
228 }
229 }
230
231 if (group.storageUuids.isEmpty()) {
232 Text(
233 text = stringResource(id = R.string.sync_group empty),
234 style = MaterialTheme.typography.bodySmall,
235 color = MaterialTheme.colorScheme.onSurfaceVariant,
236 )
237 } else {
238 if (group.incompatibleStorageUuids.isNotEmpty()) {
239 Text(
240 text = stringResource(
241 id = R.string.sync _group incompatible warning,
242 group.incompatibleStorageUuids.size,
243 ),
244 style = MaterialTheme.typography.bodySmall,
245 color = MaterialTheme.colorScheme.error,
246 )
247 }
248 Text(
249 text = stringResource(
250 R.string.sync group policy line,
251 groupPolicylLabel(group.encryptionKind),
252 ),
253 style = MaterialTheme.typography.bodySmall,
254 color = MaterialTheme.colorScheme.onSurfaceVariant,
255 )
256
257 group.storageUuids.forkEach { storageluid ->
258 val storage = storageByUuid[storageUuid]
259 val titleText = storage?.name
7
260

stringResource(R.string.sync_storage missing title)

val encLabel =

261 encryptionKindLabel(storage?.encryptionKind)
262 val statusLine = when {
263 storage != null && !storage.isReachable ->
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264
265
266

267

268

269
270
271
272
273
274
275
276
277
278
279
280

281

282
283
284
285
286
287

288

289
290
291
292

293

294
295
296

297

298
299
300

301

302

stringResource(R.string.sync_storage unreachable)

storage == null && state.anyVaultStoragesScanning ->

stringResource(R.string.sync_storage pending vault scan)

storage == null && !state.anyVaultStoragesScanning -
>

stringResource(R.string.sync_storage not in vaults)
else -> null
}
val statusColor = when {
storage != null && !storage.isReachable ->
MaterialTheme.colorScheme.error
storage == null ->
MaterialTheme.colorScheme. tertiary
else -> MaterialTheme.colorScheme.onSurfaceVariant
}
Card(
modifier = Modifier.fillMaxWidth(),
colors = CardDefaults.cardColors(

containerColor =
MaterialTheme.colorScheme.surfaceContainer,
),
) A
Row (
modifier = Modifier
.fillMaxWidth()

.padding(12.dp),

horizontalArrangement =
Arrangement.SpaceBetween,

verticalAlignment = Alignment.Top,

) {
Column(
modifier = Modifier.weight(1f),
verticalArrangement =
Arrangement.spacedBy(4.dp),
) {
Text (
text = titleText,
style =
MaterialTheme.typography.titleSmall,
)
Text (

text = storageluid.toString(),

style =
MaterialTheme.typography.bodySmall,

fontFamily = FontFamily.Monospace,
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303

304
305
306
307

308

309
310
311
312
313
314

315
316

317

318
319
320

321

322
323
324
325

326

327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343

MaterialTheme.colorScheme.onSurfaceVariant,

MaterialTheme.typography.bodySmall,

R.string.sync_storage _encryption line,

MaterialTheme. typography.bodySmall,

to storageluid },

R.string.sync_remove storage),

color =

)
statusLine?.let { line ->
Text(
text = line,
style =

color = statusColor,

}
Text (
text = stringResource(
enclLabel,
),
style =
)
}
IconButton(
onClick = { pendingRemoveStorage = group.id
enabled = !'groupEditLocked,
) |
Icon(
imageVector = Icons.Rounded.Delete,
contentDescription = stringResource(id
)
}

HorizontalDivider(modifier = Modifier.padding(top = 4.dp))

Row (

modifier = Modifier.fillMaxWidth(),
horizontalArrangement = Arrangement.End,

) {

IconButton(
onClick

enabled

) A
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344 Icon(
345 imageVector = Icons.Rounded.Add,

contentDescription = stringResource(id =
346 .
R.string.sync_add storage),

347 )
348 }

349 }

350 }

351 }

352 }

353 }

354 }

355 }

356

357 if (pendingRemoveGroupId !'= null) {
358 AlertDialog(

359 onDismissRequest = { pendingRemoveGroupId = null },

title = { Text(text = stringResource(id =
R.string.sync_remove group confirm title)) },

361 text = {
362 Text (

363 text = stringResource(

360

364 id = R.string.sync_remove group confirm message,
365 pendingRemoveGroupId.orEmpty(),

366 ),

367 )

368 I

369 confirmButton = {

370 Button(

371 onClick = {

372 val groupId = pendingRemoveGroupId ?: return@Button
373 viewModel. removeGroup(groupId)

374 pendingRemoveGroupId = null

375 I

376 ) {

377 Text(text = stringResource(id = R.string.sync_confirm delete))
378 }

379 },

380 dismissButton = {

381 Button(onClick = { pendingRemoveGroupId = null }) {

382 Text(text = stringResource(id = R.string.sync_cancel))
383 }

384 },

385 )

386 }

387
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388
389
390

391

392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423

424

425

426

427
428
429

if (pendingRemoveStorage != null) {
AlertDialog(
onDismissRequest = { pendingRemoveStorage = null },

title = { Text(text = stringResource(id =
R.string.sync _remove storage confirm title)) },

text = {
Text(
text = stringResource(
id = R.string.sync_remove storage confirm message,
pendingRemoveStorage?.second.toString(),

),

I
confirmButton = {
Button (
onClick = {
val payload = pendingRemoveStorage 7: return@Button
viewModel. removeStorageFromGroup(payload.first, payload.second)
pendingRemoveStorage = null
}
) {
Text(text = stringResource(id = R.string.sync_confirm _delete))
}
I

dismissButton = {
Button(onClick = { pendingRemoveStorage = null }) {

Text(text = stringResource(id = R.string.sync cancel))

b

@Composable
private fun encryptionKindLabel(kind: StorageSyncEncryptionKind?): String {
return when (kind) {
null -> stringResource(R.string.sync_encryption_unknown)

StorageSyncEncryptionKind.NotEncrypted ->
stringResource(R.string.enc_status not encrypted)

StorageSyncEncryptionKind.EncryptedOpened ->
stringResource(R.string.enc_status_encrypted open)

StorageSyncEncryptionKind.EncryptedClosed ->
stringResource(R.string.enc_status encrypted)

}
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430 @Composable

431 private fun StoragePickerScreen(

432 modifier: Modifier,

433 state: StorageSyncScreenState,

434 groupId: String,

435 onBack: () -> Unit,

436 onAddStorage: (UUID) -> Unit,

437 onToggleVault: (UUID) -> Unit,

438 snackbarHostState: SnackbarHostState,

439 ) {

440 val selected = state.groups.firstOrNull { it.id == groupld }?.storageUuids ?7: emptySet()
441 val groupEditLocked = state.isBusy || state.isStorageSyncRunning
442 Scaffold(

443 modifier = modifier,

444 contentWindowInsets = WindowInsets(0.dp),

445 snackbarHost = { SnackbarHost(snackbarHostState) },

446 ) { inner ->

447 Box (

448 modifier = Modifier

449 .padding(inner)

450 .fillMaxSize(),

451 ) |

452 Column (

453 modifier = Modifier

454 .fillMaxSize()

455 .padding(horizontal = 16.dp, vertical = 12.dp),
456 verticalArrangement = Arrangement.spacedBy(12.dp),
457 ) A

458 Text(

459 text = stringResource(id = R.string.sync _picker title, groupId),
460 style = MaterialTheme.typography.titlelLarge,
461 )

462

463 LazyColumn (

464 modifier = Modifier.fillMaxSize(),

465 verticalArrangement = Arrangement.spacedBy(10.dp),
466 ) A

467 items(state.vaults, key = { it.uuid }) { vault ->
468 Card(

469 modifier = Modifier

470 .fillMaxWidth()

471 .padding(vertical = 2.dp),

472 colors = CardDefaults.cardColors(

473 containerColor = MaterialTheme.colorScheme.surfaceContainerHigh,
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474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495

496

497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517

),
) |
Column(
modifier = Modifier
.fillMaxwWidth()
.padding(10.dp),
verticalArrangement = Arrangement.spacedBy(6.dp),

val expanded = vault.uuid in state.expandedVaultUuids
Row (
modifier = Modifier

.fillMaxWidth()

.clickable { onToggleVault(vault.uuid) },
horizontalArrangement = Arrangement.SpaceBetween,
verticalAlignment = Alignment.CenterVertically,

) {

Text (
text = vault.title,
style = MaterialTheme.typography.titleSmall,
modifier = Modifier.weight(1f),

)

Icon(

imageVector = if (expanded) Icons.Rounded.ExpandLess else
Icons.Rounded.ExpandMore,

contentDescription = if (expanded) {
stringResource(R.string.sync_picker collapse)

} else {
stringResource(R.string.sync_picker expand)

}

}
Text(
text = vault.type,

style = MaterialTheme. typography.bodySmall,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
Text (
text = vault.uuid.toString(),
style = MaterialTheme.typography.bodySmall,
fontFamily = FontFamily.Monospace,

color = MaterialTheme.colorScheme.onSurfaceVariant,

if (expanded) {
if (vault.storages.isEmpty()) {
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518

519

520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561

Text(
text = stringResource(id =

R.string.sync _picker no_storages),

style = MaterialTheme.typography.bodySmall,
)
} else {
vault.storages.forEach { storage ->
StoragePickerNode(
node = storage,
depth = 0,
selected = selected,
isBusy = groupEditLocked,
onAddStorage = onAddStorage,

}
}
AnimatedFloatingBackButton(
visible = true,
onClick = onBack,
modifier = Modifier
.align(Alignment.BottomStart)
.navigationBarsPadding()
.padding(start = 12.dp, bottom = 12.dp),

@Composable

private fun StoragePickerNode(

) {

node: StorageSyncStorageUi,
depth: Int,

selected: Set<UUID>,

isBusy: Boolean,
onAddStorage: (UUID) -> Unit,

val isSelected = node.uuid in selected

Card(

modifier = Modifier
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563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606

.fillMaxWidth()
.padding(start = (depth * 14).dp),

colors

CardDefaults.cardColors(

containerColor = MaterialTheme.colorScheme.surfaceContainer,

),
) {

Row (

modifier = Modifier

.fillMaxWidth()
.padding(8.dp),

horizontalArrangement = Arrangement.SpaceBetween,

verticalAlignment = Alignment.Top,

) {

Column(

) {

}

modifier = Modifier.weight(1f),
verticalArrangement = Arrangement.spacedBy(4.dp),

Text(
text = node.name,
style = MaterialTheme.typography.bodyMedium,
)
Text(
text = node.uuid.toString(),
style = MaterialTheme.typography.bodySmall,
fontFamily = FontFamily.Monospace,
color = MaterialTheme.colorScheme.onSurfaceVariant,
)
Text(

text = stringResource(
R.string.sync_storage encryption_ line,
encryptionKindLabel(node.encryptionKind),
),
style = MaterialTheme.typography.bodySmall,
)
if (!node.isReachable) {
Text(

text = stringResource(R.string.sync_storage_unreachable),

style = MaterialTheme.typography.bodySmall,

color MaterialTheme.colorScheme.error,

IconButton(

enabled = !isSelected && !isBusy,
onClick = { onAddStorage(node.uuid) },
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607 ) {

608 Icon(

609 imageVector = Icons.Rounded.Add,

610 contentDescription = stringResource(

611 . _ if (isSelected) R.string.sync_picker added else
R.string.sync picker cd add,

612 ),

613 )

614 }

615 }

616 }

617 node.children.forEach { child ->

618 StoragePickerNode(

619 node = child,

620 depth = depth + 1,

621 selected = selected,

622 isBusy = isBusy,

623 onAddStorage = onAddStorage,

624 )

625 }

626 }

627

628 private fun flattenStorageTree(nodes: List<StorageSyncStorageUi>):
List<StorageSyncStorageUi> {

629 return nodes.flatMap { node ->

630 listO0f(node) + flattenStorageTree(node.children)

631 }

632 }

633

634 @Composable

635 private fun groupPolicylLabel(kind: StorageSyncGroupEncryptionKind): String {

636 return when (kind) {

637 _ StorageSyncGroupEncryptionKind:UNSET ->
stringResource(R.string.sync group policy unset)

638 . StorageSyncGroupEncryptionKind:NONE ->
stringResource(R.string.sync group policy plain)

639 . StorageSyncGroupEncryptionKind:PASSWORD ->
stringResource(R.string.sync_group policy password)

640 }

641 }

642
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Hcxomusiit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/sync/

StorageSyncScreenState.kt

package com.github.nullptroma.wallenc.ui.screens.sync

import com.github.nullptroma.wallenc.ui.resources.UserNotification

import com.github.nullptroma.wallenc.domain.interfaces.StorageSyncGroupEncryptionKind

import java.util.UUID

enum class StorageSyncEncryptionKind {
NotEncrypted,
EncryptedOpened,
EncryptedClosed,

data class StorageSyncStorageUi(
val uuid: UUID,
val name: String,

val encryptionKind: StorageSyncEncryptionKind,

/** false, ecnun storage ecTb B pgepeBe, HO cenyac HepocTyneH (Hanpumep, vault offline).

*/
val isReachable: Boolean = true,

val children: List<StorageSyncStorageUi> = emptyList(),

data class StorageSyncVaultUi(
val uuid: UUID,
val title: String,
val type: String,
val storages: List<StorageSyncStorageUi>,

data class StorageSyncGroupUi(
val id: String,
val storageluids: Set<UUID>,

val encryptionKind: StorageSyncGroupEncryptionKind =
StorageSyncGroupEncryptionKind.UNSET,

val incompatibleStorageUuids: Set<UUID> = emptySet(),

data class StorageSyncScreenState(

val groups: List<StorageSyncGroupUi> = emptyList(),
val vaults: List<StorageSyncVaultUi> = emptyList(),
val expandedVaultUuids: Set<UUID> = emptySet(),

val pickerGroupId: String? = null,

val isBusy: Boolean = false,
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/** [onras CUHXpoHM3auus storages 4yepes nainnanH 3apgayvy. */

val isStorageSyncRunning: Boolean = false,

/** [ons nporpecca akKTUBHOW CUHXpoOHM3auuu; null — HeonpenenéHHbA nporpecc. */

val storageSyncProgressFraction: Float? = null,

/** Mognucb 3Tana M3 nawnnavHa (ecnu ectb). */

val storageSyncProgressLabel: String? = null,

/** Jlwbon vault ewé 3arpyxaeTt cnmcok storages — UUID u3 rpynnbl MOFyT MOSABUTbLCA MO3xe. */
val anyVaultStoragesScanning: Boolean = false,

val userMessage: UserNotification? = null,
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Ucxonnslit aiin ui/src/main/java/com/github/nullptroma/wallenc/ui/screens/sync/
StorageSyncViewModel.kt

package com.github.nullptroma.wallenc.ui.screens.sync

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.lifecycle.viewModelScope

com.

com.

com.

com.

com

com

com.

com.

com.

com.

com.

com.

com.

com.

com.

com

com

com

github

github.
github.
github.
.github.
.github.
github.
github.
github.
github.
github.
github.
github.
github.
github.
.github.
.github.
.github

.nullptroma
nullptroma
nullptroma

nullptroma

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

nullptroma
nullptroma
nullptroma
nullptroma
nullptroma
.nullptroma

nullptroma.

nullptroma.

.wallenc.
.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

dagger.hilt.android.lifecycle.

domain.interfaces.IStorage

domain.interfaces.IStorageMetalInfo
domain.interfaces.IVaultsManager
tasks.ITaskOrchestrator

tasks.TaskRunState

domain.
domain.
ui.R
ui.ViewModelBase
ui.resources.UiStringResolver
ui.resources.resolve
ui.resources.UserNotification
usecases.AddStorageToSyncGroupResult
usecases.ManageStorageSyncGroupsUseCase
domain.tasks.StorageSyncTriggerReason
usecases.RunStorageSyncUseCase
usecases.StorageSyncCompatibilityInput
usecases.isStorageCompatibleWithGroup
vault.contract.DescribedVault
vault.contract.VaultDescriptor
HiltViewModel

kotlinx

kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.

kotlinx.

.coroutines.

java.util.UUID

javax.inject.Inject

@HiltViewModel

@OptIn(ExperimentalCoroutinesApi::class)

coroutines.
coroutines.
coroutines.
coroutines.
coroutines.

coroutines.

ExperimentalCoroutinesApi
flow.combine
flow.distinctUntilChanged
flow. flatMapLatest

flow. flowOf

flow.map

launch

class StorageSyncViewModel @Inject constructor(

private val groupsUseCase: ManageStorageSyncGroupsUseCase,

private
private
private

private

val taskOrchestrator:

val runStorageSyncUseCase: RunStorageSyncUseCase,
val vaultsManager: IVaultsManager,

ITaskOrchestrator,

val uiStrings: UiStringResolver,

) : ViewModelBase<StorageSyncScreenState>(StorageSyncScreenState()) {

private var storageByUuid: Map<UUID, IStorage> =

emptyMap ()
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44
45
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57
58
59
60
61
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63
64
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66
67
68
69
70
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72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

init {
refreshGroups()
observeVaults()
observeStorageSyncPipeline()
viewModelScope.launch {
combine(
vaultsManager.vaults,
state.map { it.groups },
) { vaults, groups ->
val requiredUuids = groups.flatMap { it.storageUuids }.toSet()
if (requiredUuids.isEmpty() || vaults.isEmpty()) {
false
} else {
val opened = vaultsManager.unlockManager.openedStorages.value
vaults.any { vault ->
val uuidsInVault = vault.storages.value.flatMap { root ->
flattenStorages(buildStorageTree(root, opened))
}.map { it.uuid }.toSet()
uuidsInVault.any { it in requiredUuids } &&
vault.storagesScanInProgress.value

.distinctUntilChanged()
.collect { scanning ->

updateState(state.value.copy(anyVaultStoragesScanning = scanning))

private fun observeStorageSyncPipeline() {
viewModelScope.launch {
combine(
runStorageSyncUseCase.syncRunning,
runStorageSyncUseCase.activeSyncTaskId,
taskOrchestrator.pipelineState,
) { syncRunning, taskId, pipe ->
val progress = taskId?.let { id ->
val task = pipe.tasks.find { it.id == id }
(task?.state as? TaskRunState.Running)?.progress
}
Triple(
syncRunning,

progress?.fraction,
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progress?.label?.resolve(uiStrings),

.distinctUntilChanged()
.collect { (running, frac, label) ->
updateState(
state.value.copy(
isStorageSyncRunning = running,
storageSyncProgressFraction = if (running) frac else null,
storageSyncProgressLabel = if (running) label else null,
),

fun refreshGroups() {
viewModelScope.launch {

updateState(state.value.copy(groups = reloadGroupsUi()))

fun createGroup() {
viewModelScope.launch {
withGroupMutationBusy(clearPicker = true) {
val group = groupsUseCase.createGroup()
UserNotification.TextRes(
R.string.sync_msg group created,

listO0f(group.id),

fun removeGroup(groupId: String) A{
viewModelScope.launch {
withGroupMutationBusy {
groupsUseCase. removeGroup(groupId)

UserNotification.TextRes(R.string.sync_msg group removed)

fun openPicker(groupId: String) {
if (state.value.isBusy || state.value.isStorageSyncRunning) return
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133 updateState(

134 state.value. copy(

135 pickerGroupId = groupld,

136 userMessage = null,

137 ),

138 )

139 }

140

141 fun closePicker() {

142 updateState(

143 state.value. copy/(

144 pickerGroupId = null,

145 userMessage = null,

146 ),

147 )

148 }

149

150 fun toggleVaultExpanded(vaultUuid: UUID) {

151 val expanded = state.value.expandedVaultUuids.toMutableSet()

152 if (!expanded.add(vaultUuid)) {

153 expanded. remove(vaultUuid)

154 }

155 updateState(state.value. copy(expandedVaultUuids = expanded))

156 }

157

158 fun addStorageToCurrentGroup(storageUuid: UUID) {

159 val groupIld = state.value.pickerGroupId ?: return

160 viewModelScope.launch {

161 withGroupMutationBusy {

162 val storage = storageByUuid[storageUuid]

163 o _ ?: return@withGroupMutationBusy_
UserNotification.TextRes(R.string.sync_storage not_in vaults)

164 val isEncrypted = storage.metalnfo.value.encInfo != null

165 val result = groupsUseCase.addStorageToGroup(

166 groupId = groupld,

167 storageluid = storageUuid,

168 compatibility = StorageSyncCompatibilityInput(

169 isEncrypted = isEncrypted,

170 encryptionSecret = null,

171 ),

172 )

173 when (result) {

174 AddStorageToSyncGroupResult.Added -> UserNotification.TextRes(

175 R.string.sync msg storage added,

176 listOf(groupld),
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177 )

178 AddStorageToSyncGroupResult.AlreadyInGroup -> UserNotification.TextRes(

179 R.string.sync_msg storage already added,

180 )

181 o _ AddStorageToSyncGroupResult.EncryptedStorageNotAllowed ->
UserNotification.TextRes(

182 R.string.sync_msg only plain storage allowed,

183 )

184 o _ AddStorageToSyncGroupResult.MissingEncryptionSecret ->
UserNotification.TextRes(

185 R.string.sync_msg _storage encryption key required,

186 )

187 o _ AddStorageToSyncGroupResult.IncompatibleEncryption ->
UserNotification.TextRes(

188 R.string.sync_msg storage incompatible encryption,

189 )

190 AddStorageToSyncGroupResult.GroupNotFound -> UserNotification.TextRes(

191 R.string.sync_msg group removed,

192 )

193 }

194 }

195 }

196 }

197

198 fun removeStorageFromGroup(groupId: String, storageUuid: UUID) {

199 viewModelScope.launch {

200 withGroupMutationBusy {

201 groupsUseCase.removeStorageFromGroup(groupId, storagelUuid)

202 UserNotification.TextRes(

203 R.string.sync_msg storage removed,

204 listO0f(groupId),

205 )

206 }

207 }

208 }

209

210 fun runSyncNow() {

211 val started = runStorageSyncUseCase.enqueue(StorageSyncTriggerReason.SyncTab)

212 if (!started) {

213 updateState(

214 state.value. copy(

215 o ' userMessagg = '
UserNotification.TextRes(R.string.sync _msg sync _already running),

216 ),

217 )

218 }
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fun consumeUserMessage() {

updateState(state.value.copy(userMessage = null))

private fun observeVaults() {
viewModelScope.launch {
vaultsManager.vaults
.flatMapLatest { vaults ->
if (vaults.isEmpty()) {
flowOf (emptyList())
} else {
combine(vaults.map { it.storages }) { rootStoragesByVault ->
vaults.zip(rootStoragesByVault.tolList())
}.flatMapLatest { vaultWithRoots ->

vaultsManager.unlockManager.openedStorages. flatMapLatest
{ opened ->

val vaultNodes = vaultWithRoots.map { (vault, roots) ->
vault to roots.map { root ->
buildStorageTree(
root = root,
opened = opened,

}

val allStorages = vaultNodes

.flatMap { (_, trees) ->
trees.flatMap(::flattenStorages) }

.distinctBy { it.uuid }
storageByUuid = allStorages.associateBy { it.uuid }

if (allStorages.isEmpty()) {
flowOT (
vaultNodes.map { (vault, trees) ->
StorageSyncVaultUi(
uuid = vault.uuid,

title = vaultTitle(vault as?
DescribedVault),

type = vaultType(vault as? DescribedVault),

storages = trees.map { tree ->
toStorageUi(tree)

}
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261 )

262 } else {

263 combine(

264 allStorages.map { storage ->

265 combine(storage.metalnfo, storage.isAvailable)
{ meta, avail ->

266 storage.uuid to StorageSnapshot(meta, avail)
267 }

268 },

269 ) { pairs ->

val snapByUuid = pairs.associate { it.first to
270 .
it.second }

271 vaultNodes.map { (vault, trees) ->
272 StorageSyncVaultUi(
273 uuid = vault.uuid,

274 title = vaultTitle(vault as?
DescribedVault),

275 type = vaultType(vault as? DescribedVault),
276 storages = trees.map { tree ->

277 toStorageUi(tree, snapByUuid)
278 }

279 )

280 }

281 }

282 }

283 }

284 }

285 }

286 }

287 .collect { mapped ->

288 updateState(

289 state.value. copy(

290 vaults = mapped,

291 groups
292 ),
293 )

294 }

295 }

296 }

297

reloadGroupsUi(),

298 private fun vaultType(vault: DescribedVault?): String {
299 return when (val descriptor = vault?.descriptor) {
300 is VaultDescriptor.LocalDevice -> uiStrings(R.string.vault type local device)

is VaultDescriptor.LinkedRemote -> uiStrings(R.string.vault type remote,

301 descriptor.brand.name)

302 null -> uiStrings(R.string.vault type unknown)
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303 }

304 }

305

306 private fun vaultTitle(vault: DescribedVault?): String {

307 return when (val descriptor = vault?.descriptor) {

308 is VaultDescriptor.LocalDevice -> uiStrings(R.string.vault title local)
309 is VaultDescriptor.LinkedRemote -> descriptor.accountDisplayName
310 null -> uiStrings(R.string.vault title unknown)

311 }

312 }

313

314 private fun buildStorageTree(

315 root: IStorage,

316 opened: Map<UUID, IStorage>,

317 visited: MutableSet<UUID> = mutableSet0f(),

318 ): StorageTreeNode {

319 if (!visited.add(root.uuid)) {

320 return StorageTreeNode(storage = root, children = emptyList())
321 }

322 val child = opened[root.uuid]

323 val children = if (child == null) {

324 emptyList()

325 } else {

326 1istOf(

327 buildStorageTree(

328 root = child,

329 opened = opened,

330 visited = visited,

331 ),

332 )

333 }

334 return StorageTreeNode(storage = root, children = children)

335 }

336

337 private fun flattenStorages(node: StorageTreeNode): List<IStorage> {
338 return listOf(node.storage) + node.children.flatMap(::flattenStorages)
339 }

340

341 private fun toStorageUi(

342 node: StorageTreeNode,

343 snapshotByUuid: Map<UUID, StorageSnapshot> = emptyMap(),

344 ): StorageSyncStorageUi {

345 val snap = snapshotByUuid[node.storage.uuid]

346 val meta = snap?.meta ?: node.storage.metalnfo.value

347 val isReachable = snap?.isAvailable ?: node.storage.isAvailable.value

542



348 val encryptionKind = when {

349 meta.encInfo == null -> StorageSyncEncryptionKind.NotEncrypted
350 node.storage.isVirtualStorage -> StorageSyncEncryptionKind.EncryptedOpened
351 else -> StorageSyncEncryptionKind.EncryptedClosed

352 }

353 return StorageSyncStorageUi (

354 uuid = node.storage.uuid,

355 name = meta.name ?7: uiStrings(R.string.no_name),

356 encryptionKind = encryptionKind,

357 isReachable = isReachable,

358 children = node.children.map { child ->

359 toStorageUi (

360 node = child,

361 snapshotByUuid = snapshotByUuid,

362 )

363 3

364 )

365 }

366

367 private data class StorageSnapshot(

368 val meta: IStorageMetalnfo,

369 val isAvailable: Boolean,

370 )

371

372 private data class StorageTreeNode(

373 val storage: IStorage,

374 val children: List<StorageTreeNode>,

375 )

376

377 private suspend fun reloadGroupsUi(): List<StorageSyncGroupUi> =
378 groupsUseCase.getGroups().map { group ->

379 val incompatible = group.storageUuids.filterTo(mutableSet0f()) { uuid ->
380 val storage = storageByUuid[uuid] ?: return@filterTo true
381 lisStorageCompatibleWithGroup(

382 storage = storage,

383 group = group,

384 )

385 }

386 StorageSyncGroupUi (

387 id = group.id,

388 storageluids = group.storageluids,

389 encryptionKind = group.encryptionKind,

390 incompatibleStorageUuids = incompatible,

391 )

392 }
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393

394 private suspend fun withGroupMutationBusy(

395 clearPicker: Boolean = false,

396 block: suspend () -> UserNotification?,

397 ) {

398 if (state.value.isStorageSyncRunning) {

399 updateState(

400 state.value. copy(

401 o _ userMessagg =
UserNotification.TextRes(R.string.sync_msg blocked during sync),

402 ),

403 )

404 return

405 }

406 updateState(state.value.copy(isBusy = true, userMessage = null))

407 val message = block()

408 val groups = reloadGroupsUi()

409 updateState(

410 state.value. copy(

411 groups = groups,

412 pickerGroupId = if (clearPicker) null else state.value.pickerGroupld,

413 isBusy = false,

414 userMessage = message,

415 ),

416 )

417 }

418 }

419
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/theme/
Color.kt

package com.github.nullptroma.wallenc.ui.theme

© 00 N O U A W N =

=
= ©

import androidx.compose.ui.graphics.Color

val
val

val

val
val

val

Purple80 = Color(0xFFDOBCFF)
PurpleGrey80 = Color(0xFFCCC2DC)
Pink80 = Color(0xFFEFB8C8)

Purple40 = Color(0xFF6650a4)
PurpleGrey40 = Color(0xFF625b71)
Pink40 = Color(0xFF7D5260)
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/theme/

Theme.kt

package com.github.nullptroma.wallenc.ui.theme

import
import
import
import
import
import
import
import

import

android.os.Build

androidx.
androidx.
androidx.
androidx.
androidx
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.
. compose.
compose.
compose.
compose.

foundation.isSystemInDarkTheme
material3.MaterialTheme
material3.darkColorScheme
material3.dynamicDarkColorScheme
material3.dynamicLightColorScheme
material3.lightColorScheme
runtime.Composable
ui.platform.LocalContext

private val DarkColorScheme = darkColorScheme (

primary = Purple80,

secondary = PurpleGrey80,

tertiary = Pink80

private val LightColorScheme = lightColorScheme(

primary = Purple40,

secondary = PurpleGrey40,

tertiary = Pink40

/* Other default colors to override
background = Color(0xFFFFFBFE),
surface = Color(OxFFFFFBFE),

onPrimary = Color.White,

onSecondary = Color.White,

onTertiary = Color.White,
onBackground = Color(OxFF1C1B1F),
Color(0OxFF1C1B1F),

onSurface =

*/

@Composable
fun WallencTheme(

darkTheme:

Boolean

isSystemInDarkTheme(),

// Dynamic color is available on Android 12+

dynamicColor: Boolean = true,

content: @Composable () -> Unit

) {

val colorScheme = when {
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dynamicColor && Build.VERSION.SDK INT >= Build.VERSION CODES.S -> {
val context LocalContext.current

if (darkTheme) dynamicDarkColorScheme(context) else
dynamicLightColorScheme(context)

darkTheme -> DarkColorScheme

else -> LightColorScheme

MaterialTheme(
colorScheme colorScheme,

typography = Typography,
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Wcxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/theme/Type.kt

package com.github.nullptroma.wallenc.ui.theme

import
import
import
import

import

// Set

androidx.
androidx.
androidx.
androidx.

androidx.

compose
compose
compose

compose.

compose.

.material3.Typography
.ui.text.TextStyle
.ui.text.font.FontFamily

ui.text.font.FontWeight

ui.unit.sp

of Material typography styles to start with

val Typography = Typography (

bodyLarge =

)

fontFami
fontWeig
fontSize
lineHeig

TextStyle(

ly = FontFamily.Default,

ht

FontWeight.Normal,

= 16.sp,

ht = 24.

sp,

letterSpacing = 0.5.sp

/* Other default text styles to override

titleLarge =

),

fontFami
fontWeig

fontSize

TextStyle(

ly = FontFamily.Default,
ht = FontWeight.Normal,
= 22.sp,

lineHeight = 28.sp,

letterSpacing = 0.sp

labelSmall = TextStyle(

*/

fontFami
fontWeig
fontSize

lineHeig

ly = FontFamily.Default,
ht = FontWeight.Medium,
= 11.sp,

ht = 16.

sp,

letterSpacing = 0.5.sp
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Ucxonubrit daiin ui/src/main/java/com/github/nullptroma/wallenc/ui/utils/
DebouncedLambda.kt

package com.github.nullptroma.wallenc.ui.utils

fun debouncedLambda(debounceMs: Long = 300, action: ()->Unit) : ()->Unit {
var latest: Long = 0
return {
val now = System.currentTimeMillis()
if (now - latest >= debounceMs) {
latest = now
action()
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Ucxonnbiit (aiin ui/src/main/res/values-ru/plurals.xml

<?xml version="1.0" encoding="utf-8"?>
<resources>
<plurals name="sync progress preparing">
<item quantity="one">CuHXxpoHu3aumna: noproToBka %d rpynnbi</item>
<item quantity="few">CuHxpoHu3aums: noarotoeka %d rpynn</item>
<item quantity="many">CuHXxpoHu3aumna: noaroToBka %d rpynn</item>
<item quantity="other">CuHxpoHusaumua: nogrotoeka S%d rpynn</item>
</plurals>
<plurals name="sync_progress _group processing">
<item quantity="one">CuHXpoHu3auma: rpynna «%1$s» — obpaboTka %2$d 3anucu</item>
<item quantity="few">CuHxpoHu3auus: rpynna «%1l$s» — obpaboTka %2$d 3anucen</item>
<item quantity="many">CuHXpOHM3auus: rpynna «%1$s» — obpaboTka %2$d 3anucen</item>
<item quantity="other">CuHxpoHusaums: rpynna «%1$s» — obpaboTka %2$d 3anucen</item>
</plurals>
<plurals name="sync _progress _group _entries failed">
<item quantity="one">CuHXpoHU3auusa: rpynna «%1$s» — He npuMeHeHa %2$d 3anucb</item>
<item quantity="few">CuUHXpoHM3auus: rpynna «%1l$s» — He npuMeHeHbl %2$d 3anucu</item>

<item quantity="many">CUHXpOHM3aUMUN: rpynna «%1$s» — He npuMeHeHo %2$d 3anucen</

item>
<item quantity="other">CuHxpoHusauma: rpynna «%1$s» — He npuMeHeHO %2$d 3anucei</
item>
</plurals>

</resources>
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Ucxonnbiit aiin ui/src/main/res/values-ru/strings.xml

<?xml version="1.0" encoding="utf-8"?>

<resources>

<string name="nav label local vault">JlokanbHoe xpaHunuuwe</string>

<string name="nav_cd local vault">JlokanbHoe xpaHunuuwe</string>

<string name="nav_Tlabel remote vaults">YpanéHHble xpaHunuwa</string>

<string name="nav_cd remote vaults">YpanéHHole xpaHunuuwa</string>

<string name="nav label main">InasHasa</string>

<string name="nav_label sync">CuHxpoHusauua</string>

<string name="nav label settings">HacTpoWku</string>

<string name="nav_cd back">Hasap</string>

<string name="screen title remote vault">YpanéHHoe XxpaHunuuwe</string>

<string name="screen title local vault">JlokanbHoe xpaHunuuwe</string>

<string name="screen title yandex vault">XpaHunuwe Anpekc.fncka</string>

<string name="screen title storage">XpaHunuwe</string>

<string name="screen title two fa">TokeHbl 2FA</string>

<string name="screen title text secrets">TekcToBble cekpeTbi</string>

<string name="screen title text edit">Tekct</string>

<string name="main work status label">Cratyc:</string>

<string name="main status multiple tasks">BbinonHseTcsa 3apay: %l$d</string>

<string name="main status vault scanning storages">CkaHupoBaHue vault: 3arpyska cnucka
XpaHunuu</string>

<string name="settings title">HacTpoiku</string>

<string name="sync groups title">Ipynnsl CMHXpPOHM3aUUU</string>

<string name="sync progress section title">CuHXpOHM3auma xpaHunuu</string>

<string name="sync groups busy section title">CoxpaHeHue rpynn CUHXPOHU3AUUN</STring>

<string name="sync_run_now">3anyCTuUTb CUHXPOHM3auuw</string>

<string name="sync add storage">[Oo6aBuTb XxpaHunuwe B rpynny</string>

<string name="sync remove group">Ypanutb rpynny</string>

<string name="sync group empty">B rpynne HeT XpaHunuu</string>

<string name="sync remove storage">Y6paTb xpaHunuuwe u3 rpynnbi</string>

<string name="sync cd picker back">3akpbiTb BbOOp XpaHunuwa</string>

<string name="sync picker title">Bbibop xpaHunuwa onsa %l$s</string>

<string name="sync picker add">[Oo6aButb</string>

<string name="sync picker added">[Oo6aBneHo</string>

<string name="sync picker cd add">fo6aBuTb xpaHunuwe B rpynny</string>

<string name="sync picker no storages">B 3TOM xpaHwunuuwe HeT LOCTYMNHbIX KaTanoros</string>

<string name="sync picker expand">Pa3BepHyTb</string>

<string name="sync picker collapse">CBepHyTb</string>

<string name="sync fab create group cd">Co3paTb rpynny CUHXpOHM3auuu</string>

<string name="sync _group_incompatible warning">HecoBMecTuMble XpaHunuwa B rpynne: %1$d</
string>

<string name="sync group policy line">MNonutuka wudpoBaHma rpynnb: %1l$s</string>

<string name="sync group policy unset">He onpepenena (rpynna nycrta)</string>

<string name="sync _group policy plain">Tonbko He3awuppoBaHHble</string>
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<string
<string

<string
string>

<string

<string
string>

<string
<string
<string
<string
<string
<string
<string

<string

name="sync _group policy password">Tonbko 3awuppoBaHHbie C naponem rpynnbi</string>
name="sync_remove group confirm title">Ypanute rpynny?</string>

name="sync_remove group confirm message">Ypanutb rpynny CUHXPOHU3aUUN «S%1$s»?</

name="sync_ remove storage confirm title">Ybpatb xpaHunuwe?</string>

name="sync remove storage confirm message">YbpaTb xpaHunuue «%1$s» u3 rpynnbi?</

name="sync _confirm delete">Ypanutb</string>

name="sync cancel">0TMeHa</string>

name="sync_msg group created">Co3gaHa rpynna %l$s</string>
name="sync_msg group_ removed">Ipynna ypaneHa</string>
name="sync _msg storage added">XpaHunuwe pobasneHo B %1$s</string>

name="sync _msg storage removed">XpaHunuwe ybpaHo n3 %1$s</string>

name="sync msg storage already added">XpaHnunuue yxe pobasneHo B rpynny</string>

name="sync msg only plain storage allowed">B rpynnbl CMHXPOHW3ALUN MOXHO

[006aBNATb TONbKO He3awuppoBaHHble XpaHunuwa</string>

<string
HYXHO 3HaTb

<string

name="sync msg storage encryption key required">[Ons 3awudpoBaHHOro XpaHunuwa
naponb (oTkponTe ero nepen pobaBneHueM)</string>

name="sync_msg storage incompatible encryption">XpaHunuue He COBMeCTUMO C

NoUTUKON wuppoBaHusa rpynnei</string>

<string
<string
<string
<string
<string

<string

name="sync _msg sync_already running">CuHXpOHU3auua yxe BbinonHaeTca</string>
name="sync _msg blocked during sync">0oxauTeCb OKOHYaHUA CUHXPOHM3auuu</string>
name="sync_encryption_unknown">Heu3secTHo</string>
name="sync_storage encryption line">llnupposaHue: %l$s</string>
name="sync storage missing title">He HaWpeHo B Tekywux vault</string>

name="sync storage pending vault scan">0xupaHue: cnucok XxpaHwnuy B vault ewé

3arpyxaertca</string>

<string

name="sync storage not in vaults">HeT B pepeBe XxpaHwnuw (yganeHo, APYronm akkKayHT

unu He npowén init)</string>

<string
<string
<string

<string
string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

name="sync_storage unreachable">XpaHunuwe HepgocTynHo (vault wnu cetb)</string>
name="no name">&lt;6e3 umeHu&gt;</string>
name="show storage item menu">MeHw xpaHunuwa</string>

name="storage row task running cd">BbinosHfeTcs onepauus C 3TUM XpaHUMULEM</

name="storage menu busy">%1$s (3apaya BbinonHaeTtcs)</string>
name="rename">epeuMeHoBatb</string>

name="remove">Ypanutb</string>

name="encrypt">llupposanne</string>

name="new name title">HoBoe wuMmsa</string>

name="remove confirmation dialog">Yganutb XxpaHunuue «%l$s»?</string>
name="storage lock actions">[eicTBua C wuppoBaHuem</string>
name="storage sync lock checking">lpoBepka 610KMpOBKMU..</string>
name="storage sync unlock action">CHATb 6M0KMPOBKY CUHXpOHM3auuu</string>
name="storage sync not locked">CuHxpoHu3auma He 3abnokupoBaHa</string>
name="storage field available">OocTynHo: %1$s</string>
name="storage value yes">pa</string>

name="storage value no">HeT</string>
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84
85

86

87

88

89
90
91
92
93

94

95

96

97

98

99

100

101

102

103
104
105
106
107
108
109
110
111
112
113

114

115
116
117
118
119

<string
<string
<string
<string

<string

name="storage field files">®ainos: %1$s</string>
name="storage field size">Pa3Mmep: %1$s</string>
name="storage field virtual">BupTyanbHoe: %1$s</string>
name="storage unavailable hint">XpaHunuwe HepocTynHo</string>

name="storage meta unavailable hint">MeTapaHHble HEQOCTYMHb — NepeMMeHOBaHue,

wuppoBaHME M OTKPbITUE OTKIIOYEHbI</string>

<string

<string

name="storage status meta unavailable">MeTapaHHble HepoCTynHbI</string>

name="storage home meta unavailable">He ypanocb 3arpy3uTb MeTafaHHble XpaHWIuWa.

2FA 1 TeKCTOBble CeKpeTbl HefoCTYMHbl.</string>

<string
<string
<string
<string
<string

<string

name="storage menu unavailable">HepgocTtynHo: %1$s</string>
name="storage status not encrypted">He 3awudposaHo</string>
name="storage status encrypted open">3awunpposaHo (oTKpbITO)</string>
name="storage status encrypted closed">3awunpposaHo (3akpbiTo)</string>
name="vault fab add storage cd">Co3paTtb XpaHunuwe</string>

name="vault fab add storage disabled cd">Co3paHue HegQOCTYNHO: XpaHuuvuwe

HepocTynHo</string>

<string name="vault fab add storage busy cd">Co3paHue xpaHunuwa yxe BbiMonHAeTCcA</string>
<string name="vault msg storage pipeline busy">C 3TuUM XpaHWIWWEM YyXe BbINOAHAETCSH
onepauua</string>

<string

name="vault msg vault list mutation busy">Cnucok XpaHunuw cenyac MeHseTCA —

nopoxgute</string>

<string

name="vault msg rescan already in progress">CKaHUpOBaHWE XPaHUIUL yXe

BHINONHAETCA</Sstring>

<string

name="vault unavailable banner">XpaHunuuwe HepocTynHo. [poBepbTe ceTb, NyTb WK

pa36nokupoBKy.</string>

<string

<string

name="vault loading storages">3arpy3ka cnucka XpaHunuw..</string>

name="vault empty list hint">B 3TOM XxpaHunuwe noka HeT kaTanoros. Co3paunte

XpaHuUAuIEe KHOMKOW «+», KOrAa OHO AOCTYMHO.</string>

<string

name="vault empty list hint remote">Ha ypan&HHOM XxpaHunuwe KaTanoru He HaWOeHsl.

Ecnu nanku yxe ecTb Ha cepsepe, HaxmuTe «06HOBWTL CMMUCOK», NuUbO co3manTe XpaHWnuie KHOMKOW
«+», KOrFga OHO [OOCTYMHO.</string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string
string>

<string
<string
<string
<string

<string

name="vault rescan storages action">06H0BMTb cnucok</string>
name="task pipeline title">04yepenb 3apau</string>

name="task pipeline jobs">3apaun</string>
name="task pipeline log">XypHan</string>
name="task pipeline cancel all">0TMeHuTb BCe</string>

name="task pipeline open">0TKpbiTb O4Yepefdb 3apgay</string>
name="task pipeline run_test">TecToBas 3apayva</string>

name="task pipeline test dialog title">MapaMeTpbl TecToBOW 3apgayu</string>
name="task pipeline test dialog duration">OnutenbHoCcTb: %1$d c</string>
name="task pipeline test dialog start">3anycTtute</string>

name="task pipeline test dialog cancel">0TMeHa</string>

name="task pipeline test dialog infinity">beckoHe4yHO (HeonpepenéHHblii nporpecc)</

name="task pipeline test running">TecToBas 3apayva (%1$d c)</string>

name="task pipeline test running infinity">TecTtoBaa 3apava (%1$d c, »)</string>
name="task state queued">B ouepegu</string>

name="task state running">BbinonHsertca</string>

name="task state completed">3aBepweHo</string>
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120
121
122
123
124

125

126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142

143

144
145
146
147
148
149

150

151
152
153
154
155
156
157

158

159
160
161

<string
<string
<string
<string
<string

<string
string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string
string>

name="task state cancelled">0TMeHeHO</string>
name="task state failed">Ouwmbka: %1$s</string>

name="task title dump storage log">Bbirpy3ka pepesa B XypHan</string>
name="task title create storage">Co3pgaHue xpaHunuwa</string>
name="task title enable encryption">BkniouyeHune wmnppoBaHus</string>

name="task title open encrypted storage">PacwudpoBka M OTKpbITUE XpaHunuwa</

name="task progress decrypt running">PacuudpoBka</string>

name="task progress dump storage log">CkaHupoBaHue pAepeBa</string>
name="task progress create storage">Co3gaHue xpaHunuwa</string>
name="task progress enable encryption">llupposaHune</string>
name="task progress close storage">3akpbiTne XxpaHunuwa</string>
name="task progress disable encryption">0unctka copepxumoro</string>
name="task progress rename_ storage">[lepenMeHoBaHue</string>
name="task progress remove storage">YpaneHue</string>

name="task progress clear sync lock">CHaTue 6nokupoBku</string>
name="task progress add remote vault">[lobasneHne</string>

name="task progress remove remote vault">YpaneHuwe</string>
name="task progress retry remote vault">MNogknwyeHune</string>
name="task progress rescan vault storages">CkaHupoBaHue xpaHunuu</string>
name="task progress save 2fa token">CoxpaHeHue</string>

name="task progress delete 2fa token">YpaneHue</string>

name="task progress save text secret">CoxpaHeHue</string>

name="task progress delete text secret">YpaneHue</string>

name="task title close encrypted storage">3akpbiTue 3awndpoBaHHOro XpaHunuwa</

<string name="task title disable encryption">0Tknw4yeHve wuppoBaHua</string>

<string name="task title rename storage">[epeumeHoBaHue xpaHwunuuwa</string>

<string name="task title remove storage">YpaneHue xpanunuua</string>

<string name="task title clear sync lock">CHAaTue OGNOKMPOBKM CUHXPOHMU3aUuUnU</string>

<string name="task title add remote vault">[o6aBneHne ypanéHHOro xpaHwnuuwa</string>

<string name="task title remove remote vault">YpaneHve ypanéHHOro xpaHunuwa</string>

<string name="task title retry remote vault">[loBTopHOe nopkso4yeHne ypanéHHoro
XpaHunuuwa</string>

<string
<string
<string
<string
<string
<string
<string

<string

name="task title rescan vault storages">06HOBNeHue cnucka xpaHunuu</string>
name="task title storage sync">CuHxpoHu3aumsa xpaHunuy (%1$s)</string>
name="task title save 2fa token">CoxpaHeHue 2FA ToKeHa</string>

name="task title delete 2fa token">Ypanenue 2FA TOKeHa</string>

name="task title save text secret">CoxpaHeHue TekCTOBOro cekpeta</string>
name="task title delete text secret">YpaneHue TekcToBOro cekperta</string>
name="error _storage not found">XpaHunuwe He HaWpeHo</string>

name="error storage locked view">0TKkpoWTe pacuuppoBaHHOoe oTobpaxeHue storage pns

paboTbl C 3TuM paspenom</string>

<string
<string

<string

name="error secret not found">CekpeT He HampgeH</string>
name="error storage not writable">XpaHunuwe HepoCTynHo Ana 3anucu</string>

name="error file not found">®ain He HaWhpgeH</string>
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162 <string name="error incorrect password">HeBepHbn naponb</string>

163 <string name="error_storage not encrypted">XpaHunuuwe He 3awuppoBaHo</string>

164 <string name="error_enc_info missing">0TCcyTCTBYylOT MeTapjaHHble wundpoBaHua</string>

165 <string name="error_delete root forbidden">Henb3a ypanuTb KOpeHb XpaHunuwa</string>

166 <string name="error not a file">Oxupanca ¢ann</string>

167 <string name="error not a directory">0xumpanacb nanka</string>

168 <string name="error path is file">MNyTb yka3biBaeT Ha dawn, a He Ha nanky</string>

169 <string name="error_cannot write over directory">Henb3s 3anucaTb noBepx nanku</string>

170 <string name="error_unexpected state">XpaHunuwe B HEOXWOAHHOM COCTOSHUU</String>

171 <string name="error network">Quubka cetu unu cepBepa</string>

172 <string.name="error7disk7resourceilocked">Pecypc BpeMeHHo 3abnokupoBaH. loBTopuTe
nosxe.</string>

173 <string name="error unknown">YT0-TO nowsno He Tak</string>

174 <string name="sync error_group not found">Ipynna CUHXpOHM3aUWW He HanpeHa</string>

175 <string name="vault link error auth">He ypanocb BoMTu</string>

176 <string namef"vaultilinkierrorinotiregistered">onn He rotoB. [lepesanycturte
npunoxeHune.</string>

177 <string name="vault link error unknown">He ypanocb BOWTU</string>

178 .<string name="vault link error _unsupported brand">3T0oT npoBangep He nopaepxuBaeTca</
string>

179 <string name="msg encryption enabled">llnpposaHne BknwyeHo</string>

180 <string name="msgiencryption;enaplediopenifailed">MM¢pOBaHMe BK/IIOYEHO; OTKpOMTE
XpaHunue BpYyYHYyl Ons npocMoTpa</string>

181 <string name="msg storage already encrypted">XpaHunuue yxe 3awuppoBaHo</string>

182 <string name="msg storage not empty">XpaHunuuwe He nycTtoe</string>

183 <string name="msgfstoragefemptyistatefunknown">He ypoanocb Onpenenntb, MNyCcTo n
XpaHunuuwe</string>

184 <string name="msg unsupported storage type">HenopgepxvBaembli TWM XpaHunuuwa</string>

185 <string name="msg _encryption disabled">llnpposaHne oTknwyeHo</string>

186 <string name="msg_invalid storage for sync lock">HekoppekTHoe XxpaHunuwe</string>

187 <string name="msg sync_lock cleared">bnokupoBka CMHXpOHM3auuu cHATa</string>

188 <string name="remote vaults add cd">[o6aBuTb ypnanéHHoe xpaHunuuwe</string>

189 <string name="remqte_vaults_empty_hint">HOKa HeT ypanéHHbiX XpaHunuuw. HaxmuTte «+», 4T0ObI
pobaBuTb Yandex.</string>

190 <string name="remote vaults add title">[ob6aBuTb xpaHunuwe</string>

191 <string name="remote vaults add pick provider">Beibepute npoBaipepa:</string>

192 <string name="remote vaults provider yandex">flHgekc</string>

193 <string name="remote vaults add cancel">0TmeHa</string>

194 <string name="remote vault type yandex">flnpekc</string>

195 <string name="remote vault unavailable">XpaHunuue BpeMeHHO He#OCTYMNHO</string>

196 <string name="remote vault retry action">MNoBTopuTb nopgkniyenne</string>

197 <string name="remote vault retrying">Mpobyw nogknwyntbCcA..</string>

198 <string name="remote vault delete cd">YpanuTtb ypanéHHoe xpaHwunuue</string>

199 <string name="remote vault remove title">YpanuTb ypanéHHoe xpaHunuue?</string>

200 <string name="remoteivgultiremoveimessage">YuanMTb «%1$s» c aToro yctpouctea? [aHHble Ha
cepsepe He ypanawTtca.</string>

201 <string name="dialog cancel">0T™MeHa</string>
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202 <string name="dialog ok">0K</string>

203 <string name="dialog encryption enable title">BkniunTb wuppoBaHue</string>

204 <string name="dialog password label">MNaponb</string>

205 <string name="dialog encrypt paths">llupposatb nyTtu</string>

206 <string name="dialog apply">MNpuMeHnTb</string>

207 <string name="dialog open encrypted title">0TKpbiTb 3awMppoBaHHOE XpaHunuuwe</string>

208 <string name="dialog remember password">3anoMHUTb naponb</string>

209 <string name="dialog open">0TKpbITb</string>

210 <string name="dialog close">3aKkpbiTb</string>

211 <string name="dialog disable encryption">0TknunTb wuppoBaHue</string>

212 <string name="dialog_done">loToBo</string>

213 <string name="vault type local device">NlokanbHoe ycTpoicTBO</string>

214 <string name="vault type remote">YpanéHHoe: %1$s</string>

215 <string name="vault type unknown">HeusBecTHblh TuUn</string>

216 <string name="vault title local">JlokanbHoe XpaHunuwe</string>

217 <string name="vault title unknown">HeusBecTHOoe XxpaHwunuuwe</string>

218 <string name="enc status not encrypted">He 3awudpoBaHo</string>

219 <string name="enc_ status encrypted open">3awudppoBaHo (OTKpbITO)</string>

220 <string name="enc status encrypted">3awupposaHo</string>

221 <string name="text edit screen placeholder">Cogepxumoe: %1l$s</string>

222 <string name="storage home unnamed storage">Storage</string>

223 <string name="storage home status line">CraTtyc: %1$s, %2$s</string>

224 <string name="storage home status available">pocTtynHo</string>

225 <string name="storage home status unavailable">HepocTynHo</string>

226 <string name="storage home status encrypted">3awnppoBaHo</string>

227 <string name="storage home status not encrypted">He 3awuppoBaHo</string>

228 <string name="storage home two fa title">2FA TokeHb (%1%$d)</string>

229 <string name="storage_home_two_fa_subtitle">Kouu M cekpeTbl OBYX(PaKTOPHOM
ayTeHTupmkauymm</string>

230 <string name="storage home text secrets title">TekcToBble cekpeTb (%1%$d)</string>

231 <string name=";torage_home_text_secrets_subtitle">3aMeTKM, TOKEHbl U MPOU3BOJSIbHbIE Napbl
KI0Y - 3HayeHue</string>

232 <string name=fstorage7home7futureisections">CKopo 3pecb noaBatca Files, Media u gpyrue
TUNbl faHHbIX.</string>

233 <string name="two fa add token">[o6aBuTb TOKeH</string>

234 <string name="two fa empty state">lNoka HeT 2FA TOKeHOB</string>

235 <string name="two fa create title">HoBbin 2FA TOKeH</string>

236 <string name="two fa edit title">PepakTuposaHue 2FA TokeHa</string>

237 <string name="two fa field issuer">Cepsuc</string>

238 <string name="two fa field account">AkkayHT</string>

239 <string name="two fa field secret">Cekpet</string>

240 <string name="two fa field notes optional">3ameTka (onuuoHanbHO)</string>

241 <string name="two fa field algorithm">Anroput™m (SHAl, SHA256, SHA512)</string>

242 <string name="two fa field digits value">Konuuyectso uudp: %1l$d</string>

243 <string name="two fa field period seconds value">Mepuon obHoBneHus: %1$d c</string>
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244 <string name="two fa code unavailable">------ </string>

245 <string name="two fa code refresh label">06HoBneHue uepes</string>

246 <string name="two fa code refresh seconds">%1$d c</string>

247 <string name="two fa code invalid secret">HeBepHbii cekpeT unu ¢opMaT</string>

248 <string name="two fa scan qr action">CkaHupoBatb QR</string>

249 <string name="two fa scan qr title">CkaHupoBaHue QR-kopga TOTP</string>

250 <string name="two fa scan gr invalid">QR-kop He copgepxuT BanupHbin otpauth://totp URI</

string>

<string name="two fa camera permission required">HyxHO pa3peweHue Ha KaMepy ons

251 cKaHuposaHus QR</string>

252 <string name="text secret create">Co3pgatb cekpet</string>

253 <string name="text secret edit">PepmakTupoBaTb cekpeTt</string>

254 <string name="text secret title">Ha3ssaHue</string>

255 <string name="text secret empty state">loka HeT TekcTOBbIX cekpeToB</string>

256 <string name="text secret items count">3nemMeHTOB: %l$d</string>

257 <string name="text secret item without label">be3 Ha3BaHuf</string>

258 <string name="text secret more fields">ewé& nonen: %1$d</string>

259 <string name="text secret item label optional">Ha3BaHue (onuuoHanbHo)</string>

260 <string name="text secret item value">3HauyeHue</string>

261 <string name="text secret add item">[o6aBuTb napy</string>

262 <string name="text secret copy value">CkonupoBaTb 3HayeHue</string>

263 <string name="save">CoxpaHuTtb</string>

264 <string name="cancel">0TMeHa</string>

265 <string name="edit">PepakTupoBaTtb</string>

266 <string name="settings language section">fA3bik</string>

267 <string name="settings language system">Kak B cucteme</string>

268 <string name="settings language english">English</string>

269 <string name="settings language russian">Pycckuin</string>

270 <string name="task pipeline test elapsed">lpowno: %1$d c / %2$d c</string>

271 <string name="text secret clipboard fallback label">3HauyeHune</string>

272 <string name="sync progress no_groups">CMHXpPOHM3aLMA: TPYNnb He HacCTpoeHbl</string>

273 <string name="sync progress started">CuHXxpoHM3auma: 3anyweHa</string>

274 <string name="sync progress completed">CuHxpoHu3auus: 3aBepuweHa</string>

275 .<string name="sync_progress group preparing">CuHXpOHM3aumua: rpynna «%1$s» — noprotoBka</
string>

276 .<string name="sync progress group not found">CuHxpoHu3auusa: rpynna «%1$s» He HampgeHa</
string>

277 <string name="sync7progressfgroupiskippedffewistorages">CMpr0HM3auwﬂ: rpynna «%l$s»
nponyweHa (HYXHO MWUHUMYM 2 XxpaHunuvuwa)</string>

278 <string name="sync7progressfgroupiskippedfipcompatible">CMpr0HM3auMﬂ: rpynna «%1l$s»
nponyweHa (HecoBMecTuMMoe wuppoBaHue: %2%$d)</string>

279 <string name="sync7prqgressigroupiacquiringilocks">CMpr0HM3auMﬂ: rpynna «%1l$s» —
nony4vyeHme 6nokmpoBok</string>

-80 <string name="sync progress group lock">CuHxpoHu3aumusa: rpynna «%1$s» — 6nokupoBka %2$d/
%3%$d</string>

281 <string name="sync progress group lock failed">CuHxpoHu3auus: rpynna «%1$s» — 610KMpoBKa

He nofnydyeHa, nponyck</string>
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282

283

284

285

286

287

288

289

290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315

316

317
318
319
320

<string name="sync progress group reading journals">CuWHXpoHM3auua: rpynna «%l$s» —
yTeHue XypHanos</string>

<string name="sync progress group cancelled">CuHXpoHu3aumusa: rpynna «%1$s» OTMeHeHa HOBbIM
3anyckom</string>

<string name="sync progress group journal">CuHXpOHM3auua: rpynna «%l$s» — xypHan %2$d/
%3$d</string>

<string name="sync progress group no _entries">CuHXxpoHu3aumsa: rpynna «%1$s» — HeT 3anucei
B XypHane</string>

<string name="sync progress group entry">CuHxpoHu3auua: rpynna «%1$s» — 3anucb %2$d/
%3%$d</string>

<string name="sync progress group completed">CuHxpoHn3auusa: rpynna «%1l$s» 3aBepweHa</
string>

<string name="sync progress group renewing locks">CuHXxpoHu3auns: rpynna «%l$s» —
npogneHne 6nokmposok</string>

<string name="sync progress group lock renewal failed">CuHXpoHu3auusa: rpynna «%1$s» — He
ypanocb npognutb 6n0KMpPOBKy</string>

<string name="task progress clear content">%1$d / %2$d</string>

<string name="task log sync started">CuHXxpoHu3auua XpaHunuw 3anyweHa (%1$s)</string>

<string name="task log sync finished">CuHXxpoHu3auus XxpaHunuw 3aBepuweHa (%1$s)</string>

<string name="task log sync failed">CuHxpoHu3auua He ypanacb (%1$s): %2$s</string>

<string name="task sync trigger debounce">debounce</string>

<string name="task sync trigger sync tab">sync-tab</string>

<string name="task sync_ trigger background">background</string>

<string name="task log enumerating">MepeuncnexHme ¢annos u nanok..</string>

<string name="task log creating storage">Co3paHue XpaHunuwa..</string>

<string name="task log storage created">XpaHunuuwe co3paHo</string>

<string name="task log checking storage">lpoBepka xpaHwnuuwa..</string>

<string name="task log encrypting">llnpposaHnue..</string>

<string name="task log encryption enabled">llnpposaHne BknwyeHo</string>

<string name="task log already encrypted">XpaHunuue yxe 3awuppoBaHo</string>

<string name="task log not empty">XpaHunuwe He nyctoe</string>

<string name="task log empty unknown">He ypanocb onpepenutb, NycTO Nu XpaHunuuwe</string>

<string name="task log unsupported type">HenoppepxvBaembin Tun XpaHwnuwa</string>

<string name="task log enable encryption failed">He ypanocb BKAO4YNTb wndpoBaHue</string>

<string name="task log opening storage">0TKpbiTMe 3awMPpoBaHHOro XpaHunuuwa..</string>

<string name="task log storage opened">XpaHunuue oTKpbiTO</string>

<string name="task log open storage failed">He ypanocb OTKpbITb XpaHunuwe</string>

<string name="task log closing storage">3akpbiTue xpaHunvuwa..</string>

<string name="task log storage closed">XpaHunuuwe 3akpbiTo</string>

<string name="task log close storage failed">He ypanocb 3aKpbiTb XpaHunuuwe</string>

<string name="task log disabling encryption">0Tknwo4yexnve wudpoBaHus..</string>

<string name="task log encryption disabled">llnpposaHne oTkmwyeHo</string>

<string name="task log disable encryption failed">He ypmanocb OTKAWYNTb wWudpoBaHue</
string>

<string name="task log renaming">lNepeumeHoBaHune..</string>

<string name="task log renamed">lNepeumeHoBaHo</string>

<string name="task log rename failed">He ypanocb nepeumeHoBaTb</string>

<string name="task log removing storage">YpaneHnue xpaHuwnuua..</string>
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321
322
323
324
325
326
327
328
329
330
331
332
333
334
335

336

337

338

339
340
341
342

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

name="task log removed">YpaneHo</string>

name="task log remove failed">He ypanocb ypanutb</string>

name="task log invalid storage">HekoppekTHoe XxpaHunuue</string>

name="task log clearing sync lock">CHsfiTue 6NOKMPOBKM CUHXPOHM3AUUU..</Sstring>
name="task log sync lock cleared">bnokupoBka CMHXpOHM3auUMuM cHATa</string>
name="task log clear sync lock failed">He ypanocb cHATb 6nokuposBky</string>
name="task log adding vault">[Oo6aBneHue xpaHunuwa..</string>
name="task log vault added">XpaHunuwe pobasneHo</string>
name="task log add vault failed">He ypanocb pobaButb xpaHunuue</string>
name="task log removing remote vault">YpaneHue ypanéHHoro xpaHunuvuwa..</string>
name="task log remote vault removed">YpanéHHoe xpaHunuuwe ypaneHo</string>
name="task log remove vault failed">He ypanocb ygmanutb XxpaHunuue</string>
name="task log retrying vault">[oBTopHOe nopknw4yeHue..</string>
name="task log retry requested">loBTop 3anpoweH</string>
name="task log retry vault failed">He ypanocb noBTOopuTb NopkKnwyeHue</string>

name="task log rescanning vault storages">[loBTOpHOE CKaHMPOBAHME XPaHWUIUL Ha

ynanéuHom vault..</string>

<string name="task log rescan vault storages done">Cnucok xpaHunuw obHoBNEH</string>

<string name="task log rescan vault storages failed">He ypanocb 06HOBUTb CNUCOK
XpaHunuu</string>

<string name="task log test started">TectoBas 3apaya 3anyweHa Ha %1$d c</string>

<string name="task log test finished">TecToBas 3apaya 3aBepuweHa</string>

</resources>
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Ucxonnsiit (aiin ui/src/main/res/values/plurals.xml

<?xml version="1.0" encoding="utf-8"7?>
<resources>
<plurals name="sync progress preparing">
<item quantity="one">Storage sync: preparing %d group</item>
<item quantity="other">Storage sync: preparing %d groups</item>
</plurals>
<plurals name="sync _progress _group processing">
<item quantity="one">Storage sync: group "S1$s" processing %2$d entry</item>
<item quantity="other">Storage sync: group "%1$s" processing %2%$d entries</item>
</plurals>

<plurals name="sync progress group entries failed">

<item quantity="one">Storage sync: group "%1$s" — %2$d entry failed</item>
<item quantity="other">Storage sync: group "%1$s" — %2$d entries failed</item>
</plurals>

</resources>
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21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

39

40
41
42

Wcxonnbiit daiin ui/src/main/res/values/strings.xml

<?xml version="1.0" encoding="utf-8"?>

<resources>
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

list</string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string
string>

<string
<string

<string

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

"nav_label local vault">Local vault</string>
"nav_cd local vault">Local vault</string>
"nav_label remote vaults">Remote vaults</string>
"nav_cd remote vaults">Remote vaults</string>
"nav_label main">Home</string>

"nav_label sync">Sync</string>

"nav_label settings">Settings</string>

"nav_cd back">Go back</string>

"screen title remote vault">Remote vault</string>
"screen title local vault">Local vault</string>
"screen title yandex vault">Yandex Disk vault</string>
"screen title storage">Storage</string>
"screen_title two fa">2FA tokens</string>

"screen title text secrets">Text secrets</string>
"screen title text edit">Text</string>

"main work status label">Status:</string>

"main status multiple tasks">Running tasks: %1$d</string>

"main status vault scanning storages">Scanning vault: loading storage

"settings title">Settings</string>

"sync _groups_title">Sync groups</string>

"sync _progress section title">Storage sync</string>
"sync_groups busy section title">Saving sync groups</string>
“sync_run_now">Run sync now</string>

"sync_add storage">Add storage to group</string>

"sync_remove group">Remove group</string>

"sync _group empty">No storages in this group</string>

"sync_remove storage">Remove storage from group</string>
"sync_cd picker back">Close storage picker</string>

"sync picker title">Pick storage for %1$s</string>

"sync_picker add">Add</string>

"sync_picker added">Added</string>

"sync_picker cd add">Add storage to group</string>

"sync _picker no storages">No available folders in this vault</string>
"sync picker expand">Expand</string>

"sync _picker collapse">Collapse</string>

"sync fab create group cd">Create sync group</string>

"sync_group _incompatible warning">Incompatible storages in group: %1$d</

"sync_group policy line">Group encryption policy: %1$s</string>
"sync_group policy unset">Not set (group is empty)</string>
"sync_group policy plain">Unencrypted only</string>
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43

44
45
46

47

48
49
50
51
52
53
54

55

56

57

58
59
60
61
62

63

64

65
66
67

68

69
70
71
72
73
74
75
76
77
78
79
80
81

<string
string>

<string
<string
<string

<string
</string>

<string
<string
<string
<string
<string
<string
<string

<string

name="sync _group policy password">Password-encrypted with group password</

name="sync_remove group confirm title">Remove group?</string>
name="sync remove group confirm message">Remove sync group "%1$s"?</string>
name="sync_ remove storage confirm title">Remove storage?</string>

name="sync remove storage confirm message">Remove storage "%1$s" from the group?

name="sync_confirm delete">Delete</string>

name="sync cancel">Cancel</string>

name="sync _msg group created">Created group %1$s</string>
name="sync_msg_group_removed">Group removed</string>
name="sync_msg storage added">Storage added to %1$s</string>
name="sync _msg storage removed">Storage removed from %l$s</string>

name="sync msg storage already added">Storage is already in the group</string>

name="sync msg only plain storage allowed">0Only unencrypted storages can be

added to sync groups</string>

<string

name="sync msg storage encryption key required">Encrypted storage requires the

password (open it before adding)</string>

<string

name="sync_msg storage incompatible encryption">Storage is not compatible with

the group encryption policy</string>

<string name="sync _msg sync_already running">Sync is already running</string>

<string name="sync _msg blocked during sync">Wait for sync to finish</string>

<string name="sync _encryption unknown">Unknown</string>

<string name="sync storage encryption line">Encryption: %l$s</string>

<string name="sync storage missing title">Not found in current vaults</string>

<string name="sync storage pending vault scan">Waiting: vault storage list is still
loading</string>

<string name="sync storage not in vaults">Not in storage tree (removed, different

account, or
<string
<string
<string

<string
string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

init failed)</string>

name="sync _storage unreachable">Storage unavailable (vault or network)</string>
name="no _name">&lt;no name&gt;</string>

name="show storage item menu">Storage menu</string>

name="storage row task running cd">0Operation in progress for this storage</

name="storage menu busy">%1$s (task running)</string>
name="rename">Rename</string>
name="remove">Remove</string>
name="encrypt">Encryption</string>
name="new name title">New name</string>

name="remove confirmation dialog">Remove storage "%1%$s"?</string>
name="storage lock actions">Encryption actions</string>
name="storage sync lock checking">Checking lock..</string>
name="storage sync unlock action">Clear sync lock</string>
name="storage sync not locked">Sync is not locked</string>
name="storage field available">Available: %1$s</string>
name="storage value yes">yes</string>

name="storage value no">no</string>
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83
84
85

86

87

88

89
90
91
92
93

94

95

96

97

98

99

100

101

102

103
104
105
106
107
108
109
110
111
112
113

114

115
116
117
118
119

<string name="storage field files">Files: %1$s</string>

<string name="storage field size">Size: %l$s</string>

<string name="storage field virtual">Virtual: %1$s</string>

<string name="storage unavailable hint">Storage unavailable</string>

<string name="storage meta unavailable hint">Metadata unavailable — rename, encryption,
and open are disabled</string>

<string name="storage status meta unavailable">Metadata unavailable</string>

<string name="storage home meta unavailable">Storage metadata could not be loaded. 2FA
and text secrets are unavailable.</string>

<string name="storage menu unavailable">Unavailable: %1$s</string>

<string name="storage status not encrypted">Not encrypted</string>

<string name="storage status encrypted open">Encrypted (open)</string>

<string name="storage status encrypted closed">Encrypted (locked)</string>

<string name="vault fab add storage cd">Create storage</string>

<string name="vault fab add storage disabled cd">Create unavailable: vault offline</
string>

<string name="vault fab add storage busy cd">Storage creation already running</string>

<string name="vault msg storage pipeline busy">An operation is already running for this
storage</string>

<string name="vault msg vault list mutation busy">Storage list is changing — please
wait</string>

<string name="vault msg rescan already in progress">Storage scan is already in
progress</string>

<string name="vault unavailable banner">Vault unavailable. Check network, path, or
unlock.</string>

<string name="vault loading storages">Loading storage list..</string>

<string name="vault empty list hint">No folders yet. Create storage with "+" when
available.</string>

<string name="vault empty list hint remote">No storages found on the remote vault. Tap
rescan if folders already exist on the server, or create one with "+" when available.</
string>

<string name="vault rescan storages action">Rescan storages</string>

<string name="task pipeline title">Task queue</string>

<string name="task pipeline jobs">Tasks</string>

<string name="task pipeline log">Log</string>

<string name="task pipeline cancel all">Cancel all</string>

<string name="task pipeline open">0pen task queue</string>

<string name="task pipeline run test">Test task</string>

<string name="task pipeline test dialog title">Test task parameters</string>

<string name="task pipeline test dialog duration">Duration: %1$d s</string>

<string name="task pipeline test dialog start">Start</string>

<string name="task pipeline test dialog cancel">Cancel</string>

<string name="task pipeline test dialog infinity">Infinite (indeterminate progress)</
string>

<string name="task pipeline test running">Test task (%1$d s)</string>

<string name="task pipeline test running infinity">Test task (%1%$d s, «)</string>

<string name="task state queued">Queued</string>

<string name="task state running">Running</string>

<string name="task state completed">Completed</string>
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123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157

158

159
160
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162
163

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

name="task state cancelled">Cancelled</string>
name="task state failed">Error: %1$s</string>

name="task title dump storage log">Export tree to log</string>
name="task title create storage">Create storage</string>

name="task title enable encryption">Enable encryption</string>
name="task title open encrypted storage">Decrypt and open storage</string>
name="task progress decrypt running">Decrypting</string>

name="task progress dump storage log">Scanning tree</string>
name="task progress create storage">Creating storage</string>
name="task progress enable encryption">Encrypting</string>

name="task progress close storage">Closing storage</string>

name="task progress disable encryption">Clearing content</string>
name="task progress rename storage">Renaming</string>

name="task progress remove storage">Removing</string>

name="task progress clear sync lock">Clearing sync lock</string>
name="task progress add remote vault">Adding</string>

name="task progress remove remote vault">Removing</string>

name="task progress retry remote vault">Connecting</string>

name="task progress rescan vault storages">Scanning storages</string>
name="task progress save 2fa token">Saving</string>

name="task progress delete 2fa token">Removing</string>

name="task progress save text secret">Saving</string>

name="task progress delete text secret">Removing</string>

name="task title close encrypted storage">Close encrypted storage</string>
name="task title disable encryption">Disable encryption</string>
name="task title rename storage">Rename storage</string>
name="task title remove storage">Remove storage</string>
name="task title clear sync lock">Clear sync lock</string>
name="task title add remote vault">Add remote vault</string>
name="task title remove remote vault">Remove remote vault</string>
name="task title retry remote vault">Retry remote vault connection</string>
name="task title rescan vault storages">Rescan vault storages</string>
name="task title storage sync">Storage sync (%1$s)</string>
name="task title save 2fa token">Save 2FA token</string>

name="task title delete 2fa token">Delete 2FA token</string>
name="task title save text secret">Save text secret</string>
name="task title delete text secret">Delete text secret</string>
name="error storage not found">Storage not found</string>

name="error storage locked view">0Open decrypted storage view to use this

section</string>

<string
<string
<string
<string

<string

name="error _secret not found">Secret not found</string>
name="error storage not writable">Storage is not writable</string>
name="error file not found">File not found</string>
name="error_incorrect password">Incorrect password</string>

name="error_storage not encrypted">Storage is not encrypted</string>
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165
166
167
168
169
170
171

172

173
174
175

176

177

178

179

180

181
182

183

184
185
186
187
188

189

190
191
192
193
194
195
196
197
198
199

200

201
202
203

<string
<string
<string
<string
<string
<string
<string
<string

<string

name="error_enc_info missing">Encryption metadata missing</string>
name="error delete root forbidden">Cannot delete storage root</string>
name="error not a file">Expected a file</string>
name="error _not a directory">Expected a folder</string>
name="error _path is file">Path points to a file, not a folder</string>
name="error cannot write over directory">Cannot write over a folder</string>
name="error _unexpected state">Storage in unexpected state</string>
name="error network">Network or server error</string>

name="error disk resource locked">Resource is temporarily locked. Try again

later.</string>

<string
<string
<string

<string
string>

<string

<string
string>

<string

<string
manually to

<string
<string

<string
string>

<string
<string
<string
<string
<string

<string
string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

name="error_unknown">Something went wrong</string>
name="sync _error group not found">Sync group not found</string>
name="vault link error auth">Sign-in failed</string>

name="vault link error not registered">Sign-in is not ready. Restart the app.</

name="vault link error _unknown">Sign-in failed</string>

name="vault link error unsupported brand">This provider is not supported</

name="msg encryption enabled">Encryption enabled</string>

name="msg encryption enabled open failed">Encryption enabled; unlock the storage
view contents</string>

name="msg storage already encrypted">Storage is already encrypted</string>
name="msg storage not empty">Storage is not empty</string>

name="msg storage empty state unknown">Could not determine if storage is empty</

name="msg unsupported storage type">Unsupported storage type</string>
name="msg encryption disabled">Encryption disabled</string>

name="msg invalid storage for sync lock">Invalid storage</string>
name="msg sync lock cleared">Sync lock cleared</string>
name="remote vaults add cd">Add remote vault</string>
name="remote vaults empty hint">No remote vaults yet. Tap "+" to add Yandex.</

name="remote vaults add title">Add vault</string>
name="remote vaults add pick provider">Choose a provider:</string>
name="remote vaults provider yandex">Yandex</string>
name="remote vaults add cancel">Cancel</string>
name="remote vault type yandex">Yandex</string>
name="remote vault unavailable">Vault temporarily unavailable</string>
name="remote vault retry action">Retry connection</string>
name="remote vault retrying">Connecting..</string>
name="remote vault delete cd">Remove remote vault</string>
name="remote vault remove title">Remove remote vault?</string>

name="remote vault remove message">Remove "%1$s" from this device? Server data
_ _ _ g

is not deleted.</string>

<string
<string

<string

name="dialog cancel">Cancel</string>
name="dialog ok">0K</string>

name="dialog encryption enable title">Enable encryption</string>
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204 <string name="dialog password label">Password</string>

205 <string name="dialog encrypt paths">Encrypt paths</string>

206 <string name="dialog apply">Apply</string>

207 <string name="dialog open encrypted title">0Open encrypted storage</string>

208 <string name="dialog remember password">Remember password</string>

209 <string name="dialog open">0Open</string>

210 <string name="dialog close">Close</string>

211 <string name="dialog disable encryption">Disable encryption</string>

212 <string name="dialog done">Done</string>

213 <string name="vault type local device">Local device</string>

214 <string name="vault type remote">Remote: %1$s</string>

215 <string name="vault type unknown">Unknown type</string>

216 <string name="vault title local">Local vault</string>

217 <string name="vault title unknown">Unknown vault</string>

218 <string name="enc status not encrypted">Not encrypted</string>

219 <string name="enc status encrypted open">Encrypted (open)</string>

220 <string name="enc status encrypted">Encrypted</string>

221 <string name="text edit screen placeholder">Content: %1$s</string>

222 <string name="storage home unnamed storage">Storage</string>

223 <string name="storage home status line">Status: %1$s, %2$s</string>

224 <string name="storage home status available">available</string>

225 <string name="storage home status unavailable">unavailable</string>

226 <string name="storage home status encrypted">encrypted</string>

227 <string name="storage home status not encrypted">not encrypted</string>

228 <string name="storage home two fa title">2FA tokens (%1%$d)</string>

229 <string name="storagefhomeitwoifaisubtitle">Two-factor authentication codes and
secrets</string>

230 <string name="storage home text secrets title">Text secrets (%1$d)</string>

31 . <string name="storage home text secrets subtitle">Notes, tokens, and arbitrary key-value
pairs</string>

232 <string name="storage home future sections">Files, Media, and more will appear here
soon.</string>

233 <string name="two fa add token">Add token</string>

234 <string name="two fa empty state">No 2FA tokens yet</string>

235 <string name="two fa create title">New 2FA token</string>

236 <string name="two fa edit title">Edit 2FA token</string>

237 <string name="two fa field issuer">Service</string>

238 <string name="two fa field account">Account</string>

239 <string name="two fa field secret">Secret</string>

240 <string name="two fa field notes optional">Note (optional)</string>

241 <string name="two fa field algorithm">Algorithm (SHA1l, SHA256, SHA512)</string>

242 <string name="two fa field digits value">Digits: %1l$d</string>

243 <string name="two fa field period seconds value">Refresh period: %1$d s</string>

244 <string name="two fa code unavailable">------ </string>

245 <string name="two fa code refresh label">Refresh in</string>
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246 <string name="two fa code refresh seconds">%1$d s</string>

247 <string name="two fa code invalid secret">Invalid secret or format</string>

248 <string name="two fa scan qr action">Scan QR</string>

249 <string name="two fa scan qr title">Scan TOTP QR code</string>

250 <string name="two fa scan qr invalid">QR code does not contain a valid otpauth://totp
URI</string>

251 <string name="two fa camera permission required">Camera permission is required to scan
QR</string>

252 <string name="text secret create">Create secret</string>

253 <string name="text secret edit">Edit secret</string>

254 <string name="text secret title">Title</string>

255 <string name="text secret empty state">No text secrets yet</string>

256 <string name="text secret items count">Items: %1$d</string>

257 <string name="text secret item without label">Untitled</string>

258 <string name="text secret more fields">more fields: %1$d</string>

259 <string name="text secret item label optional">Label (optional)</string>

260 <string name="text secret item value">Value</string>

261 <string name="text secret add item">Add field</string>

262 <string name="text secret copy value">Copy value</string>

263 <string name="save">Save</string>

264 <string name="cancel">Cancel</string>

265 <string name="edit">Edit</string>

266 <string name="settings language section">Language</string>

267 <string name="settings language system">System default</string>

268 <string name="settings language english">English</string>

269 <string name="settings language russian">Russian</string>

270 <string name="task pipeline test elapsed">Elapsed: %1$d s / %2$d s</string>

271 <string name="text secret clipboard fallback label">value</string>

272 <string name="sync progress no _groups">Storage sync: no groups configured</string>

273 <string name="sync progress started">Storage sync: started</string>

274 <string name="sync progress completed">Storage sync: completed</string>

275 .<string name="sync progress group preparing">Storage sync: group "%1$s" preparing</
string>

276 .<string name="sync _progress _group not found">Storage sync: group "%1$s" not found</
string>

277 . <string name="sync7progressfgroupiskippedffewistorages">Storage sync: group "%1$s"
skipped (need at least 2 storages)</string>

278 . <stripg name=fsync7progre§sigroupiskippeqiincompatible">5torage sync: group "%1$s"
skipped (incompatible encryption: %2$d)</string>

279 <string name="sync progress group acquiring locks">Storage sync: group "%1$s" acquiring
locks</string>

280 .<string name="sync _progress _group lock">Storage sync: group "%1$s" lock %2$d/%3$d</
string>

)81 <str%ng name="§ync7progressfgroupilockifailed">Storage sync: group "%1$s" lock failed,
group skipped</string>

282 . <string ngme="sync7progressfgroupireadingfjournals">Storage sync: group "%1%$s" reading
journals</string>

283 <string name="sync progress group cancelled">Storage sync: group "%1$s" cancelled by

newer run</string>
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284

285

286

287

288

289

290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323

<string name="sync progress group journal">Storage sync: group "%1$s" journal %2$d/
%3$d</string>

<string name="sync progress group no entries">Storage sync: group "%1$s" no journal
entries</string>

<string name="sync progress group entry">Storage sync: group "%1$s" entry %2$d/%3$d</

string>

<string name="sync progress group completed">Storage sync: group "%1$s" completed</

string>

<string name="sync progress group renewing locks">Storage sync: group "%1$s" renewing
locks</string>

<string name="sync progress group lock renewal failed">Storage sync: group "%1$s" lock
renewal failed</string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

name=

"task progress clear content">%1$d / %2$d</string>

"task log sync started">Storage sync started (%1$s)</string>

"task log sync finished">Storage sync finished (%1$s)</string>

"task log sync failed">Storage sync failed (%1$s): %2$s</string>

"task sync trigger debounce">debounce</string>

"task sync trigger sync_ tab">sync-tab</string>

"task sync_trigger background">background</string>

"task log enumerating">Enumerating files and directories..</string>

"task log creating storage">Creating storage..</string>

"task log storage created">Storage created</string>

"task log checking storage">Checking storage..</string>

"task log encrypting">Encrypting..</string>

"task log encryption enabled">Encryption enabled</string>

"task log already encrypted">Storage is already encrypted</string>

"task log not empty">Storage is not empty</string>

"task log empty unknown">Cannot determine whether storage is empty</string>
"task log unsupported type">Unsupported storage type</string>

"task log enable encryption failed">Failed to enable encryption</string>
"task log opening storage">0Opening encrypted storage..</string>

"task log storage opened">Storage opened</string>

"task log open storage failed">Failed to open encrypted storage</string>
"task log closing storage">Closing storage..</string>

"task log storage closed">Storage closed</string>

"task log close storage failed">Failed to close encrypted storage</string>
"task log disabling encryption">Disabling encryption..</string>

"task log encryption disabled">Encryption disabled</string>

"task log disable encryption failed">Failed to disable encryption</string>
"task log renaming">Renaming..</string>

"task log renamed">Renamed</string>

"task log rename failed">Rename failed</string>

"task log removing storage">Removing storage..</string>

"task log removed">Removed</string>

"task log remove failed">Remove failed</string>

"task log invalid storage">Invalid storage</string>
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324 <string name="task log clearing sync lock">Clearing sync lock..</string>

325 <string name="task log sync lock cleared">Sync lock cleared</string>

326 <string name="task log clear sync lock failed">Failed to clear sync lock</string>

327 <string name="task_log adding vault">Adding vault..</string>

328 <string name="task_ log vault added">Vault added</string>

329 <string name="task_log_add_vault_failed">Failed to add vault</string>

330 <string name="task_log_removing_remote vault">Removing remote vault..</string>

331 <string name="task_log_remote vault_removed">Remote vault removed</string>

332 <string name="task_log_remove vault failed">Failed to remove vault</string>

333 <string name="task log retrying vault">Retrying remote vault connection..</string>

334 <string name="task_log_retry requested">Retry requested</string>

335 <string name="task log retry vault failed">Failed to retry remote vault</string>

336 _<string name="task log rescanning vault storages">Rescanning storages on remote vault..</
string>

337 <string name="task log rescan vault storages done">Storage list updated</string>

338 <string name="task log rescan vault storages failed">Failed to rescan storages</string>

339 <string name="task log test started">Test task started for %1$d s</string>

340 <string name="task log test finished">Test task finished</string>

341 </resources>

342
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Ucxonubrit daiin ui/src/test/java/com/github/nullptroma/wallenc/ui/navigation/

WallencDeepLinksTest.kt

package com.github.nullptroma.wallenc.ui.navigation

import
import
import
import
import
import
import

import

android.content.Intent

android.net.Uri

org

org.

org.

org

org.

org.

.junit.Assert.assertFalse
junit.Assert.assertTrue
junit.Test

.junit.runner.RunWith
robolectric.RobolectricTestRunner

robolectric.annotation.Config

@RunWith(RobolectricTestRunner::class)
@Config(sdk = [33])
class WallencDeepLinksTest {

@Test
fun matchesWallencViewIntent() {

val intent = Intent(Intent.ACTION VIEW,
Uri.parse(WallencDeepLinks.MAIN URI PATTERN))

assertTrue(intent.matchesWallencDeepLink())

@Test
fun rejectsUnrelatedIntent() {

val intent = Intent(Intent.ACTION MAIN)
assertFalse(intent.matchesWallencDeepLink())

}
@Test
fun matchesTasksAndSettingsHosts() {
assertTrue(
Intent(Intent.ACTION VIEW, Uri.parse(WallencDeepLinks.TASKS URI PATTERN))
.matchesWallencDeepLink(),
)
assertTrue(
Intent(Intent.ACTION VIEW, Uri.parse(WallencDeepLinks.SETTINGS URI PATTERN))
.matchesWallencDeeplLink(),
)
}
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Wcxonubrit daiin ui/src/test/java/com/github/nullptroma/wallenc/ui/resources/
TaskProgressLabelsTest.kt

package com.github.nullptroma.wallenc.ui.resources

import com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel
import com.github.nullptroma.wallenc.domain.tasks.VaultTaskStep
import com.github.nullptroma.wallenc.ui.R

import org.junit.Assert.assertEquals

import org.junit.Test

class TaskProgressLabelsTest {

private val resolver = object : UiStringResolver {

override fun invoke(id: Int, vararg formatArgs: Any): String = "res:$id"

override fun plurals(id: Int, quantity: Int, vararg formatArgs: Any): String =
"plural:$id"

}

@Test

fun syncNoGroups mapsToStringRes() {
val text = TaskProgressLabel.SyncNoGroups.resolve(resolver)
assertEquals("res:${R.string.sync _progress no groups}", text)

@Test
fun vaultTask mapsToStringRes() {
val text = TaskProgressLabel.VaultTask(VaultTaskStep.Save2FaToken).resolve(resolver)

assertEquals("res:${R.string.task progress save 2fa token}", text)

@Test

fun clearContentProgress mapsToStringRes() {
val text = TaskProgressLabel.ClearContentProgress(3, 10).resolve(resolver)
assertEquals("res:${R.string.task progress clear content}", text)

571



© 00 N o Ul A W N =

N N N N N N N NN R R R B B B R B B B§
oo N o Ul A W N R O O 0 N o~ WN R o

Wcxonubrit daiin ui/src/test/java/com/github/nullptroma/wallenc/ui/resources/
WallencUserNotificationMappingTest.kt

package com.github.nullptroma.wallenc.ui.resources

import com.github.nullptroma.wallenc.domain.errors.WallencException
import com.github.nullptroma.wallenc.ui.R

import org.junit.Assert.assertEquals

import org.junit.Test

class WallencUserNotificationMappingTest {

@Test

fun mapsFeatureStorageNotFound() {
val notification = WallencException.Feature.StorageNotFound().toUserNotification()
assertEquals(R.string.error storage not found, notification.id)

@Test
fun mapsStorageIncorrectKey() {
val notification = WallencException.Storage.IncorrectKey().toUserNotification()

assertEquals(R.string.error_incorrect password, notification.id)

@Test
fun mapsUnknown() {
val notification = WallencException.Unknown(Exception("x")).toUserNotification()

assertEquals(R.string.error_unknown, notification.id)
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Ucxonnpiit daiin ui/src/test/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/StorageNavigationRoutesSmokeTest. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage

import

com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretDetailsRoute

import

com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretEditRoute

import

com.github.nullptroma.wallenc.ui.screens.main.screens.storage.secrets.TextSecretsRoute
import com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa.TwoFaTokensRoute

import org.junit.Assert.assertEquals
import org.junit.Assert.assertNull

import org.junit.Test

class StorageNavigationRoutesSmokeTest {

@Test
fun storageHomeRouteCarriesVaultAndStorageIds() {
val route = StorageHomeRoute(
vaultUuid = "vault-1",
storageluid = "storage-1",
)
assertEquals("vault-1", route.vaultUuid)
assertEquals("storage-1", route.storageluid)

}
@Test
fun textSecretsRoutesCarryRequiredArguments() {
val listRoute = TextSecretsRoute(storageluid = "storage-1")
val detailsRoute = TextSecretDetailsRoute(storagelUuid = "storage-1", secretId
"secret-1")
val editRoute = TextSecretEditRoute(storageluid = "storage-1", secretId = null)
val twoFaRoute = TwoFaTokensRoute(storageUuid = "storage-1")

assertEquals("storage-1", listRoute.storageluid)
assertEquals("secret-1", detailsRoute.secretId)
assertNull(editRoute.secretId)
assertEquals("storage-1", twoFaRoute.storageUuid)

573



Ucxonnpiit daiin ui/src/test/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/storage/twofa/OtpAuthUriParserTest. kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.storage.twofa
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import
import
import
import
import
import

import

org.junit.Assert.assertEquals

org.junit.Assert.assertNotNull

org.junit.Assert.assertNull

org.junit.Test

org.junit.runner.RunWith

org.robolectric.RobolectricTestRunner

org.robolectric.annotation.Config

@RunWith(RobolectricTestRunner::class)
@Config(sdk = [33])
class OtpAuthUriParserTest {

@Test
fun parsesStandardTotpUri() {

val uri = "otpauth://totp/GitHub:user@example.com?secret=JBSWY3DPEHPK3PXP&issuer=

GitHub&digits=6&period=30"
val parsed = parseOtpAuthTotpUri(uri)

assertNotNull(parsed)

assertEquals("GitHub", parsed!!.issuer)

assertEquals("user@example.com", parsed.account)
assertEquals("JBSWY3DPEHPK3PXP", parsed.secret)

assertEquals

6, parsed.digits)

assertEquals (30, parsed.periodSeconds)

assertEquals

@Test
fun rejectsNonOtpauthScheme() {

assertNull(parseOtpAuthTotpUri("https://example.com"))

@Test
fun rejectsMissingSecret() {

assertNull(parseOtpAuthTotpUri("otpauth://totp/Test:account"))

(
(
(
(
(

'SHA1", parsed.algorithm)
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Ucxonnpiit daiin ui/src/test/java/com/github/nullptroma/wallenc/ui/screens/main/

screens/tasks/TaskPipelineViewModel Test.kt

package com.github.nullptroma.wallenc.ui.screens.main.screens.tasks

import
import
import
import
import
import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.tasks.TaskRunState
com.github.nullptroma.wallenc.task.runtime.TaskOrchestrator
com.github.nullptroma.wallenc.ui.resources.UiStringResolver
io.mockk.every

io.mockk.mockk

kotlinx.coroutines.Dispatchers

kotlinx.coroutines.delay

kotlinx.coroutines.runBlocking
kotlinx.coroutines.withTimeout

org.junit.Assert.assertTrue

org.junit.Test

org.junit.runner.RunWith
org.robolectric.RobolectricTestRunner

org.robolectric.annotation.Config

@RunWith(RobolectricTestRunner::class)
@Config(sdk = [33])
class TaskPipelineViewModelTest {

@Test
fun startTestTaskEnqueuesWork() = runBlocking {

val orchestrator = TaskOrchestrator(Dispatchers.Default)

val uiStrings = mockk<UiStringResolver>()

every { uiStrings.invoke(any<Int>(), any()) } returns "Test task"
every { uiStrings.invoke(any<Int>()) } returns "Test"

every { uiStrings.plurals(any(), any(), any()) } returns "Plural"

val viewModel = TaskPipelineViewModel(orchestrator, uiStrings)

viewModel.startTestTask(durationSec = 0, infinityIndeterminateProgress = false)

withTimeout (5 000) {
while (true) {
val task = orchestrator.pipelineState.value.tasks.singleOrNull()
if (task?.state is TaskRunState.Completed) break
delay(25)

}
val task = orchestrator.pipelineState.value.tasks.single()
assertTrue(task.state is TaskRunState.Completed)
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Momyns :domain-vault

Hcxonnsiit ¢aiin domain-vault/consumer-rules.pro
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Ucxonnbiit daiin domain-vault/proguard-rules.pro

Add project specific ProGuard rules here.
You can control the set of applied configuration files using the
proguardFiles setting in build.gradle.

For more details, see

http://developer.android.com/guide/developing/tools/proguard.html

If your project uses WebView with JS, uncomment the following

and specify the fully qualified class name to the JavaScript interface
class:

keepclassmembers class fqgcn.of.javascript.interface.for.webview {

public *;

Uncomment this to preserve the line number information for
debugging stack traces.
keepattributes SourceFile,LineNumberTable

If you keep the line number information, uncomment this to

hide the original source file name.
renamesourcefileattribute SourceFile

578



A W NN =

Ucxonnsiit ¢daiin domain-vault/src/main/AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest>

</manifest>
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/errors/VaultThrowableMapping.kt

1 package com.github.nullptroma.wallenc.domain.vault.errors

2

3 import com.github.nullptroma.wallenc.domain.errors.WallencException

4 import com.github.nullptroma.wallenc.domain.errors.toWallencException

5 import com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskAuthException

6 import retrofit2.HttpException

7 import java.io.FileNotFoundException

8 import java.io.IOException

9

10 fun Throwable.toVaultWallencException(): WallencException = when (this) {

11 is WallencException -> this

12 is YandexDiskAuthException -> WallencException.Auth.Failed()

13 is HttpException -> WallencException.Network.HttpFailed(

14 operation = "http",

15 statusCode = code(),

16 cause = this,

17 )

18 is FileNotFoundException -> WallencException.Storage.FileNotFound()

19 is IOException -> mapVaultIo(this)

20 is IllegalStateException -> mapIllegalState(this)

21 is IllegalArgumentException -> mapIllegalArgument(this)

22 else -> toWallencException()

23 }

24

25 private fun mapVaultIo(e: IOException): WallencException {

26 val msg = e.message.orEmpty()

27 return when {

28 msg.contains("OAuth token is missing", ignoreCase = true) ->

29 WallencException.Auth.TokenMissing()

30 . msg.contains ("HTTP 423", ignoreCase = true) || msg.contains("423 after retries",
ignoreCase = true) ->

31 WallencException.Network.ResourcelLocked()

32 msg.equals("timeout", ignoreCase = true) ||

33 msg.contains("timed out", ignoreCase = true) ||

34 msg.contains("async operation timed out", ignoreCase = true) ->

35 WallencException.Network.OperationTimedOut ()

36 msg.contains("async operation failed", ignoreCase = true) ->

37 WallencException.Network.OperationFailed()

38 else -> WallencException.Network.IoFailed(e)

39 }

40 }

41
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private fun mapIllegalState(e: IllegalStateException): WallencException = when {

e.message == "Not a file" -> WallencException.Storage.NotAFile()
e.message == "Not a directory" -> WallencException.Storage.NotADirectory()
e.message?.startsWith("Path segment is a file:") == true ->

WallencException.Storage.PathIsFile()
e.message?.startsWith("Cannot openWrite over directory:") == true ->
WallencException.Storage.CannotWriteOverDirectory()
e.message?.startsWith("Expected file after upload:") == true ->
WallencException.Storage.UnexpectedState()
else -> WallencException.Storage.UnexpectedState()

private fun mapIllegalArgument(e: IllegalArgumentException): WallencException

e.message == "Deleting root path is forbidden" ->
WallencException.Storage.DeleteRootForbidden()

else -> WallencException.Unknown(e)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/model/StorageKeyMap .kt

package com.github.nullptroma.wallenc.domain.vault.model

import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey
import java.util.UUID

data class StorageKeyMap(

val sourceUuid: UUID,
val key: EncryptKey
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/model/YandexAccount.kt

package com.github.nullptroma.wallenc.domain.vault.model

data class YandexAccount(
val vaultUuid: String,
val yandexUserId: String,
val email: String,

val oauthToken: String,
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexdisk/YandexDiskApi.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk

import

com.github

import
import
import
import
import
import
import
import
import
import
import
import
import

import

.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.CustomPropertiesPatchDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.DiskInfoDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.LinkDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.OperationStatusDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.ResourceDto

okhttp3.ResponseBody

retrofit2.
retrofit2.

retrofit2

retrofit2.
retrofit2.
retrofit2.
retrofit2.
retrofit2.
retrofit2.

Response

http.
.http.
http.
http.
http.
http.
http.
http.

Body
DELETE
GET
Headers
PATCH
PUT
Query
urtl

interface YandexDiskApi {

@GET("v1/disk/")
suspend fun getDisk(): DiskInfoDto

@GET("vl1l/disk/resources")

suspend fun listResources(

):

@Query("path") path: String,
@Query("limit") limit: Int,

@Query("sort") sort: String? = null,

(

@Query("offset") offset: Int,
(
(

@Query("fields") fields: String,

ResourceDto

@GET("vl/disk/resources")
suspend fun getResource(

):

@Query("path") path: String,
@Query("fields") fields: String,

ResourceDto

@PUT("v1l/disk/resources")
suspend fun createFolder(@Query("path") path: String): Response<ResponseBody>
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@DELETE("v1l/disk/resources")

suspend fun deleteResource(
@Query("path") path: String,
@Query("permanently") permanently: Boolean,

) : Response<ResponseBody>

@GET("v1l/disk/resources/upload")
suspend fun getUploadLink(
@Query("path") path: String,
@Query("overwrite") overwrite: Boolean = true,
): LinkDto

@GET("v1l/disk/resources/download")

suspend fun getDownloadLink(@Query("path") path: String):

@PATCH("v1/disk/resources")
@Headers("Content-Type: application/json")
suspend fun patchResource(

@Query("path") path: String,

@Body body: CustomPropertiesPatchDto,

) : Response<ResponseBody>

@GET

suspend fun getOperationByUrl(@Url url: String): OperationStatusDto
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexdisk/YandexDiskApiFactory.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk

import com.fasterxml.jackson.module.kotlin.jacksonObjectMapper

import
com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr

import com.github.nullptroma.wallenc.domain.vault.ports.YandexAccountStore

import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.runBlocking
import okhttp3.0kHttpClient
import retrofit2.Retrofit

import retrofit2.converter.jackson.JacksonConverterFactory

import java.util.UUID

import java.util.concurrent.ConcurrentHashMap

import java.util.concurrent.TimeUnit

Veis

* QPabpuka REST-knueHTa AHpekc.fucka: otaenbHbin [OkHttpClient] c OAuth Ha kaxmbii vault,

* nnwc «ronbii» knueHt gna PUT/GET no opgHopa3oBbiM upload/download URL.

*/

class YandexDiskApiFactory(

) {

private val accountRepository: YandexAccountStore,

private val ioDispatcher: CoroutineDispatcher,

/** Kew OAuth-TokeHa no vault, u4To6bl He pepratb B[] Ha kaxpbii HTTP-3anpoc k cloud-api. */

private val oauthTokenCache = ConcurrentHashMap<String, Pair<Long, String>>()

private val jackson = jacksonObjectMapper().apply { findAndRegisterModules() }

/** Bbe3 aBTOpM3aLMM — TONbKO AN OgHOpa30Bbix cchilok upload/download. */
val rawHttpClient: OkHttpClient by lazy {
newHttpClientBuilder().build()

Vit
* [tokenProvider] Bbi3biBaeTcs Ha Kaxmobih HTTP-3anpoc k cloud-api (cBexun TokeH w3 B[).
*/

fun createAuthenticatedApi(tokenProvider: () -> String?): YandexDiskApi {

val client = newHttpClientBuilder()
.addInterceptor { chain ->
val token = tokenProvider()

?: throw java.io.IOException("Yandex OAuth token is missing")
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Jx*

val req = chain.request().newBuilder()
.header("Authorization", "OAuth $token")
.header("Accept", "application/json")
.build()
chain.proceed(req)
}
Jbuild()
return Retrofit.Builder()
.baseUr1(BASE _URL)
.client(client)
.addConverterFactory(JacksonConverterFactory.create(jackson))
.build()
.create(YandexDiskApi: :class.java)

* OAuth-TokeH 3arpyxaeTcs oguH pa3 npu co3paHum API (He B OkHttp interceptor).

* NMpu 401 cm. [YandexDiskAuthException] u nosTopHyw npuBa3Ky vault.

*/

fun

fun

createApiForVault(vaultUuid: UUID): YandexDiskApi {
val id = vaultUuid.toString()
val token = runBlocking(ioDispatcher) {
accountRepository.getByVaultUuid(id)?.oauthToken
} ?: throw java.io.IOException("Yandex OAuth token is missing")
oauthTokenCache[id] = System.currentTimeMillis() to token
return createAuthenticatedApi {
oauthTokenCache[id]?.second 7: token

invalidateTokenCache(vaultUuid: UUID) {

oauthTokenCache. remove(vaultUuid.toString())

companion object {

const val BASE URL = "https://cloud-api.yandex.net/"

private const val CONNECT TIMEOUT SEC = 30L
private const val READ TIMEOUT SEC = 120L
private const val WRITE TIMEOUT SEC = 120L

fun newHttpClientBuilder(): OkHttpClient.Builder =
OkHttpClient.Builder()
.connectTimeout (CONNECT TIMEOUT SEC, TimeUnit.SECONDS)
.readTimeout (READ TIMEOUT SEC, TimeUnit.SECONDS)
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87 .writeTimeout (WRITE TIMEOUT SEC, TimeUnit.SECONDS)

88 fun createRepositoryWithToken(

89 oauthToken: String,

920 ioDispatcher: CoroutineDispatcher,

91 ): YandexDiskRepository {

92 val client = newHttpClientBuilder()

93 .addInterceptor { chain ->

94 chain.proceed(

95 chain.request().newBuilder()

96 .header("Authorization", "OAuth $oauthToken")
97 .header("Accept", "application/json")

98 .build(),

99 )

100 }

101 .build()

102 val api = Retrofit.Builder()

103 .baseUr1(BASE _URL)

104 .client(client)

105 .addConverterFactory(JacksonConverterFactory.create(jacksonObjectMapper().findAndF
106 .build()

107 .create(YandexDiskApi::class.java)

108 return YandexDiskRepository(api, OkHttpClient(), ioDispatcher)
109 }

110 }

111 }

112
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/network/yandexdisk/YandexDiskExceptions.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk
import java.io.IOException

class YandexDiskAuthException(message: String? = null) : IOException(message)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/network/yandexdisk/dto/YandexDiskDto.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto

import com.fasterxml.jackson.annotation.JsonIgnoreProperties
import com.fasterxml.jackson.annotation.JsonProperty

import java.time.Instant

@JsonIgnoreProperties(ignoreUnknown = true)

data class DiskInfoDto(
@param:JsonProperty("trash size") val trashSize: Long? = null,
@param:JsonProperty("total space") val totalSpace: Long? = null,

@param:JsonProperty("used space") val usedSpace: Long? = null,

@JsonIgnoreProperties(ignoreUnknown = true)
data class LinkDto(

val href: String,

val method: String,

val templated: Boolean? = null,

@JsonIgnoreProperties(ignoreUnknown = true)
data class EmbeddedResourcelListDto(
val items: List<ResourceDto>? = null,
val total: Int? = null,
val path: String? = null,
val sort: String? = null,
val limit: Int? = null,

val offset: Int? = null,

@JsonIgnoreProperties(ignoreUnknown = true)
data class ResourceDto(

val path: String? = null,

val type: String? = null,
null,

val size: Long? = null,

val name: String?

val modified: Instant? = null,

val created: Instant? = null,

@param:JsonProperty("mime_type") val mimeType: String? = null,
val md5: String? = null,

@param:JsonProperty("custom properties") val customProperties: Map<String, Any?>?

null,
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@param:JsonProperty(" embedded") val embedded: EmbeddedResourceListDto? = null,

@JsonIgnoreProperties(ignoreUnknown = true)
data class OperationStatusDto(

val status: String? = null,

@JsonIgnoreProperties(ignoreUnknown = true)
data class CustomPropertiesPatchDto(

@param:JsonProperty("custom properties") val customProperties: Map<String, String>,
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/network/yandexdisk/dto/Yandex VaultPersistedStats.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto
import com.fasterxml.jackson.annotation.JsonIgnoreProperties
@JsonIgnoreProperties(ignoreUnknown = true)

data class YandexVaultPersistedStats(

val totalBytes: Long = OL,
val fileCount: Int = 0,
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexdisk/repository/YandexDiskRepository.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository

import
import
import
import

import

com.github.

import

import

com.github.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

com. fasterxml.jackson.module.kotlin.jacksonObjectMapper

com. fasterxml.jackson.module.kotlin.readValue

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskApi

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskAuthException

nullptroma.wallenc.domain.vault.network.yandexdisk.dto.CustomPropertiesPatchDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.DiskInfoDto

nullptroma.wallenc.domain.vault.network.yandexdisk.dto.EmbeddedResourcelListDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.LinkDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.OperationStatusDto

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.dto.ResourceDto

kotlinx

kotlinx

kotlinx.

okhttp3

okhttp3.
okhttp3.
okhttp3.
okhttp3.

.coroutines.CoroutineDispatcher
.coroutines.delay
coroutines.withContext
.MediaType.Companion.toMediaType
Request
RequestBody.Companion.asRequestBody
RequestBody.Companion.toRequestBody
ResponseBody

retrofit2.HttpException

retrofit2.Response

java.io
java.io
java.io

java.io

.FileNotFoundException
.FilterInputStream
.IOException
.InputStream

java.util.concurrent.ConcurrentHashMap

java.util.concurrent.atomic.AtomiclLong

class YandexDiskRepository(

private val api: YandexDiskApi,
private val rawHttp: okhttp3.0kHttpClient,

private

) A

private
private

private

private

private

val ioDispatcher: CoroutineDispatcher,

val diskCachelLock = Any()
var diskInfoCached: DiskInfoDto? = null
var diskInfoCachedUntilMs: Long = OL

val listCache = ConcurrentHashMap<ListCacheKey, ResourceDto>()
val getCache = ConcurrentHashMap<String, ResourceDto>()

593



42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

66

67
68
69
70
71
72
73
74
75
76
77

78

79
80
81
82
83
84

private val cloudApiCallCount = AtomicLong(0)

fun cloudApiCallCount(): Long cloudApiCallCount.get()
fun resetCloudApiCallCount() {
cloudApiCallCount.set(0)

suspend fun diskInfo(): DiskInfoDto = withContext(ioDispatcher) {
val now = System.currentTimeMillis ()
synchronized(diskCachelLock) {
val cached = diskInfoCached
if (cached != null & now < diskInfoCachedUntilMs) {
return@withContext cached

}
val fresh = wrapAuth { api.getDisk() }
synchronized(diskCachelLock) {
diskInfoCached = fresh
diskInfoCachedUntilMs = System.currentTimeMillis() + DISK INFO TTL MS
}

fresh

suspend fun list(path: String, limit: Int, offset: Int, sort: String? = null):
ResourceDto =

withContext(ioDispatcher) {

val key = ListCacheKey(path = path, limit = limit, offset = offset, sort

listCache[key]?.let { return@withContext it }

suspend fun tryList(p: String): ResourceDto? =
try {

wrapAuth { api.listResources(p, limit, offset, sort, FIELDS LIST) }

} catch (e: HttpException) {
if (e.code() == 404) null else throw e

}
val primary = tryList(path)
val secondary = if (!path.endsWith('/') && path != "app:/") tryList("$path/")
else null
val result = primary ?7: secondary
?7: ResourceDto(embedded = EmbeddedResourcelListDto(items = emptylList()))
putListCache(key, result)
result
}
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suspend fun get(path: String): ResourceDto = withContext(ioDispatcher) {
getCache[path]?.let { return@withContext it }
val result = fetchResource(path)
putGetCache(path, result)

result

suspend fun getOrNull(path: String): ResourceDto? = withContext(ioDispatcher) {
getCache[path]?.let { return@withContext it }
val result = fetchResourceOrNull(path)
if (result !'= null) {
putGetCache(path, result)
}

result

suspend fun createFolder(path: String): Unit = withContext(ioDispatcher) {
val resp = wrapAuth { api.createFolder(path) }
when (resp.code()) {
201, 409 -> invalidateDiskMetaCaches(path)
else -> throw failure("createFolder", resp)

suspend fun delete(path: String, permanently: Boolean = true): Unit =
withContext(ioDispatcher) {

val resp = wrapAuth { api.deleteResource(path, permanently) }
when (resp.code()) {
204 -> invalidateDiskMetaCaches(path)
202 -> {
val link = resp.body()?.use { body -> parseLink(body) }
?: throw IOException("DELETE 202 without body")
awaitOperation(link.href)
invalidateDiskMetaCaches (path)
}
404 -> invalidateDiskMetaCaches(path)

else -> throw failure("delete", resp)

suspend fun setCustomProperties(path: String, props: Map<String, String>): Unit
withContext(ioDispatcher) {
val resp = wrapAuth {
api.patchResource(path, CustomPropertiesPatchDto(props))
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if (!resp.isSuccessful) {

throw failure("patch", resp)
}
resp.body()?.close()
invalidateDiskMetaCaches(path)

suspend fun uploadBytes(path: String, bytes: ByteArray, overwrite: Boolean = true):

withContext(ioDispatcher) {
val link = uploadLinkOrThrow(path, overwrite)
require(link.method.equals("PUT", ignoreCase = true)) {
"Unexpected upload method ${link.method}"
}
val body = bytes.toRequestBody(OCTET STREAM)
val req = Request.Builder().url(link.href).put(body).build()
repeat (LOCKED RETRY MAX) { attempt ->
recordCloudApiCall()
rawHttp.newCall(req).execute().use { resp ->
when {
resp.isSuccessful -> {
invalidateDiskMetaCaches(path)
return@withContext
}
resp.code == 423 && attempt < LOCKED RETRY MAX - 1 ->
delay(lockedBackoffMs (attempt))
else ->
throw IOException("Upload failed: HTTP ${resp.code}")

suspend fun uploadFile(path: String, file: java.io.File, overwrite: Boolean = true):

Unit =
withContext(ioDispatcher) {

val link = uploadLinkOrThrow(path, overwrite)

require(link.method.equals("PUT", ignoreCase = true)) {
"Unexpected upload method ${link.method}"

}

val body = file.asRequestBody(OCTET STREAM)

val req = Request.Builder().url(link.href).put(body).build()

repeat (LOCKED RETRY MAX) { attempt ->
recordCloudApiCall()
rawHttp.newCall(req).execute().use { resp ->

when {
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resp.isSuccessful -> {
invalidateDiskMetaCaches (path)
return@withContext
}
resp.code == 423 && attempt < LOCKED RETRY MAX - 1 ->
delay(lockedBackoffMs (attempt))
else ->
throw IOException("Upload failed: HTTP ${resp.code}")

/** MoTok ponxeH ObITb 3aKpbIT Bbi3blBAWWMM KogoM — 3akpoeT HTTP-oTBeT. */
suspend fun openDownloadStream(path: String): InputStream = withContext(ioDispatcher) {
val link = try {
wrapAuth { api.getDownloadlLink(path) }
} catch (e: HttpException) {
if (e.code() == 404) throw FileNotFoundException(path)
throw e
}
require(link.method.equals("GET", ignoreCase = true)) {
"Unexpected download method ${link.method}"
}
val req = Request.Builder().url(link.href).get().build()
repeat (LOCKED RETRY MAX) { attempt ->
recordCloudApiCall()
val resp = rawHttp.newCall(req).execute()
when {
resp.isSuccessful -> {
val body = resp.body
val stream = body.byteStream()
return@withContext object : FilterInputStream(stream) {
override fun close() {
“in’ .use {
// Response must be closed after the wrapped stream.
}

resp.close()

}

resp.code == 423 && attempt < LOCKED RETRY MAX - 1 -> {
resp.close()
delay(lockedBackoffMs (attempt))
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217 }

218 else -> {

219 val code = resp.code

220 resp.close()

221 throw IOException("Download failed: HTTP $code")
222 }

223 }

224 }

225 throw IOException("Download failed: HTTP 423 after retries")
226 }

227

228 private suspend fun awaitOperation(href: String) {

229 repeat (OPERATION POLL MAX) {

230 delay (OPERATION POLL DELAY MS)

231 val st: OperationStatusDto = try {

232 wrapAuth { api.getOperationByUrl(href) }

233 } catch (e: HttpException) {

234 if (e.code() == 404) {

235 throw IOException("Disk async operation status not found (404)")
236 }

237 throw e

238 }

239 when (st.status?.lowercase()) {

240 "success" -> return

241 "failure", "failed" -> throw IOException("Disk async operation failed")
242 else -> { }

243 }

244 }

245 throw IOException("Disk async operation timed out")

246 }

247

248 private suspend fun uploadLinkOrThrow(path: String, overwrite: Boolean): LinkDto {
249 try {

250 return wrapAuth { api.getUploadLink(path, overwrite) }
251 } catch (e: HttpException) {

252 if (e.code() == 404) {

253 throw FileNotFoundException("Upload path or parent not found: $path")
254 }

255 throw e

256 }

257 }

258

259 private suspend fun fetchResource(path: String): ResourceDto {
260 suspend fun tryGet(p: String): ResourceDto? =

261 try {
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262 wrapAuth { api.getResource(p, FIELDS RESOURCE) }

263 } catch (e: HttpException) {

264 if (e.code() == 404) null else throw e

265 }

266 val primary = tryGet(path)

267 val secondary = if (!path.endsWith('/"')) tryGet("$path/") else null
268 return primary ?7: secondary ?: throw FileNotFoundException(path)
269 }

270

271 private suspend fun fetchResourceOrNull(path: String): ResourceDto? {
272 suspend fun tryGet(p: String): ResourceDto? =

273 try {

274 wrapAuth { api.getResource(p, FIELDS RESOURCE) }

275 } catch (e: HttpException) {

276 if (e.code() == 404) null else throw e

277 }

278 return tryGet(path) ?: if (!path.endsWith('/"')) tryGet("$path/") else null
279 }

280

281 private fun putListCache(key: ListCacheKey, value: ResourceDto) {
282 if (listCache.size >= LIST CACHE MAX ENTRIES) {

283 listCache.clear()

284 }

285 listCache[key] = value

286 }

287

288 private fun putGetCache(path: String, value: ResourceDto) {

289 if (getCache.size >= GET CACHE MAX ENTRIES) {

290 getCache.clear()

291 }

292 getCache[path] = value

293 }

294

295 private fun invalidateDiskMetaCaches(changedDiskPath: String? = null) {
296 synchronized(diskCachelLock) {

297 diskInfoCached = null

298 diskInfoCachedUntilMs = OL

299 }

300 if (changedDiskPath == null) {

301 listCache.clear()

302 getCache.clear()

303 return

304 }

305 val prefixes = cachePrefixesForPath(changedDiskPath)

306 listCache.keys.removeAll { key ->
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307 prefixes.any { prefix ->

308 key.path.startsWith(prefix) || prefix.startsWith(key.path.trimEnd('/"))

309 }

310 }

311 getCache.keys.removeAll { cachedPath ->

312 prefixes.any { prefix ->

313 cachedPath.startsWith(prefix) || prefix.startsWith(cachedPath.trimEnd('/"'))

314 }

315 }

316 }

317

318 private fun cachePrefixesForPath(diskPath: String): List<String> {

319 val normalized = diskPath.trimEnd('/")

320 val out = mutableListOf<String>()

321 var current = normalized

322 while (current.isNotEmpty()) {

323 out.add(current)

324 out.add("$current/")

325 val slash = current.lastIndexOf('/"')

326 if (slash <= 0) break

327 current = current.substring(0®, slash)

328 }

329 return out

330 }

331

332 private suspend inline fun <T> wrapAuth(crossinline block: suspend () -> T): T {

333 repeat (LOCKED RETRY MAX) { attempt ->

334 try {

335 recordCloudApiCall()

336 return block()

337 } catch (e: HttpException) {

338 when (e.code()) {

339 401 -> throw YandexDiskAuthException(e.message())

340 423 -> {

341 if (attempt >= LOCKED RETRY MAX - 1) {

342 throw IOException(

343 "Yandex Disk: pecypc BpeMmeHHO 3abnokupoBaH (HTTP 423).
MloBTOpuTE nosxe.",

344 €,

345 )

346 }

347 delay(lockedBackoffMs (attempt))

348 }

349 else -> throw e

350 }
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}

error("unreachable")

private fun recordCloudApiCall() {
cloudApiCallCount.incrementAndGet ()

private fun failure(op: String, resp: Response<ResponseBody>): IOException {
val msg = resp.errorBody()?.string() ?: resp.message()
return IOException("$op failed: HTTP ${resp.code()} $msg")

private fun parseLink(body: ResponseBody): LinkDto =
jackson.readValue(body.string())

private data class ListCacheKey(
val path: String,
val limit: Int,
val offset: Int,

val sort: String?,

companion object {
private val jackson = jacksonObjectMapper().apply { findAndRegisterModules() }
private val OCTET STREAM = "application/octet-stream".toMediaType()
private const val OPERATION POLL DELAY MS = 300L
private const val OPERATION POLL MAX = 200

private const val DISK INFO TTL MS = 45 000L
private const val LIST CACHE MAX ENTRIES = 384
private const val GET CACHE MAX ENTRIES = 384

/** Ckonbko pa3 noBTOpATb 3anpoc npu HTTP 423 (pecypc BpeMeHHO 3abnokupoBaH). */
private const val LOCKED RETRY MAX = 6

private fun lockedBackoffMs(attempt: Int): Long =
(100L * (1L shl attempt)).coerceAtMost(2000L)

/x*
* Ype3aHHbli Habop monei Ans nuMcTuHra katanora (cMm. napametp ~fields® B Disk API).
*/

private const val FIELDS LIST =

"path, type,name,size,modified, created, custom properties," +
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" embedded.items.path, embedded.items.type, embedded.items.name," +
" embedded.items.size, embedded.items.modified, embedded.items.created," +

" embedded.items.custom properties"

private const val FIELDS RESOURCE =

"path, type,name,size,modified, created, custom properties"
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Ucxonubiit daitn domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/network/yandexdisk/repository/YandexDiskRepositoryFactory.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository

import com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskApiFactory
import kotlinx.coroutines.CoroutineDispatcher
import java.util.UUID

class YandexDiskRepositoryFactory(
private val apiFactory: YandexDiskApiFactory,
private val ioDispatcher: CoroutineDispatcher,

) {
fun create(vaultUuid: UUID): YandexDiskRepository =
YandexDiskRepository (
api = apiFactory.createApiForVault(vaultUuid),
rawHttp = apiFactory.rawHttpClient,
ioDispatcher = ioDispatcher,
)
}
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexuserinfo/YandexUserInfoApi.kt

1 package com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo
2

3 import retrofit2.http.GET

4 import retrofit2.http.Header

5 import retrofit2.http.Query

6

7 interface YandexUserInfoApi {

8 @GET("info")

9 suspend fun userInfo(

10 @Query("format") format: String,

11 @Header("Authorization") authorization: String,
12 ): YandexUserInfoDto

13 }

14
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/network/yandexuserinfo/YandexUserInfoApiFactory.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo

import com.fasterxml.jackson.module.kotlin.jacksonObjectMapper
import retrofit2.Retrofit
import retrofit2.converter.jackson.JacksonConverterFactory

object YandexUserInfoApiFactory {
fun create(): YandexUserInfoApi {
val retrofit = Retrofit.Builder()
.baseUrl("https://login.yandex.ru/")

.addConverterFactory(

JacksonConverterFactory.create(jacksonObjectMapper().findAndRegisterModules()),

)
.build()
return retrofit.create(YandexUserInfoApi::class.java)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexuserinfo/YandexUserInfoDto.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo

import com.fasterxml.jackson.annotation.JsonIgnoreProperties
import com.fasterxml.jackson.annotation.JsonProperty

@JsonIgnoreProperties(ignoreUnknown = true)
data class YandexUserInfoDto(
val id: String,
val login: String,
@param:JsonProperty("default email") val defaultEmail: String? = null,
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Ucxonnpiii ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexuserinfo/repository/YandexUserInfoRepository.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.repository

import com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.YandexUserInfoApi
import com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.YandexUserInfoDto
import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.withContext

class YandexUserInfoRepository(
private val api: YandexUserInfoApi,
private val ioDispatcher: CoroutineDispatcher

) {
suspend fun userInfo(accessToken: String): YandexUserInfoDto = withContext(ioDispatcher)
{
api.userInfo(format = "json", authorization = "OAuth $accessToken")
}
}
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/ports/StorageKeyMapStore .kt
package com.github.nullptroma.wallenc.domain.vault.ports
import com.github.nullptroma.wallenc.domain.vault.model.StorageKeyMap
interface StorageKeyMapStore {
suspend fun add(value: StorageKeyMap)

suspend fun getAll(): List<StorageKeyMap>
suspend fun delete(vararg values: StorageKeyMap)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/ports/Yandex AccountStore .kt

package com.github.nullptroma.wallenc.domain.vault.ports

import com.github.nullptroma.wallenc.domain.vault.model.YandexAccount

import kotlinx.coroutines.flow.Flow

interface YandexAccountStore {

fun observeAll(): Flow<List<YandexAccount>>

suspend fun
suspend fun
suspend fun
suspend fun

suspend fun

getByYandexUserId(id: String): YandexAccount?
getByVaultUuid(vaultUuid: String): YandexAccount?
insert(account: YandexAccount)

updateCredentials(vaultUuid: String, email: String, token:

deleteByVaultUuid(vaultUuid: String)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/UnlockManager.kt

1 package com.github.nullptroma.wallenc.domain.vault.storages

2

3 import com.github.nullptroma.wallenc.domain.errors.WallencException

4 import com.github.nullptroma.wallenc.domain.vault.model.StorageKeyMap
5 import com.github.nullptroma.wallenc.domain.vault.ports.StorageKeyMapStore
6 import com.github.nullptroma.wallenc.domain.vault.storages.encrypt.EncryptedStorage
7 import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey

8 import com.github.nullptroma.wallenc.domain.encrypt.Encryptor

9 import com.github.nullptroma.wallenc.domain.interfaces.IStorage

10 import com.github.nullptroma.wallenc.domain.interfaces.IUnlockManager
11 import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
12 import kotlinx.coroutines.CoroutineDispatcher

13 import kotlinx.coroutines.CoroutineScope

14 import kotlinx.coroutines.flow.MutableStateFlow

15 import kotlinx.coroutines.flow.StateFlow

16 import kotlinx.coroutines.launch

17 import kotlinx.coroutines.sync.Mutex

18 import kotlinx.coroutines.sync.withLock

19 import kotlinx.coroutines.withContext

20 import java.nio.ByteBuffer

21 import java.security.MessageDigest

22 import java.util.UUID

23

24 class UnlockManager (

25 private val keymapRepository: StorageKeyMapStore,

26 private val ioDispatcher: CoroutineDispatcher,

27 vaultsManager: IVaultsManager

28 ) : IUnlockManager {

29 private val openedStorages = MutableStateFlow<Map<UUID, EncryptedStorage>>(emptyMap())
30 override val openedStorages: StateFlow<Map<UUID, IStorage>>

31 get() = _openedStorages

32 private val mutex = Mutex()

33

34 override fun getOpenedStorageKey(uuid: UUID): EncryptKey? {

35 val opened = _openedStorages.value

36 val direct = opened[uuid]

37 return direct?.getKey()

38 }

39

40 init {

41 CoroutineScope(ioDispatcher).launch {

42 vaultsManager.allStorages.collect {
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mutex.withLock {
val allKeys = keymapRepository.getAll()
val keysToRemove = mutableListOf<StorageKeyMap>()
val allStorages = it.toMutableList()
val map = _openedStorages.value.toMutableMap()
while(allStorages.isNotEmpty()) {
val storage = allStorages[allStorages.size-1]
val key = allKeys.find { key -> key.sourceluid == storage.uuid }
if(key == null) {
allStorages.removeAt(allStorages.size - 1)
continue
}
try {

val encStorage = createEncryptedStorage(storage, key.key,
getDestUuid(storage.uuid))

map[storage.uuid] = encStorage
allStorages.removeAt(allStorages.size - 1)
allStorages.add(encStorage)

}

catch (e: WallencException.Storage.IncorrectKey) {
keysToRemove.add (key)
allStorages.removeAt(allStorages.size - 1)

}

catch (_: WallencException.Storage.EncInfoMissing) {
keysToRemove.add (key)
allStorages.removeAt(allStorages.size - 1)

}

catch (_: Exception) {
allStorages.removeAt(allStorages.size - 1)

}

keymapRepository.delete(*keysToRemove.toTypedArray()) // yoanutb MEpPTBbIE
KIouu

74
75
76
77
78
79

80

81
82
83
84

_openedStorages.value = map.toMap()

private suspend fun createEncryptedStorage(storage: IStorage, key: EncryptKey, uuid:
UUID): EncryptedStorage {

return EncryptedStorage.create(

key = key,

ioDispatcher ioDispatcher,



85 uuid = uuid

86 )

87 }

88

89 private fun getDestUuid(sourceUuid: UUID): UUID {

920 return uuid5(

91 namespace = UUID.fromString("6ba7b811-9dad-11d1-80b4-00c04fd430c8"), // URL
namespace

92 name = "$sourceluid:open”

93 )

94 }

95

96 private fun uuid5(namespace: UUID, name: String): UUID {

97 val digest = MessageDigest.getInstance("SHA-1")

98 val nsBytes = ByteBuffer.allocate(16)

99 .putLong(namespace.mostSignificantBits)

100 .putLong(namespace.leastSignificantBits)

101 .array()

102 digest.update(nsBytes)

103 digest.update(name.toByteArray(Charsets.UTF 8))

104 val hash = digest.digest()

105

106 hash[6] = (hash[6].toInt() and Ox0f or 0x50).toByte() // version 5

107 hash[8] = (hash[8].toInt() and Ox3f or 0x80).toByte() // RFC 4122 variant

108

109 val bb = ByteBuffer.wrap(hash, 0, 16)

110 return UUID(bb.long, bb.long)

111 }

112

113 _ override.sugpend fun rememberKey(storage: IStorage, key: EncryptKey) =
withContext(ioDispatcher) {

114 mutex.withLock {

115 vgl encInfo = storage:meFaInfo.value.encInfo ?: throw
WallencException.Storage.EncInfoMissing()

116 if (!'Encryptor.checkKey(key, encInfo)) {

117 throw WallencException.Storage.IncorrectKey()

118 }

119 keymapRepository.add(

120 StorageKeyMap (

121 sourceluid = storage.uuid,

122 key = key,

123 ),

124 )

125 }

126 }

127
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override suspend fun open(
storage: IStorage,
key: EncryptKey,
rememberPassword: Boolean
): EncryptedStorage = withContext(ioDispatcher) {
return@withContext mutex.withLock {

val encInfo = storage.metalnfo.value.encInfo 7?: throw
WallencException.Storage.EncInfoMissing()

if (!Encryptor.checkKey(key, encInfo))
throw WallencException.Storage.IncorrectKey()

val opened = openedStorages.value.toMutableMap()
val cur = opened[storage.uuid]
if (cur !'= null)

return@withLock cur

val keymap = StorageKeyMap (
sourceluid = storage.uuid,
key = key

)

val encStorage = createEncryptedStorage(storage, keymap.key,
getDestUuid(storage.uuid))

opened[storage.uuid] = encStorage

_openedStorages.value = opened

if (rememberPassword) {
keymapRepository.add(keymap)

}

encStorage

/**

* 3akpbiTb WKMPpOBaHUE XpaHUNMUWA, 3aKpbiBAaeT PEeKYPCUBHO, ypands BCe Kio4yu

* @param uuid uuid ucxogHOro XpaHunuwa

*/

override suspend fun close(uuid: UUID): Unit = withContext(ioDispatcher) {

mutex.withLock {

val opened = openedStorages.value.toMutableMap()
closeBySourceluid(opened, uuid)
_openedStorages.value = opened

// 3akpbiTMe TOMbKO MO Source-3K3eMmnaapy.
override suspend fun close(storage: IStorage) {

val opened = openedStorages.value
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172 if (opened.containsKey(storage.uuid)) {

173 close(storage.uuid)

174 }

175 }

176

177 private fun closeBySourceUuid(opened: MutableMap<UUID, EncryptedStorage>, sourceluid:
UuID) {

178 val enc = opened[sourceluid] ?: return

179 val nestedSourceUuid = enc.uuid

180 if (nestedSourceluid != sourceluid && opened.containsKey(nestedSourceUuid)) {

181 closeBySourceUuid(opened, nestedSourceluid)

182 }

183 opened. remove(sourceluid)

184 enc.dispose()

185 }

186 }
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/common/BaseStorage.kt

package com.github.nullptroma.wallenc.domain.vault.storages.common

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

/**

com. fasterxml.jackson.module.kotlin.jacksonObjectMapper

com.github.nullptroma.wallenc.domain.common.impl.CommonStorageMetaInfo

com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo

com.github.nullptroma.wallenc.domain.datatypes.StorageMetaloadState

com.github.nullptroma.wallenc.domain.errors.WallencException

com.github.nullptroma.wallenc.domain.interfaces.IStorage

com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor

com.github.nullptroma.wallenc.domain.interfaces.IStorageMetalInfo

com.github.nullptroma.wallenc.domain.tasks.TaskProgress

com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel

kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.
kotlinx.

java.io.

coroutines.CoroutineDispatcher
coroutines.ensureActive
coroutines. flow.Flow
coroutines.flow.MutableStateFlow
coroutines.flow.StateFlow
coroutines. flow.map
coroutines.withContext

InputStream

java.util.UUID

* 0bwun «ckenet» pna [IStorage]: epguHas normka meta-info, rename, setEncInfo,

* clearAllContent u penerupoBaHue pa3MepoB W OOCTYNHOCTWM B [accessor].

*

* Togknaccel onpepensinT TOJSbKO cnocob co3pmaHua [accessor], 3HaudeHue

* [isVirtualStorage] u (npu HeobxopgmMmocTm) pacuwmpswT [init] cBouMm waramu

* (HanpuMep, NpPOBEPKOW KJYa WM MHULKANM3ALUENA BHEWHEeR CBA3K).

*/

abstract class BaseStorage(

override val uuid: UUID,

private val ioDispatcher: CoroutineDispatcher,

metaInfoFilePostfix: String,
) : IStorage {

protected val metalnfoFileName: String = "${metaInfoUuidPart()}$metalnfoFilePostfix"

private val metalnfo = MutableStateFlow<IStorageMetaInfo>(CommonStorageMetaInfo())

final override val metalnfo: StateFlow<IStorageMetaInfo>

get() =

_metalnfo
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private val metalLoadState = MutableStateFlow(StorageMetaloadState.Loading)
final override val metalLoadState: StateFlow<StorageMetaloadState>
get() = metalLoadState

final override val size: StateFlow<Long?>

get() = accessor.size

final override val numberOfFiles: StateFlow<Int?>

get() = accessor.numberOfFiles

final override val isAvailable: StateFlow<Boolean>

get() = accessor.isAvailable

final override val isEmpty: Flow<Boolean?>

get() = accessor.numberOfFiles.map { n -> n?.let { it == 0 } }

abstract override val accessor: IStorageAccessor

Vaida
* bazoBasa peanusauua [IStorageAccessor] nepegaét UUID nonHOCTbW; nOQKMacchl
* MOryTt nepeonpepenutb, 4ToObl COXpPaHWTb COBMECTMMOCTb C YX€ CyWeCTBYOWUMM

* uMeHamn dannos (Hanpumep,
[com.github.nullptroma.wallenc.domain.vault.storages.encrypt.EncryptedStoragel

* PaHblieé UCnosib30oBajl nNepsbie 8 CMMBOHOB).
*/
protected open fun metaInfoUuidPart(): String = uuid.toString()

Jx*

* 3aﬂyCKaeTCH eOuHOXObl NpyY NepeBOM UCMNOMb30BaHUM XpaHunuwa. opknaccsl MOryT
nepeonpepnennTb,

* pnobasuB cBou waru (uMHMUManu3auuio [accessor], npoBepKy Knwya u 17.n.). 06a3aTenbHO
* [ONXeH B KakKoW-TO MOMeHT Bbi3BaTb [readMetalnfo].
*/
open suspend fun init() {
readMetaInfo()

private suspend fun readMetaInfo() = withContext(ioDispatcher) {
val (meta, state) = loadMetaFromDisk()
_metaInfo.value = meta
_metaloadState.value = state

private suspend fun loadMetaFromDisk(): Pair<IStorageMetaInfo, StorageMetalLoadState> {
return try {
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val bytes = accessor.openReadSystemFile(metaInfoFileName).use { it.readBytes() }
when {
bytes.isEmpty() -> {
val default = CommonStorageMetaInfo()
updateMetalnfo(default)
default to StorageMetalLoadState.Ready
}
else -> try {

jackson.readValue(bytes, CommonStorageMetalnfo::class.java) to
StorageMetalLoadState.Ready

} catch (_: Exception) {
CommonStorageMetaInfo() to StorageMetalLoadState.Unavailable

}
} catch (_: WallencException.Storage.FileNotFound) {

val default = CommonStorageMetaInfo()

updateMetaInfo(default)

default to StorageMetaloadState.Ready
} catch (_: Exception) {

CommonStorageMetaInfo() to StorageMetaloadState.Unavailable

private suspend fun requireMetaReady() {
if (_metalLoadState.value != StorageMetalLoadState.Ready) {
throw WallencException.Storage.NotAvailable()

private suspend fun updateMetaInfo(meta: IStorageMetaInfo) = withContext(ioDispatcher) {
val writer = accessor.openWriteSystemFile(metaInfoFileName)
writer.use { writer ->
jackson.writeValue(writer, meta)

}

_metalnfo.value = meta

final override suspend fun rename(newName: String) = withContext(ioDispatcher) {
requireMetaReady()
val cur = metaInfo.value
updateMetalInfo(
CommonStorageMetalnfo(
encInfo = cur.encInfo,
name = newName,

),
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final override suspend fun setEncInfo(encInfo: StorageEncryptionInfo?) =

withContext(ioDispatcher) {

requireMetaReady ()
val cur = metaInfo.value
updateMetaInfo(
CommonStorageMetaInfo(
encInfo = encInfo,
name = cur.name,

),

final override suspend fun clearAllContent(onProgress: suspend (TaskProgress) -> Unit)
withContext(ioDispatcher) {

val files = accessor.getAllFiles()

val dirs = accessor.getAllDirs()

val paths = buildList {
addAll(files.map { it.metaInfo.path })
addAll(dirs.map { it.metalnfo.path })

.filter { it != "/" && it.isNotBlank() }
.sortedByDescending { it.length }
val total = paths.size
if (total == 0) {
return@withContext
}
paths.forEachIndexed { index, path ->
accessor.delete(path)
if (index % PROGRESS REPORT INTERVAL == 0 || index == paths.lastIndex) {
val done = index + 1
onProgress(
TaskProgress (
fraction = done.toFloat() / total,
label = TaskProgresslLabel.ClearContentProgress(done, total),
),
)

coroutineContext.ensureActive()

companion object {
private const val PROGRESS REPORT INTERVAL = 16
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174 private val jackson = jacksonObjectMapper().apply { findAndRegisterModules() }
175 }

176 }

177
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/common/StorageSyncJournal Buffer.kt

package com.github.nullptroma.wallenc.domain.vault.storages.common

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal
import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalMerge
import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncRevision
import kotlinx.coroutines.sync.Mutex

import kotlinx.coroutines.sync.withLock
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import j

Vaks

* Bypep XypHana sync: HakonneHue 3anucer um 6esonacHoin flush (6e3 noTtepu pending npu owmbke

3anucu) .
*/

ava.util.UUID

class StorageSyncJournalBuffer(

private val syncActorId: String,

private val originStorageUuid: UUID?,

private val readJournal: suspend ()

private val writeJournal: suspend (StorageSyncJournal) -> Unit,

) {

private val pendingMutex = Mutex()

private val flushMutex = Mutex()

private var pendingJournalEntries: StorageSyncJournal = emptyMap()

@Volatile

private var

suspend fun flushPending() {

suspend fun putEntries(entries: StorageSyncJournal) {

flushMutex.withLock {
flushPendingUnderLock()

flushPending()
if (entries.isEmpty()) {
return

}

val current = readJournal()

val merged = StorageSyncJournalMerge.merge(current, entries)

if (merged == current) {

return

-> StorageSyncJournal,

sequenceHighWatermark: Long?
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}
writeJournal(merged)

refreshSequenceHighWatermark(merged)

suspend fun appendEntry(path: String, entry: StorageSyncJournalEntry) {
pendingMutex.withLock {
pendingJournalEntries = pendingJournalEntries + (path to entry)

}
flushPending()

suspend fun nextSequence(): Long {
flushPending()
val diskMax = readJournal().values.maxO0fOrNull { it.revision.sequence } ?: OL
val pendingMax = pendingMutex.withLock {
pendingJournalEntries.values.maxOfOrNull { it.revision.sequence } 7: OL

}

val base = maxOf(diskMax, pendingMax, sequenceHighWatermark 7: OL)

val next = base + 1L
sequenceHighWatermark = next

return next

fun buildEntry(
path: String,
operation: com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation,
sequence: Long,
): StorageSyncJournalEntry {
return StorageSyncJournalEntry (
path = path,
operation = operation,
revision = StorageSyncRevision(
sequence = sequence,
actorId = syncActorld,
createdAt = java.time.Instant.now(),
),
originStorageluid = originStorageluid,

private suspend fun flushPendingUnderLock() {
val pending = pendingMutex.withLock {
if (pendingJournalEntries.isEmpty()) {

return
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}

val snapshot = pendingJournalEntries
pendingJournalEntries = emptyMap()

snapshot

try {
val current = readJournal()
val merged = StorageSyncJournalMerge.merge(current, pending)
if (merged !'= current) {
writeJournal(merged)
}
refreshSequenceHighWatermark(merged)
} catch (e: Exception) {
pendingMutex.withLock {

pendingJournalEntries = StorageSyncJournalMerge.merge(pending,
pendingJournalEntries)

}

throw e

private fun refreshSequenceHighWatermark(journal: StorageSyncJournal) {
val maxSeq = journal.values.maxOfOrNull { it.revision.sequence } ?: return
val current = sequenceHighWatermark

sequenceHighWatermark = if (current == null) maxSeq else maxOf(current, maxSeq)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/common/StorageSyncJournalCodec.kt

package com.github.nullptroma.wallenc.domain.vault.storages.common

import com.fasterxml.jackson.databind.ObjectMapper

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal
import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
import java.util.LinkedHashMap

internal object StorageSyncJournalCodec {
private val journallJavaType = ObjectMapper().typeFactory.constructMapType(
LinkedHashMap::class.java,
String::class.java,

StorageSyncJournalEntry::class.java,

fun read(mapper: ObjectMapper, bytes: ByteArray): StorageSyncJournal {
if (bytes.isEmpty()) {
return emptyMap()
}
return runCatching {
@Suppress("UNCHECKED CAST")
mapper.readValue(bytes, journallavaType) as StorageSyncJournal
}.getOrElse {
emptyMap<String, StorageSyncJournalEntry>()

fun write(mapper: ObjectMapper, journal: StorageSyncJournal): ByteArray =
mapper.writeValueAsBytes(journal)

623



S U A WN

10
11
12
13

Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/common/SystemFileRead.kt

package com.github.nullptroma.wallenc.domain.vault.storages.common

import com.github.nullptroma.wallenc.domain.errors.WallencException

import java.io.InputStream

/** YnTaeT cuCTeMHbli ¢pain; oTcyTCcTBUe danna — nycTton mMaccue 6auT (He WCKYeHue). */

internal suspend fun readSystemFileBytesOrEmpty(open: suspend () -> InputStream): ByteArray

try {
open().use { it.readBytes() }

} catch (_: WallencException.Storage.FileNotFound) {
ByteArray(0)
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/encrypt/EncryptedStorage.kt

1 package com.github.nullptroma.wallenc.domain.vault.storages.encrypt

2

3 import com.github.nullptroma.wallenc.domain.errors.WallencException

4

5 import com.github.nullptroma.wallenc.domain.vault.storages.common.BaseStorage

6 import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey

7 import com.github.nullptroma.wallenc.domain.encrypt.Encryptor

8 import com.github.nullptroma.wallenc.domain.interfaces.IStorage

9 import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor

10 import kotlinx.coroutines.CoroutineDispatcher

11 import kotlinx.coroutines.CoroutineExceptionHandler

12 import kotlinx.coroutines.CoroutineScope

13 import kotlinx.coroutines.DisposableHandle

14 import kotlinx.coroutines.SupervisorJob

15 import kotlinx.coroutines.withContext

16 import java.util.UUID

17

18 class EncryptedStorage private constructor(

19 private val source: IStorage,

20 private val key: EncryptKey,

21 ioDispatcher: CoroutineDispatcher,

22 uuid: UUID = UUID.randomUUID()

23 ) : BaseStorage(

24 uuid = uuid,

25 ioDispatcher = ioDispatcher,

26 metaInfoFilePostfix = STORAGE INFO FILE POSTFIX,

27 ), DisposableHandle {

28

29 private val job = SupervisorJob()

30 private val scope = CoroutineScope(

31 ioDispatcher + job + CoroutineExceptionHandler { , throwable ->

32 System.err.println("EncryptedStorage: uncaught coroutine failure:
${throwable.message}")

33 throwable.printStackTrace()

34 }

35 )

36

37 private val encInfo =

38 source.metalnfo.value.encInfo ?: throw WallencException.Storage.NotEncrypted()

39

40 override val isVirtualStorage: Boolean = true

41
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private val _accessor: EncryptedStorageAccessor =

EncryptedStorageAccessor(

)

source = source.ac

pathIv = encInfo.p

key

= key,

cessor,
athlv,

systemHiddenDirName =
"${uuid.toString().take(8)}$SYSTEM HIDDEN DIRNAME POSTFIX",

scope = scope,

override val accessor: IStorageAccessor

override fun metaInfoUuidPart(): String

override suspend fun init() {
checkKey ()

super.init()

private fun checkKey() {

if (!Encryptor.checkKey(key, encInfo))

fun getKey():

_accessor

uuid.toString().take(8)

throw WallencException.Storage.IncorrectKey()

override fun dispose() {

_accessor.dispose()

job.cancel()

companion object {

suspend fun create(

)

source: IStorage,

key:
ioDispatcher: CoroutineDispatcher,

EncryptKey,

uuid: UUID = UUID.randomUUID()
EncryptedStorage =

val

try

storage = Encr
source = sourc
key = key,

ioDispatcher =

uuid = uuid

{

storage.init()

EncryptKey = EncryptKey(key.bytes)

withContext(ioDispatcher) {

yptedStorage(

€,

ioDispatcher,
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} catch (e: Exception) {
storage.dispose()

throw e
}
return@withContext storage
}
private const val SYSTEM HIDDEN DIRNAME POSTFIX = "-enc-dir"
const val STORAGE INFO FILE POSTFIX = ".enc-meta"
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/encrypt/EncryptedStorage Accessor.kt

package com.github.nullptroma.wallenc.domain.vault.storages.encrypt

import com.fasterxml.jackson.module.kotlin.readValue

import com.github.nullptroma.wallenc.domain.errors.WallencException

import com.github.nullptroma.wallenc.domain.vault.storages.common.StorageSyncJournalBuffer
import com.github.nullptroma.wallenc.domain.vault.storages.common.StorageSyncJournalCodec
import com.github.nullptroma.wallenc.domain.vault.storages.common.readSystemFileBytesOrEmpty
import
com.github.nullptroma.wallenc.domain.vault.utils.CloseHandledStreamExtension.Companion.onClo
import
com.github.nullptroma.wallenc.domain.vault.utils.CloseHandledStreamExtension.Companion.onClo
import com.github.nullptroma.wallenc.domain.common.impl.CommonDirectory

import com.github.nullptroma.wallenc.domain.common.impl.CommonFile

import com.github.nullptroma.wallenc.domain.common.impl.CommonMetaInfo

import com.github.nullptroma.wallenc.domain.datatypes.DataPage

import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey

import com.github.nullptroma.wallenc.domain.encrypt.Encryptor

import com.github.nullptroma.wallenc.domain.encrypt.EncryptorWithStaticIv

import com.github.nullptroma.wallenc.domain.interfaces.IDirectory

import com.github.nullptroma.wallenc.domain.interfaces.IFile

import com.github.nullptroma.wallenc.domain.interfaces.IMetaInfo

import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncLock

import com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.DisposableHandle

import kotlinx.coroutines.runBlocking

import kotlinx.coroutines.flow.Flow

import kotlinx.coroutines.flow.MutableSharedFlow

import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.SharedFlow

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.flow.map

import kotlinx.coroutines.launch

import kotlinx.coroutines.sync.Mutex

import kotlinx.coroutines.sync.withLock

import java.io.ByteArrayInputStream

import java.io.InputStream

import java.io.OutputStream

import java.time.Instant
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import java.util.UUID
import kotlin.io.path.Path
import kotlin.io.path.pathString

class EncryptedStorageAccessor(

private val source: IStorageAccessor,

pathIv: ByteArray?,

key: EncryptKey,

private val systemHiddenDirName: String,

private val scope: CoroutineScope

IStorageAccessor, DisposableHandle {

private val syncActorId = UUID.randomUUID().toString()
Mutex()
StorageSyncJournalBuffer(

private val syncLockMutex

private val journalBuffer
syncActorId = syncActorld,
originStorageluid = null,
readJournal = { readSyncJournalUnchecked() },
writeJournal = { writeSyncJournal(it) },

)

private val size = MutableStateFlow<Long?>(null)

override val size: StateFlow<Long?> = size

private val numberOfFiles = MutableStateFlow<Int?>(null)

override val numberOfFiles: StateFlow<Int?> = numberOfFiles

override val isAvailable: StateFlow<Boolean> = source.isAvailable

private val filesUpdates = MutableSharedFlow<DataPage<IFile>>()
override val filesUpdates: SharedFlow<DataPage<IFile>> = filesUpdates

private val dirsUpdates = MutableSharedFlow<DataPage<IDirectory>>()
override val dirsUpdates: SharedFlow<DataPage<IDirectory>> = dirsUpdates

private val dataEncryptor = Encryptor(key.toAesKey())
private val pathEncryptor: EncryptorWithStaticIv? = if(pathIv != null)

EncryptorWithStaticIv(key.toAesKey(), pathIv) else null

private var systemHiddenFilesIsActual = false

init {
collectSourceState()
}
private fun collectSourceState() {
scope. launch {
launch {
try {
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86 source.filesUpdates.collect { page ->

87 val files = page.data.map(::decryptEntity).filterSystemHiddenFiles()
88 _filesUpdates.emit(
89 DataPage(
90 list = files,
91 islLoading = page.isloading,
92 isError = page.isError,
93 hasNext = page.hasNext,
94 pageLength = page.pagelLength,
95 pageIndex = page.pagelndex,
96 ),
97 )
98 }
99 } catch (_: Exception) {
100 }
101 }
102
103 launch {
104 try {
105 source.dirsUpdates.collect { page ->
106 val dirs = page.data.map(::decryptEntity).filterSystemHiddenDirs()
107 _dirsUpdates.emit(
108 DataPage(
109 list = dirs,
110 isLoading = page.islLoading,
111 isError = page.isError,
112 hasNext = page.hasNext,
113 pageLength = page.pagelLength,
114 pageIndex = page.pagelndex,
115 ),
116 )
117 }
118 } catch (_: Exception) {
119 }
120 }
121
122 launch {
123 source.numberOfFiles.collect {
124 if (it == null) {
125 _numberOfFiles.value = null
126 } else {
127 . _ val hiddenCount = runCatching
{ getSystemFiles().size }.getOrNull() ?: return@collect
128 _numberOfFiles.value = it - hiddenCount
129 }
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130 }

131 }

132

133 launch {

134 source.size.collect { sourceSize ->

135 if (sourceSize == null) {

136 ~size.value = null

137 } else {

138 val hiddenBytes = runCatching {

139 getSystemFiles().sumOf { file -> file.metalInfo.size }
140 }.getOrNull() ?: return@collect

141 _size.value = sourceSize - hiddenBytes
142 }

143 }

144 }

145 }

146 }

147

148 private suspend fun getSystemFiles(): List<IFile> {

149 return source.getFiles(encryptPath(systemHiddenDirName))
150 }

151

152 private fun decryptEntity(file: IFile): IFile {

153 return CommonFile(decryptMeta(file.metalnfo))

154 }

155

156 private fun decryptEntity(dir: IDirectory): IDirectory {
157 return CommonDirectory(decryptMeta(dir.metaInfo), dir.elementsCount)
158 }

159

160 private fun encryptMeta(meta: IMetalnfo): CommonMetaInfo {
161 return CommonMetalInfo(

162 size = meta.size,

163 isDeleted = meta.isDeleted,

164 isHidden = meta.isHidden,

165 lastModified = meta.lastModified,

166 path = encryptPath(meta.path)

167 )

168 }

169

170 private fun decryptMeta(meta: IMetalnfo): CommonMetalInfo {
171 return CommonMetalInfo(

172 size = meta.size,

173 isDeleted = meta.isDeleted,

174 isHidden = meta.isHidden,
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lastModified = meta.lastModified,
path = decryptPath(meta.path)

private fun encryptPath(pathStr: String): String {

if(pathEncryptor == null)
return pathStr

val path = Path(pathStr)

val segments = mutableListOf<String>()

for (segment in path)
segments.add(pathEncryptor.encryptString(segment.pathString))

val res = Path("/", *(segments.toTypedArray()))

return res.pathString

private fun decryptPath(pathStr: String): String {
if(pathEncryptor == null)
return pathStr

val path = Path(pathStr)

val segments = mutableListOf<String>()

for (segment in path)
segments.add(pathEncryptor.decryptString(segment.pathString))

val res = Path("/", *(segments.toTypedArray()))

return res.pathString

override suspend fun getAllFiles(): List<IFile> {
return source.getAllFiles().map(::decryptEntity).filterSystemHiddenFiles()

override suspend fun getFiles(path: String): List<IFile> {

return
source.getFiles(encryptPath(path)).map(::decryptEntity).filterSystemHiddenFiles()

}

override fun getFilesFlow(path: String): Flow<DataPage<IFile>> {
val flow = source.getFilesFlow(encryptPath(path)).map { page ->
DataPage(
list = page.data.map(::decryptEntity).filterSystemHiddenFiles(),
isLoading = page.islLoading,
isError = page.isError,
hasNext = page.hasNext,

pagelLength = page.pagelength,
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pageIndex = page.pagelndex,

}

return flow

override suspend fun getAllDirs(): List<IDirectory> {
return source.getAllDirs().map(::decryptEntity).filterSystemHiddenDirs()

override suspend fun getDirs(path: String): List<IDirectory> {

return
source.getDirs(encryptPath(path)).map(::decryptEntity).filterSystemHiddenDirs()

}

override fun getDirsFlow(path: String): Flow<DataPage<IDirectory>> {
val flow = source.getDirsFlow(encryptPath(path)).map { page ->
DataPage(
// BKNWYaTb BCe Mamnku, KpOMe CUCTEMHOW
list = page.data.map(::decryptEntity).filterSystemHiddenDirs(),
isLoading = page.islLoading,

isError

page.isError,
hasNext = page.hasNext,
pageLength = page.pagelength,
pageIndex = page.pagelndex,

}

return flow

override suspend fun getFileInfo(path: String): IFile {
val file = source.getFileInfo(encryptPath(path))
val meta = decryptMeta(file.metaInfo)

return CommonFile(meta)

override suspend fun getDirInfo(path: String): IDirectory {
val dir = source.getDirInfo(encryptPath(path))
val meta = decryptMeta(dir.metaInfo)

return CommonDirectory(meta, dir.elementsCount)

override suspend fun setHidden(path: String, hidden: Boolean) {

source.setHidden(encryptPath(path), hidden)
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override suspend fun touchFile(path: String) {
source.touchFile(encryptPath(path))
appendSyncEntry(path = path, operation = StorageSyncOperation.UPSERT)

override suspend fun touchDir(path: String) {

source.touchDir(encryptPath(path))

override suspend fun delete(path: String, recordSyncJournal: Boolean) {
source.delete(encryptPath(path), recordSyncJournal = false)
if (recordSyncJournal) {
appendSyncEntry(path = path, operation = StorageSyncOperation.DELETE)

override suspend fun openWrite(path: String, recordSyncJournal: Boolean): OutputStream =

openWriteInternal(path, recordJournal = recordSyncJournal)

override suspend fun openRead(path: String): InputStream {
val stream = source.openRead(encryptPath(path))

return dataEncryptor.decryptStream(stream)

override suspend fun moveToTrash(path: String, recordSyncJournal: Boolean) {
source.moveToTrash(encryptPath(path), recordSyncJournal = false)
if (recordSyncJournal) {
appendSyncEntry(path = path, operation = StorageSyncOperation.TRASH)

override fun dispose() {
runBlocking {
runCatching { journalBuffer.flushPending() }

}
dataEncryptor.dispose()

override suspend fun openReadSystemFile(name: String): InputStream = scope.run {
val path = Path(systemHiddenDirName, name).pathString
try {
openRead(path)
} catch (_: WallencException.Storage.FileNotFound) {
ByteArrayInputStream(ByteArray(0))
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308 }

309 }

310

311 override suspend fun openWriteSystemFile(name: String): OutputStream = scope.run {
312 val path = Path(systemHiddenDirName, name).pathString

313 systemHiddenFilesIsActual = false

314 return@run openWriteInternal(path, recordJournal = false).onClosing {
315 systemHiddenFilesIsActual = false

316 }

317 }

318

319 override suspend fun readSyncJournal(): StorageSyncJournal {

320 journalBuffer.flushPending()

321 return readSyncJournalUnchecked()

322 }

323

324 override suspend fun flushPendingSyncJournal() {

325 journalBuffer.flushPending()

326 }

327

328 override suspend fun putSyncJournalEntries(entries: StorageSyncJournal) {
329 journalBuffer.putEntries(entries)

330 }

331

332 private suspend fun readSyncJournalUnchecked(): StorageSyncJournal {

333 val bytes = readSystemFileBytesOrEmpty { openReadSystemFile(SYNC JOURNAL FILENAME) }
334 return StorageSyncJournalCodec.read(jackson, bytes)

335 }

336

337 private suspend fun writeSyncJournal(journal: StorageSyncJournal) {

338 openWriteSystemFile(SYNC JOURNAL FILENAME).use { out ->

339 jackson.writeValue(out, journal)

340 }

341 }

342

343 override suspend fun readSynclLock(): StorageSyncLock? {

344 val bytes = readSystemFileBytesOrEmpty { openReadSystemFile(SYNC LOCK FILENAME) }
345 if (bytes.isEmpty()) {

346 return null

347 }

348 return runCatching {

349 jackson.readValue(bytes, StorageSynclLock::class.java)

350 }.getOrNull()

351 }

352
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override suspend fun tryAcquireSyncLock(holderId: String, leaseUntil: Instant): Boolean

return syncLockMutex.withLock {

val current = readSyncLock()

val now = Instant.now()

val foreignLockActive = current != null &&
current.holderId != holderId &&
current.leaseUntil.isAfter(now) &&
current.updatedAt.plusSeconds (SYNC LOCK STALE TIMEOUT SECONDS).isAfter(now)

if (foreignLockActive) {
return@withLock false

}

val next = StorageSyncLock(
holderId = holderlId,
leaseUntil = leaseUntil,
updatedAt = now,

)

openWriteSystemFile(SYNC LOCK FILENAME).use { out ->
jackson.writeValue(out, next)

}

readSyncLock()?.holderId == holderlId

override suspend fun releaseSyncLock(holderId: String) {
syncLockMutex.withLock {
val current = readSyncLock() ?: return@withLock
if (current.holderId '= holderId) {
return@withLock
}
openWriteSystemFile(SYNC LOCK FILENAME).use { out ->
out.write(ByteArray(0))

override suspend fun forceClearSyncLock() {
syncLockMutex.withLock {
openWriteSystemFile(SYNC LOCK FILENAME).use { out ->
out.write(ByteArray(0))

private suspend fun appendSyncEntry(path: String, operation: StorageSyncOperation) {
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val cleanedPath = StorageSyncPaths.normalize(path)
if (!StorageSyncPaths.isSyncableUserPath(cleanedPath)) {
return
}
val sequence = journalBuffer.nextSequence()
val entry = journalBuffer.buildEntry(cleanedPath, operation, sequence)
journalBuffer.appendEntry(cleanedPath, entry)

private suspend fun openWriteInternal(path: String, recordJournal: Boolean):

OutputStream {

val stream = source.openWrite(encryptPath(path))
val encrypted = dataEncryptor.encryptStream(stream)
if (!recordJournal) {

return encrypted
}
return encrypted.onClosed {

scope. launch {

appendSyncEntry(path = path, operation = StorageSyncOperation.UPSERT)

private fun Iterable<IFile>.filterSystemHiddenFiles(): List<IFile> {
return this.filter { file ->
Ifile.metaInfo.path.contains(
systemHiddenDirName

private fun Iterable<IDirectory>.filterSystemHiddenDirs(): List<IDirectory> {
return this.filter { dir ->
'dir.metaInfo.path.contains(

systemHiddenDirName

private companion object {
private const val SYNC JOURNAL FILENAME = "sync-journal.json"
private const val SYNC LOCK FILENAME = "sync-lock.json"
private const val SYNC LOCK STALE TIMEOUT SECONDS: Long = 60 * 60
private val jackson = com.fasterxml.jackson.module.kotlin.jacksonObjectMapper()
.apply { findAndRegisterModules() }
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/local/LocalStorage.kt

package com.github.nullptroma.wallenc.domain.vault.storages.local

import com.github.nullptroma.wallenc.domain.vault.storages.common.BaseStorage

import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor

import kotlinx.coroutines.CoroutineDispatcher

import java.util.UUID

class LocalStorage(

) {

uuid: UUID,
val absolutePath: String,

ioDispatcher: CoroutineDispatcher,

: BaseStorage(

uuid = uuid,
ioDispatcher = ioDispatcher,
metaInfoFilePostfix = STORAGE INFO FILE POSTFIX,

private val accessor = LocalStorageAccessor(absolutePath, ioDispatcher)
override val accessor: IStorageAccessor = _accessor

override val isVirtualStorage: Boolean = false
override suspend fun init() {

_accessor.init()

super.init()

companion object {
const val STORAGE INFO FILE POSTFIX = ".storage-info"
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/local/LocalStorageAccessor.kt

package com.github.nullptroma.wallenc.domain.vault.storages.local

import com.
import com.
import com.

import com.

import com.
import com.

import com.

import

com.github.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

import com.

github.nullptroma.wallenc.domain.errors.WallencException
github.nullptroma.wallenc.domain.vault.storages.common.StorageSyncJournalBuffer
github.nullptroma.wallenc.domain.vault.storages.common.StorageSyncJournalCodec
github.nullptroma.wallenc.domain.vault.storages.common.readSystemFileBytesOrEmpty

fasterxml.jackson.core.JacksonException
fasterxml. jackson.module.kotlin.jacksonObjectMapper

fasterxml. jackson.module.kotlin.readValue

nullptroma.wallenc.domain.vault.utils.CloseHandledStreamExtension.Companion.onClo
github.nullptroma.wallenc.domain.common.impl.CommonDirectory
github.nullptroma.wallenc.domain.common.impl.CommonFile
github.nullptroma.wallenc.domain.common.impl.CommonMetaInfo
github.nullptroma.wallenc.domain.datatypes.DataPage
github.nullptroma.wallenc.domain.interfaces.IDirectory
github.nullptroma.wallenc.domain.interfaces.IFile
github.nullptroma.wallenc.domain.interfaces.IMetaInfo
github.nullptroma.wallenc.domain.interfaces.IStorageAccessor
github.nullptroma.wallenc.domain.datatypes.StorageSyncJournal
github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry
github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalMerge
github.nullptroma.wallenc.domain.datatypes.StorageSyncLock
github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation
github.nullptroma.wallenc.domain.datatypes.StorageSyncPaths
github.nullptroma.wallenc.domain.datatypes.StorageSyncRevision

import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.flow.Flow

import kotlinx.coroutines.sync.Mutex

import kotlinx.coroutines.sync.withLock

import kotlinx.coroutines.flow.MutableSharedFlow

import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.SharedFlow

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.flow.flow

import kotlinx.coroutines.flow.flowOn

import kotlinx.coroutines.launch

import kotlinx.coroutines.withContext

import java.io.File

import java.io.InputStream

640



42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86

import
import
import
import
import
import
import
import
import
import
import
import
import

import

java.io.OutputStream

java.nio
java.nio
java.nio
java.nio
java.nio
java.time.
java.time.
java.util.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.

io.
io.
io.
io.

io.

.ByteBuffer
.channels.FileChannel
.file.Files

.file.Path
.file.StandardOpenOption

Clock

Instant

UuID

path.Path
path.absolute
path.fileSize
path.pathString
path.relativeTo

class LocalStorageAccessor(

filesystemBasePath: String,

private val ioDispatcher: CoroutineDispatcher

) : IStorageAccessor {

private val syncActorId = UUID.randomUUID().toString()
private val filesystemBasePath: Path = Path(filesystemBasePath).normalize().absolute()

private val size = MutableStateFlow<Long?>(null)

override val size: StateFlow<Long?>

private val numberOfFiles = MutableStateFlow<Int?>(null)

override val numberOfFiles: StateFlow<Int?>

private val isAvailable = MutableStateFlow(false)

override val isAvailable:

private val filesUpdates = MutableSharedFlow<DataPage<IFile>>()

override val filesUpdates: SharedFlow<DataPage<IFile>>

private val dirsUpdates = MutableSharedFlow<DataPage<IDirectory>>()

override val dirsUpdates: SharedFlow<DataPage<IDirectory>>

private val journalBuffer = StorageSyncJournalBuffer(

suspend fun init() = withContext(ioDispatcher) {

syncActorId = syncActorld,

originStorageluid = null,

readJournal = { readSyncJournalUnchecked() },

writeJournal = { writeSyncJournal(it) },

_numberOfFiles

StateFlow<Boolean>

_isAvailable

_filesUpdates

_dirsUpdates
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// 3anyckaM CKaHWpoBaHWe XpaHwunuua

scanSizeAndNumOfFiles()

/**

* MpoBepseT cywecTBOBaHWe KOPHEBOro nyTu Storage B ¢ainoBon cucTemMe, u3MeHseT
_isAvailable

*/
private fun checkAvailable(): Boolean {
_isAvailable.value = filesystemBasePath.toFile().exists()

return _isAvailable.value

Vit
* Nepebupaet Bce dannbl B GpansioBoh cucTeMe
* @param dir cTapTOBbM KaTanor
* @param maxDepth MakcuMmanbHas rnybuHa (oTpuuatenbHoe ansa 6eckoHe4yHOW)
* @param callback MeTon obpaTHOro Bbi30Ba ANA Kaxporo daina M QUpeKTopuun
*/
private suspend fun scanFileSystem(
dir: File,
maxDepth: Int,
callback: suspend (File) -> Unit,
useCallbackForSelf: Boolean = true
) {
if (!dir.exists())

return

val children = dir.listFiles()
if (children != null) {

// BbI3BaTb KONNOGeK AN Kaxporo 3JsieMeHTa OUPEeKTopun
for (child in children) {
if(child.name '= SYSTEM HIDDEN DIRNAME)
callback(child)

if (useCallbackForSelf)
callback(dir)

if (maxDepth != 0) {
val nextMaxDepth = if (maxDepth > 0) maxDepth - 1 else maxDepth
for (child in children) {
if (child.isDirectory && child.name !'= SYSTEM HIDDEN DIRNAME) {
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scanFileSystem(child, nextMaxDepth, callback, false)

class LocalStorageFilePair private constructor(

}
}
}
} else if (useCallbackForSelf) {
callback(dir)
}
}
private
val file: File,
val metaFile: File,
val meta: CommonMetaInfo
) |

companion object {

private val jackson = jacksonObjectMapper().apply { findAndRegisterModules() }

fun fromFile(filesystemBasePath: Path, file: File): LocalStorageFilePair? {
if (!file.exists())
return null
if (file.name.endsWith(META INFO POSTFIX))
return fromMetaFile(filesystemBasePath, file)

val filePath = file.toPath()
val metaFilePath = Path(
if (file.isFile) {
file.absolutePath + META INFO POSTFIX

} else {

Path(file.absolutePath, META INFO POSTFIX).pathString

)
val metaFile

val metalnfo:

metaFilePath.toFile()
CommonMetaInfo

val storageFilePath = "/" + filePath.relativeTo(filesystemBasePath)

if ('metaFile.exists()) {

metaInfo
size
path
)

CommonMetaInfo(
filePath.fileSize(),
storageFilePath

jackson.writeValue(metaFile, metaInfo)

} else {

var readMeta: CommonMetaInfo

try {
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val reader = metaFile.bufferedReader()
readMeta = jackson.readValue(reader)
} catch (e: JacksonException) {

// ecnun ¢ann noBpexpéH - nepeco3paThb

CommonMetaInfo(
filePath.fileSize(),
path = storageFilePath

readMeta

size

)
jackson.writeValue(metaFile, readMeta)

}
metalInfo = readMeta
}
return LocalStorageFilePair(

file = file,
metaFile = metaFile,
meta = metalnfo

fun fromMetaFile(filesystemBasePath: Path, metaFile: File):
LocalStorageFilePair? {

if (!metaFile.exists())
return null
if (!metaFile.name.endsWith(META INFO POSTFIX))
return fromFile(filesystemBasePath, metaFile)
var pair: LocalStorageFilePair? = null
try {
val reader = metaFile.bufferedReader()
val metaInfo: CommonMetaInfo = jackson.readValue(reader)
val pathString = Path(filesystemBasePath.pathString,

metalnfo.path).pathString

val file = File(pathString)
if (!file.exists()) {
metaFile.delete()
} else {
pair = LocalStorageFilePair(
file = file,
metaFile = metaFile,
meta = metalInfo

}
} catch (e: JacksonException) {
metaFile.delete()

}

return pair
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221 fun from(filesystemBasePath: Path, anyFile: File): LocalStorageFilePair? {

222 return if (anyFile.name.endsWith(META INFO POSTFIX))

223 fromMetaFile(filesystemBasePath, anyFile)

224 else

225 fromFile(filesystemBasePath, anyFile)

226 }

227

228 fun from(filesystemBasePath: Path, storagePath: String): LocalStorageFilePair? {

229 val filePath = Path(filesystemBasePath.pathString, storagePath)

230 return from(filesystemBasePath, filePath.toFile())

231 }

232 }

233 }

234

235 /**

236 * Nepebupaet Bce ¢annbl M KaTtanoru B relativePath u Bo3BpawaeTr c MeTa-uHpopMauwuei

237 *

238 */

239 private suspend fun scanStorage(

240 baseStoragePath: String,

241 maxDepth: Int,

242 fileCallback: (suspend (File, CommonFile) -> Unit)? = null,

243 dirCallback: (suspend (File, CommonDirectory) -> Unit)? = null

244 ) {

245 if ('checkAvailable())

246 throw WallencException.Storage.NotAvailable()

247 val basePath = Path(_ filesystemBasePath.pathString, baseStoragePath)

248 val workedFiles = mutableSetOf<String>()

249 val workedMetaFiles = mutableSetOf<String>()

250

251 scanFileSystem(basePath.toFile(), maxDepth, { file ->

252 // Ecnn napHbiid ¢pann yxe 6bin obpaboTaH - ckun. 3TO MO3BOAUT He uuTaTb metaFile
OBaxXabl

253 _if (worke@File;.contains(file.absolutePath) ||
workedMetaFiles.contains(file.absolutePath)) {

254 return@scanFileSystem

255 }

256

257 val pair = LocalStorageFilePair.from( filesystemBasePath, file)

258 if (pair '= null) {

259 workedFiles.add(pair.file.absolutePath)

260 workedMetaFiles.add(pair.metaFile.absolutePath)

261

262 if (pair.file.isFile) {
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fileCallback?.invoke(pair.file, CommonFile(pair.meta))
} else {
dirCallback?.invoke(pair.file, CommonDirectory(pair.meta, null))

Iy

/¥
* Cymtaet dawnbl M ux pa3mep. He 6pocaeT ucknw4YeHWUs, ecnu ¢Gainsl HELOCTYMHsI
* @throws none Ecnu Bo3HMKNa owwbka, ocTaBnseT pa3Mep M KonuvecTBa dannoB pasBHbiMA null
*/
private suspend fun scanSizeAndNumOfFiles() = withContext(ioDispatcher) {
if (!checkAvailable()) {
_size.value = null
_numberOfFiles.value = null

return@withContext

var size = OL

var numOfFiles = 0

scanStorage(baseStoragePath = "/", maxDepth = -1, fileCallback = { , commonFile ->
size += commonFile.metalInfo.size

numOfFiles++

if (numOfFiles % DATA PAGE LENGTH == 0) {
_size.value = size

_numberOfFiles.value = numOfFiles

}

_size.value = size

_numberOfFiles.value = numOfFiles

override suspend fun getAllFiles(): List<IFile>
if (!checkAvailable())
return@withContext 1istO0f ()

withContext(ioDispatcher) {

val list = mutableListOf<IFile>()

scanStorage(baseStoragePath = "/", maxDepth

-1, fileCallback = { , commonFile ->

list.add(commonFile)

b
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308 return@withContext list

309 }

310

311 override suspend fun getFiles(path: String): List<IFile> = withContext(ioDispatcher) {
312 if (!'checkAvailable())

313 return@withContext 1istOf()

314

315 val list = mutablelListOf<IFile>()

316 scanStorage(baseStoragePath = path, maxDepth = 0, fileCallback = { _, commonFile ->
317 list.add(commonFile)

318 1)

319 return@withContext list

320 }

321

322 override fun getFilesFlow(path: String): Flow<DataPage<IFile>> = flow {
323 if (!checkAvailable())

324 return@flow

325

326 val buf = mutableListOf<IFile>()

327 var pageNumber = 0

328 scanStorage(baseStoragePath = path, maxDepth = 0, fileCallback = { _, commonFile ->
329 if (buf.size == DATA PAGE LENGTH) {
330 val page = DataPage(

331 list = buf.tolList(),

332 isLoading = false,

333 isError = false,

334 hasNext = true,

335 pageLength = DATA PAGE_LENGTH,
336 pageIndex = pageNumber++

337 )

338 emit(page)

339 buf.clear()

340 }

341 buf.add(commonFile)

342 })

343 // oTnpaBKa nocrefgHei CTpaHULbl

344 val page = DataPage(

345 list = buf.tolList(),

346 islLoading = false,

347 isError = false,

348 hasNext = false,

349 pageLength = DATA PAGE_LENGTH,

350 pageIndex = pageNumber++

351 )

352 emit(page)
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}.flowOn(ioDispatcher)

override suspend fun getAllDirs(): List<IDirectory> = withContext(ioDispatcher) {
if (!checkAvailable())
return@withContext 1istOf()

val list = mutableListOf<IDirectory>()

scanStorage(baseStoragePath = "/", maxDepth = -1, dirCallback = { _, localbir ->
list.add(localDir)

1)

return@withContext list

override suspend fun getDirs(path: String): List<IDirectory> = withContext(ioDispatcher)

if (!'checkAvailable())
return@withContext 1istOf()

val list = mutablelListOf<IDirectory>()

scanStorage(baseStoragePath = path, maxDepth = 0, dirCallback = { _, localbir ->
list.add(localDir)

b

return@withContext list

override fun getDirsFlow(path: String): Flow<DataPage<IDirectory>> = flow {
if (!'checkAvailable())

return@flow

val buf = mutableListOf<IDirectory>()
var pageNumber = 0
scanStorage(baseStoragePath = path, maxDepth = 0, dirCallback = { _, localbir ->
if (buf.size == DATA PAGE LENGTH) {
val page
list = buf.tolList(),
isLoading = false,

DataPage(

isError = false,
hasNext = true,
pageLength = DATA PAGE LENGTH,
pageIndex = pageNumber++
)
emit(page)
buf.clear()

}
buf.add(localDir)
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397 1)

398 // oTnpaBKa MocrefHen CTpPaHULbl

399 val page = DataPage(

400 list = buf.tolList(),

401 isLoading = false,

402 isError = false,

403 hasNext = false,

404 pageLength = DATA PAGE_LENGTH,

405 pageIndex = pageNumber++

406 )

407 emit(page)

408 }.flowOn(ioDispatcher)

409

410 override suspend fun getFileInfo(path: String): IFile {

411 val pair = LocalStorageFilePair.from( filesystemBasePath, path)
412 ?7: throw WallencException.Storage.UnexpectedState()
413 return CommonFile(

414 metaInfo = pair.meta,

415 )

416 }

417

418 override suspend fun getDirInfo(path: String): IDirectory {
419 val pair = LocalStorageFilePair.from(_ filesystemBasePath, path)
420 ?7: throw WallencException.Storage.UnexpectedState()
421 return CommonDirectory(

422 metaInfo = pair.meta,

423 elementsCount = null

424 )

425 }

426

427 override suspend fun setHidden(path: String, hidden: Boolean) {
428 val pair = LocalStorageFilePair.from( filesystemBasePath, path)
429 ?7: throw WallencException.Storage.UnexpectedState()
430 if (pair.meta.isHidden == hidden)

431 return

432 val newMeta = pair.meta.copy(isHidden = hidden)

433 writeMeta(pair.metaFile, newMeta)

434 _filesUpdates.emit(

435 DataPage(

436 list = listOf(

437 CommonFile(

438 metaInfo = newMeta

439 )

440 ),

441 pagelLength = 1,
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pageIndex = 0

private fun writeMeta(metaFile: File, meta: IMetalInfo) {
jackson.writeValue(metaFile, meta)

private suspend fun createFile(storagePath: String): CommonFile =
withContext(ioDispatcher) {

val path
val file = path.toFile()
if (file.exists() && file.isDirectory) {

Path( filesystemBasePath.pathString, storagePath)

throw WallencException.Storage.UnexpectedState()
} else if(!file.exists()) {

val parent = Path(storagePath).parent

createDir(parent.pathString)

file.createNewFile()

val cur = numberOfFiles.value

_numberOfFiles.value = if (cur == null) null else cur + 1

val pair = LocalStorageFilePair.from( filesystemBasePath, file)
?7: throw WallencException.Storage.UnexpectedState()

val newMeta = pair.meta.copy(lastModified = Clock.systemUTC().instant(), size
Files.size(pair.file.toPath()))

writeMeta(pair.metaFile, newMeta)
_filesUpdates.emit(
DataPage(
list = listOf(CommonFile(pair.meta)),
pagelLength = 1,
pageIndex = 0

)
return@withContext CommonFile(newMeta)

private suspend fun createDir(storagePath: String): CommonDirectory =
withContext(ioDispatcher) {

Path( filesystemBasePath.pathString, storagePath)
val file = path.toFile()
if (file.exists() && !file.isDirectory) {

val path

throw WallencException.Storage.UnexpectedState()
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485 } else if(!file.exists()) {

486 Files.createDirectories(path)

487 }

488

489 val pair = LocalStorageFilePair.from(_ filesystemBasePath, file)

490 ?7: throw WallencException.Storage.UnexpectedState()

491 val newMeta = pair.meta.copy(lastModified = Clock.systemUTC().instant())
492 writeMeta(pair.metaFile, newMeta)

493 _dirsUpdates.emit(

494 DataPage(

495 list = listOf(CommonDirectory(pair.meta, null)),

496 pageLength = 1,

497 pageIndex = 0

498 )

499 )

500 return@withContext CommonDirectory(newMeta, 0)

501 }

502

503 override suspend fun touchFile(path: String): Unit = withContext(ioDispatcher) {
504 touchFileInternal(path, recordJournal = true)

505 }

506

507 private suspend fun touchFileInternal(path: String, recordJournal: Boolean) {
508 createFile(path)

509

510 if (recordJournal) {

511 appendSyncEntry(path = path, operation = StorageSyncOperation.UPSERT)
512 }

513

514 // nepebop BCe KaTanoros M OOHOBNEHME WX BPEMEHU MopuduKkauuu

515 var parent = Path(path).parent

516 while(parent != null) {

517 touchDir(parent.pathString)

518 parent = parent.parent

519 }

520 }

521

522 override suspend fun touchDir(path: String): Unit = withContext(ioDispatcher) {
523 createDir(path)

524 }

525

override suspend fun delete(path: String, recordSyncJournal: Boolean) =

226 withContext(ioDispatcher) {
527 if (path == "/" || path.isBlank()) {
528 throw WallencException.Storage.DeleteRootForbidden()
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}
val pair = LocalStorageFilePair.from(_ filesystemBasePath, path)
if (pair !'= null) {
if (pair.file.isDirectory) pair.file.deleteRecursively()
else pair.file.delete()
pair.metaFile.delete()
scanSizeAndNumOfFiles()
if (recordSyncJournal) {
appendSyncEntry(path = path, operation = StorageSyncOperation.DELETE)

override suspend fun openWrite(path: String, recordSyncJournal: Boolean): OutputStream =

withContext(ioDispatcher) {

touchFileInternal(path, recordJournal = false)
val pair = LocalStorageFilePair.from(_ filesystemBasePath, path)
?7: throw WallencException.Storage.FileNotFound()
return@withContext pair.file.outputStream().onClosed {
CoroutineScope(ioDispatcher).launch {
touchFileInternal(path, recordJournal = false)
scanSizeAndNumOfFiles()
if (recordSyncJournal) {
appendSyncEntry(path = path, operation = StorageSyncOperation.UPSERT)

override suspend fun openRead(path: String): InputStream = withContext(ioDispatcher) {
val pair = LocalStorageFilePair.from( filesystemBasePath, path)
?7: throw WallencException.Storage.FileNotFound()
return@withContext pair.file.inputStream()

override suspend fun moveToTrash(path: String, recordSyncJournal: Boolean) =

withContext(ioDispatcher) {

val pair = LocalStorageFilePair.from( filesystemBasePath, path)
?7: throw WallencException.Storage.FileNotFound()

val newMeta = pair.meta.copy(isDeleted = true)

writeMeta(pair.metaFile, newMeta)

if (recordSyncJournal) {

appendSyncEntry(path = path, operation = StorageSyncOperation.TRASH)
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override suspend fun openReadSystemFile(name: String): InputStream =

>3 withContext(ioDispatcher) {

574 val dirPath = filesystemBasePath.resolve(SYSTEM HIDDEN DIRNAME)

575 val path = dirPath.resolve(name)

576 val file = path.toFile()

577 if (!'file.exists()) {

578 throw WallencException.Storage.FileNotFound()

579 }

580 return@withContext file.inputStream()

581 }

582

583 _ override.sugpend fun openWriteSystemFile(name: String): OutputStream =
withContext(ioDispatcher) {

584 val dirPath = filesystemBasePath.resolve(SYSTEM HIDDEN DIRNAME)

585 val path = dirPath.resolve(name)

586 val file = path.toFile()

587 if(!file.exists()) {

588 Files.createDirectories(dirPath)

589 file.createNewFile()

590 }

591

592 return@withContext file.outputStream()

593 }

594

595 override suspend fun readSyncJournal(): StorageSyncJournal = withContext(ioDispatcher) {

596 journalBuffer.flushPending()

597 readSyncJournalUnchecked()

598 }

599

600 override suspend fun flushPendingSyncJournal() = withContext(ioDispatcher) {

601 journalBuffer.flushPending()

602 }

603

604 _ override.sugpend fun putSyncJournalEntries(entries: StorageSyncJournal) =
withContext(ioDispatcher) {

605 journalBuffer.putEntries(entries)

606 }

607

608 private suspend fun readSyncJournalUnchecked(): StorageSyncJournal {

609 val bytes = readSystemFileBytesOrEmpty { openReadSystemFile(SYNC JOURNAL FILENAME) }

610 return StorageSyncJournalCodec.read(jackson, bytes)

611 }

612

613 private suspend fun writeSyncJournal(journal: StorageSyncJournal) {

614 openWriteSystemFile(SYNC JOURNAL FILENAME).use { out ->

615 jackson.writeValue(out, journal)
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override suspend fun readSynclLock(): StorageSyncLock? = withContext(ioDispatcher) {

val bytes =

readSystemFileBytesOrEmpty { openReadSystemFile(SYNC LOCK FILENAME) }

if (bytes.isEmpty()) {
return@withContext null

}

return@withContext runCatching {

jackson.

readValue<StorageSyncLock>(bytes)

}.getOrNull()

override suspend fun tryAcquireSyncLock(holderId: String, leaseUntil: Instant): Boolean
= withContext(ioDispatcher) {

val lockPath = systemLockPath()

Files.createDirectories(lockPath.parent)

FileChannel.

open (

lockPath,
StandardOpenOption.CREATE,
StandardOpenOption.READ,
StandardOpenOption.WRITE,

) .use { channel ->
val fileLock = channel.lock()

try {
val
val

val

current = readSyncLockFromChannel(channel)
now = Instant.now()

foreignLockActive = current != null &&
current.holderId != holderId &&
current.leaseUntil.isAfter(now) &&

current.updatedAt.plusSeconds (SYNC LOCK STALE TIMEOUT SECONDS).isAfter(now)
if (foreignLockActive) {

return@withContext false

writeSyncLockToChannel(

)

channel = channel,

lock = StorageSynclLock(
holderId = holderlId,
leaseUntil = leaseUntil,
updatedAt = now,

),

return@withContext true
} finally {
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filelLock. release()

override suspend fun releaseSyncLock(holderId: String) = withContext(ioDispatcher) {

val lockPath = systemLockPath()
Files.createDirectories(lockPath.parent)
FileChannel.open(
lockPath,
StandardOpenOption.CREATE,
StandardOpenOption.READ,
StandardOpenOption.WRITE,
) .use { channel ->
val fileLock = channel. lock()
try {

val current = readSyncLockFromChannel(channel) ?: return@withContext
if (current.holderId '= holderId) {

return@withContext
}
channel.truncate(0)
channel.force(true)
} finally {

filelLock. release()

override suspend fun forceClearSynclLock() =
val lockPath = systemLockPath()
if (!Files.exists(lockPath)) {
return@withContext
}
Files.createDirectories(lockPath.parent)
FileChannel.open(
lockPath,
StandardOpenOption.READ,
StandardOpenOption.WRITE,
) .use { channel ->
val fileLock = channel. lock()
try {
channel.truncate(0)
channel.force(true)
} finally {
filelLock.release()
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705 }

706 }

707 }

708

709 private fun systemLockPath(): Path =

710 _filesystemBasePath.resolve(SYSTEM HIDDEN DIRNAME).resolve(SYNC LOCK FILENAME)
711

712 private fun readSyncLockFromChannel(channel: FileChannel): StorageSyncLock? {
713 channel.position(0)

714 val size = channel.size().toInt()

715 if (size <= 0) {

716 return null

717 }

718 val buffer = ByteBuffer.allocate(size)

719 while (buffer.hasRemaining()) {

720 val read = channel.read(buffer)

721 if (read <= 0) break

722 }

723 val bytes = buffer.array().copyOf(buffer.position())
724 if (bytes.isEmpty()) {

725 return null

726 }

return runCatching { jackson.readValue(bytes,

27 StorageSynclLock: :class.java) }.getOrNull()

728 }

729

730 private fun writeSyncLockToChannel(channel: FileChannel, lock: StorageSyncLock) {
731 val bytes = jackson.writeValueAsBytes(lock)

732 channel.truncate(0)

733 channel.position(0)

734 channel.write(ByteBuffer.wrap(bytes))

735 channel. force(true)

736 }

737

738 private suspend fun appendSyncEntry(path: String, operation: StorageSyncOperation) {
739 val cleanedPath = StorageSyncPaths.normalize(path)

740 if (!StorageSyncPaths.isSyncableUserPath(cleanedPath)) {

741 return

742 }

743 val sequence = journalBuffer.nextSequence()

744 val entry = journalBuffer.buildEntry(cleanedPath, operation, sequence)
745 journalBuffer.appendEntry(cleanedPath, entry)

746 }

747

748 companion object {
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// ®annsl,

XpaHunuue
private
private
private
private
private
private

private

const
const
const
const
const
const

KOTOpbIE

val
val
val
val
val
val

MOXHO MCNOJb30BaTb Ond 4YTeHUAa U 3annucu, HO He 0T06pamachn B

SYSTEM HIDDEN DIRNAME = "wallenc-local-storage-meta-dir"
META INFO POSTFIX = ".wallenc-meta"

DATA PAGE LENGTH = 10

SYNC_JOURNAL FILENAME = "sync-journal.json"

SYNC LOCK FILENAME = "sync-lock.json"

SYNC_LOCK STALE_TIMEOUT SECONDS: Long = 60 * 60

val jackson = jacksonObjectMapper().apply { findAndRegisterModules() }
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/yandex/YandexStorage.kt

package com.github.nullptroma.wallenc.domain.vault.storages.yandex

import
com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr

import com.github.nullptroma.wallenc.domain.vault.storages.common.BaseStorage
import com.github.nullptroma.wallenc.domain.vault.storages.local.LocalStorage
import com.github.nullptroma.wallenc.domain.interfaces.IStorageAccessor
import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.flow.StateFlow

import java.util.UUID

class YandexStorage(
uuid: UUID,
private val repo: YandexDiskRepository,
vaultAvailability: StateFlow<Boolean>,
private val ioDispatcher: CoroutineDispatcher,
accessorScope: CoroutineScope,
private val reportAuthFailure: () -> Unit,

) : BaseStorage(
uuid = uuid,
ioDispatcher = ioDispatcher,
metaInfoFilePostfix = LocalStorage.STORAGE INFO FILE POSTFIX,

) {

private val accessor = YandexStorageAccessor(
storageluid = uuid,
repo = repo,
ioDispatcher = ioDispatcher,
vaultAvailability = vaultAvailability,
accessorScope = accessorScope,
reportAuthFailure = reportAuthFailure,

)

override val accessor: IStorageAccessor = _accessor

override val isVirtualStorage: Boolean = false
override suspend fun init() {

_accessor.init()

super.init()
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/storages/yandex/YandexStorageAccessor.kt

package com.github.nullptroma.wallenc.domain.vault.storages.yandex

import
import
import
import

import

import
import
import

import

com.github.

import

com.github.

import

com.github.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

com

com

com

com

com

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

.github.nullptroma
.github.nullptroma
.github.nullptroma
.github.nullptroma
.github.nullptroma

fasterxml.jackson
github.nullptroma
github.nullptroma

.wallenc.domain.errors.WallencException
.wallenc.domain.vault.errors.toVaultWallencException
.wallenc.domain.vault.storages.common.StorageSyncJournalBuffer
.wallenc.domain.vault.storages.common.StorageSyncJournalCodec

.wallenc.domain.vault.storages.common.readSystemFileBytesOrEmpty

.module.kotlin. jacksonObjectMapper
.wallenc.domain.vault.network.yandexdisk.YandexDiskAuthException

.wallenc.domain.vault.network.yandexdisk.dto.ResourceDto

nullptroma.wallenc.domain.vault.network.yandexdisk.dto.YandexVaultPersistedStats

nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositor

nullptroma.wallenc.domain.vault.utils.CloseHandledStreamExtension.Companion.onClo

github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma
github.nullptroma

.wallenc.domain.common.impl.CommonDirectory
.wallenc.domain.common.impl.CommonFile
.wallenc.domain.common.impl.CommonMetaInfo
.wallenc.domain.datatypes.DataPage
.wallenc.domain.interfaces.IDirectory
.wallenc.domain.interfaces.IFile
.wallenc.domain.interfaces.IStorageAccessor
.wallenc.domain.datatypes.StorageSyncJournal
.wallenc.domain.datatypes.StorageSyncPaths
.wallenc.domain.datatypes.StorageSyncLock
.wallenc.domain.datatypes.StorageSyncOperation

kotlinx.coroutines.CancellationException

kotlinx.coroutines.CoroutineDispatcher

kotlinx.coroutines.CoroutineScope

kotlinx.coroutines.Job

kotlinx.coroutines.delay

kotlin.coroutines.coroutineContext

kotlinx.coroutines.ensureActive

kotlinx.coroutines.flow.Flow

kotlinx.coroutines.flow.FlowCollector

kotlinx.coroutines.flow.MutableSharedFlow

kotlinx.coroutines.flow.MutableStateFlow

kotlinx.coroutines.flow.SharingStarted

kotlinx.coroutines.flow.SharedFlow

kotlinx.coroutines.flow.StateFlow

kotlinx.coroutines.flow.combine
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import kotlinx.coroutines.flow.flow
import kotlinx.coroutines.flow.flowOn
import kotlinx.coroutines.flow.stateIn
import kotlinx.coroutines.launch
import kotlinx.coroutines.runBlocking
import kotlinx.coroutines.withContext
import kotlinx.coroutines.sync.Mutex
import kotlinx.coroutines.sync.withLock
import kotlinx.coroutines.withContext
import java.io.ByteArrayOutputStream
import java.io.File

import java.io.FileNotFoundException
import java.io.FileOutputStream

import java.io.IOException

import java.io.InputStream

import java.io.OutputStream

import java.time.Instant

import java.util.UUID

import kotlin.jvm.Volatile

/**
* Peanusaums [IStorageAccessor] gns pepesa dannoe "app:/<storageUuid>/.." Ha fHpekc.[ucke.
*
* [isAvailable] obbeguHaeT pOCTynHOCTb yganéHHoro xpaHunuwa ([vaultAvailabilityl])
* W ycnewHyw NoKanbHyw WHuumanu3auumio ([storageReady]) 3Toro akceccopa.
*/
class YandexStorageAccessor (
private val storageUuid: UUID,
private val repo: YandexDiskRepository,
private val ioDispatcher: CoroutineDispatcher,
vaultAvailability: StateFlow<Boolean>,
private val accessorScope: CoroutineScope,
private val reportAuthFailure: () -> Unit,
) : IStorageAccessor {
private val syncActorId = UUID.randomUUID().toString()
private val syncLockMutex = Mutex()

private val diskRoot = "app:/$storageUuid"

private val size = MutableStateFlow<Long?>(null)

override val size: StateFlow<Long?> = size

private val numberOfFiles = MutableStateFlow<Int?>(null)

override val numberOfFiles: StateFlow<Int?> = numberOfFiles
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86 private val storageReady = MutableStateFlow(false)

87

88 override val isAvailable: StateFlow<Boolean> =

89 combine(vaultAvailability, storageReady) { vaultOk, ready -> vaultOk && ready }

90 .stateIn(accessorScope, SharingStarted.Eagerly, false)

91

92 private val filesUpdates = MutableSharedFlow<DataPage<IFile>>()

93 override val filesUpdates: SharedFlow<DataPage<IFile>> = filesUpdates

94

95 private val dirsUpdates = MutableSharedFlow<DataPage<IDirectory>>()

96 override val dirsUpdates: SharedFlow<DataPage<IDirectory>> = dirsUpdates

97

98 private var statsPersistJob: Job? = null

99

100 private val journalBuffer = StorageSyncJournalBuffer(

101 syncActorId = syncActorld,

102 originStorageluid = storageUuid,

103 readJournal = { readSyncJournalUnchecked() },

104 writeJournal = { writeSyncJournal(it) },

105 )

106

107 @Volatile

108 private var systemDirEnsured: Boolean = false

109

110 suspend fun init() = withContext(ioDispatcher) {

111 try {

112 val persisted = readPersistedStats()

113 if (persisted != null) {

114 _size.value = persisted.totalBytes

115 _numberOfFiles.value = persisted.fileCount

116 } else {

117 try {

118 scanSizeAndNumOfFiles()

119 writePersistedStatsInternal()

120 } catch (e: CancellationException) {

121 throw e

122 } catch (_: Exception) {

123 i // TonHbin obxop pepeBa He oba3aTeneH pns paboThl; NpuM TaMMayTe ceTu
storage ocTaértcs LOCTYMHbIM.

124 }

125 }

126 _storageReady.value = true

127 } catch (e: YandexDiskAuthException) {

128 reportAuthFailure()

129 _storageReady.value = false
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throw WallencException.Auth.Failed()
} catch (e: Exception) {

_storageReady.value = false

throw e.toVaultWallencException()

private inline fun <T> guard(block: () -> T): T {
try {
return block()
} catch (e: CancellationException) {
throw e
} catch (e: YandexDiskAuthException) {
reportAuthFailure()
throw WallencException.Auth.Failed()
} catch (e: Throwable) {
throw e.toVaultWallencException()

private fun toDiskPath(rel: String): String {
val tail = when {
rel.isBlank() || rel == "/" -> ""
else -> rel.trimStart('/")
}
// KopeHb XxpaHunuuwa — KaTanor B app:; mna list/get API cTabunbHee C 3aBepuwanwmm «/».
return if (tail.isEmpty()) "$diskRoot/" else "$diskRoot/$tail"

private fun toRelPath(diskPath: String): String {

val u = storageUuid.toString()

val app = "app:/$u/"

if (diskPath.startsWith(app)) {
val tail = diskPath.removePrefix(app).removeSuffix("/")
return if (tail.isEmpty()) "/" else "/$tail"”

}

val needle = "/$u/"

val i = diskPath.indexOf(needle)

if (i >=0) {
val tail = diskPath.substring(i + needle.length).removeSuffix("/")
return if (tail.isEmpty()) "/" else "/$tail"

}

val needleEnd = "/$u"

if (diskPath.endsWith(needleEnd, ignoreCase = true)) {

return "/"
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200
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}

return "/"

private fun isSystemDiskPath(diskPath: String?): Boolean {

if (diskPath == null) return false

return diskPath.contains("/$SYSTEM HIDDEN DIRNAME/") ||
diskPath.endsWith("/$SYSTEM HIDDEN DIRNAME")

private fun isSystemRel(rel: String): Boolean =
rel == "/$SYSTEM HIDDEN DIRNAME" ||

rel.startsWith("/$SYSTEM HIDDEN DIRNAME/")

private suspend fun ensureSystemDirExists() {

if (systemDirEnsured) return

val p = toDiskPath("/$SYSTEM HIDDEN DIRNAME")
if (quard { repo.getOrNull(p) }7?.type == "dir") {

systemDirEnsured = true
return
}
guard { repo.createFolder(p) }
systemDirEnsured = true

private fun statsDiskPath(): String = toDiskPath("/$SYSTEM HIDDEN DIRNAME/

$STATS FILENAME")

private suspend fun readPersistedStats(): YandexVaultPersistedStats? {

val meta = guard { repo.getOrNull(statsDiskPath()) } ?: return null

if (meta.type != "file") return null

return try {
guard {

repo.openDownloadStream(statsDiskPath()).use {

statsMapper.readValue(it, YandexVaultPersistedStats::class.java)

}
} catch (_: Exception) {
null

private suspend fun writePersistedStatsInternal() {

ensureSystemDirExists()

val bytes = statsMapper.writeValueAsBytes(

YandexVaultPersistedStats(
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totalBytes = size.value 7: OL,

fileCount = numberOfFiles.value 7: 0,

),
)

guard { repo.uploadBytes(statsDiskPath(), bytes, overwrite = true) }

private suspend fun persistStatsImmediate() {
statsPersistJob?.cancel()
statsPersistJob = null

writePersistedStatsInternal()

private fun scheduleStatsPersist() {

statsPersistJob?.cancel()

statsPersistJob = accessorScope.launch(ioDispatcher) {

delay (STATS DEBOUNCE MS)

try {
writePersistedStatsInternal()

} catch (e: CancellationException) {
throw e

} catch (e: YandexDiskAuthException) {
reportAuthFailure()
throw e

} catch (_: Exception) {

// 3anucb stats — best-effort; ceteBbie cboum He poHseM npouecc.

J**

* CyMMa pa3MepoB M 4uCio nofib3oBaTenbCkux ¢annos B noppepese [relDir]

cuntaetcsa dannom).

*/

private suspend fun sumSubtreeStats(relDir: String):

var fileCount = 0

var totalBytes = OL

val queue = ArrayDeque<String>()

queue.add(relDir)

while (queue.isNotEmpty()) {
coroutineContext.ensureActive()
val rel = queue.removeFirst()

if (isSystemRel(rel)) continue

Pair<Int, Long> {

val (files, dirs) = listImmediateChildren(rel)

for (d in dirs) {
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263 if (!isSystemRel(d.metaInfo.path)) queue.add(d.metalnfo.path)
264 }

265 for (f in files) {

266 if (!isSystemRel(f.metaInfo.path)) {
267 fileCount++

268 totalBytes += f.metalnfo.size
269 }

270 }

271 }

272 return fileCount to totalBytes

273 }

274

275 private suspend fun scanSizeAndNumOfFiles() {
276 var totalSize = OL

277 var count = 0

278 val queue = ArrayDeque<String>()

279 queue.add("/")

280 while (queue.isNotEmpty()) {

281 val rel = queue.removeFirst()

282 if (isSystemRel(rel)) continue

283 val (files, dirs) = listImmediateChildren(rel)
284 for (d in dirs) {

285 if (!isSystemRel(d.metaInfo.path)) queue.add(d.metalnfo.path)
286 }

287 for (f in files) {

288 if (!isSystemRel(f.metaInfo.path)) {
289 totalSize += f.metalnfo.size

290 count++

291 }

292 }

293 }

294 _size.value = totalSize

295 _numberOfFiles.value = count

296 }

297

private suspend fun listImmediateChildren(relDir: String): Pair<List<IFile>,

298 List<IDirectory>> {

299 val diskPath = toDiskPath(relDir)

300 val files = mutableListOf<IFile>()

301 val dirs = mutableListOf<IDirectory>()

302 var offset = 0

303 while (true) {

304 coroutineContext.ensureActive()

305 val res = guard { repo.list(diskPath, API LIST LIMIT, offset) }
306 val items = res.embedded?.items.orEmpty()
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307 for (it in items) {

308 if (isSystemDiskPath(it.path)) continue

309 val rel = toRelPath(it.path ?: continue)

310 if (isSystemRel(rel)) continue

311 when (it.type) {

312 "file" -> files.add(it.toCommonFile(rel))

313 "dir" -> dirs.add(it.toCommonDir(rel))

314 }

315 }

316 if (items.size < API LIST LIMIT) break

317 offset += items.size

318 }

319 return files to dirs

320 }

321

322 private suspend fun getMetadataAfterWrite(diskPath: String): ResourceDto {
323 val maxAttempts = 3

324 repeat (maxAttempts) { attempt ->

325 try {

326 return guard { repo.get(diskPath) }

327 } catch (e: FileNotFoundException) {

328 if (attempt == maxAttempts - 1) throw e

329 delay(200L * (attempt + 1))

330 }

331 }

332 error("unreachable")

333 }

334

335 private fun ResourceDto.toCommonFile(rel: String): CommonFile =
336 CommonFile(

337 CommonMetaInfo(

338 size = size 7: OL,

339 isDeleted = boolProp(customProperties, PROP DELETED),
340 isHidden = boolProp(customProperties, PROP HIDDEN),
341 lastModified = modified 7: created ?: Instant.EPOCH,
342 path = rel,

343 ),

344 )

345

346 private fun ResourceDto.toCommonDir(rel: String): CommonDirectory =
347 CommonDirectory(

348 CommonMetaInfo(

349 size = OL,

350 isDeleted = boolProp(customProperties, PROP DELETED),
351 isHidden = boolProp(customProperties, PROP HIDDEN),
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352 lastModified = modified 7: created ?: Instant.EPOCH,

353 path = rel,

354 ),

355 elementsCount = null,

356 )

357

358 private fun boolProp(props: Map<String, Any?>?, key: String): Boolean {
359 val v = props?.get(key) ?7: return false

360 return when (v) {

361 is Boolean -> v

362 is String -> v.equals("true", ignoreCase = true)

363 else -> v.toString().equals("true", ignoreCase = true)

364 }

365 }

366

367 override suspend fun getAllFiles(): List<IFile> = withContext(ioDispatcher) {
368 val out = mutableListOf<IFile>()

369 val queue = ArrayDeque<String>()

370 queue.add("/")

371 while (queue.isNotEmpty()) {

372 val rel = queue.removeFirst()

373 if (isSystemRel(rel)) continue

374 val (files, dirs) = listImmediateChildren(rel)

375 out.addAll(files.filter { !isSystemRel(it.metaInfo.path) })

376 for (d in dirs) {

377 if (!isSystemRel(d.metaInfo.path)) queue.add(d.metalnfo.path)
378 }

379 }

380 out

381 }

382

383 override suspend fun getFiles(path: String): List<IFile> = withContext(ioDispatcher) {
384 listImmediateChildren(path).first

385 }

386

387 override fun getFilesFlow(path: String): Flow<DataPage<IFile>> = flow {
388 val all = try {

389 withContext(ioDispatcher) { listImmediateChildren(path).first }
390 } catch (e: CancellationException) {

391 throw e

392 } catch (_: Exception) {

393 emit(filesFlowErrorPage())

394 return@flow

395 }

396 emitAllFilesPages(all)

667



397 }.flowOn(ioDispatcher)

398

399 override suspend fun getAllDirs(): List<IDirectory> = withContext(ioDispatcher) {
400 val out = mutableListOf<IDirectory>()

401 val queue = ArrayDeque<String>()

402 queue.add("/")

403 while (queue.isNotEmpty()) {

404 val rel = queue.removeFirst()

405 if (isSystemRel(rel)) continue

406 val ( , dirs) = listImmediateChildren(rel)

407 for (d in dirs) {

408 if (!isSystemRel(d.metaInfo.path)) {

409 out.add(d)

410 queue.add(d.metaInfo.path)

411 }

412 }

413 }

414 out

415 }

416

417 . override suspend fun getDirs(path: String): List<IDirectory> = withContext(ioDispatcher)
418 listImmediateChildren(path).second

419 }

420

421 override fun getDirsFlow(path: String): Flow<DataPage<IDirectory>> = flow {
422 val all = try {

423 withContext(ioDispatcher) { listImmediateChildren(path).second }
424 } catch (e: CancellationException) {

425 throw e

426 } catch (_: Exception) {

427 emit(dirsFlowErrorPage())

428 return@flow

429 }

430 emitAllDirsPages(all)

431 }.flowOn(ioDispatcher)

432

433 override suspend fun getFileInfo(path: String): IFile = withContext(ioDispatcher) {
434 val r = guard { repo.get(toDiskPath(path)) }

435 if (r.type != "file") throw WallencException.Storage.NotAFile()

436 r.toCommonFile(path)

437 }

438

439 override suspend fun getDirInfo(path: String): IDirectory = withContext(ioDispatcher) {
440 val r = guard { repo.get(toDiskPath(path)) }
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if (r.type != "dir") throw WallencException.Storage.NotADirectory()
r.toCommonDir(path)

override suspend fun setHidden(path: String, hidden: Boolean) =
withContext(ioDispatcher) {

patchCustomProps (
path,
mapOf (PROP_HIDDEN to if (hidden) "true" else "false"),
)
val f = getFileInfo(path)
_filesUpdates.emit(
DataPage(listOf(f), pageLength = 1, pagelIndex = 0),

override suspend fun touchFile(path: String): Unit = withContext(ioDispatcher) {

touchParentDirs(path)

var created = false

try {
guard { repo.uploadBytes(toDiskPath(path), ByteArray(0), overwrite = false)
created = true

} catch (_: Exception) {
// Gann yxe ecTb — OK

}

if (created) {
_numberOfFiles.value = ( _numberOfFiles.value ?: 0) + 1
persistStatsImmediate()
appendSyncEntry(path = path, operation = StorageSyncOperation.UPSERT)

override suspend fun touchDir(path: String): Unit = withContext(ioDispatcher) {
val segments = pathSegments(path)
var acc = ""
for (seg in segments) {
acc += "/$seg"
val diskPath = toDiskPath(acc)
when (guard { repo.getOrNull(diskPath) }7.type) {
"dir" -> continue
"file" -> throw WallencException.Storage.PathIsFile()

else -> guard { repo.createFolder(diskPath) }
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485

override suspend fun delete(path: String, recordSyncJournal: Boolean) =

486 withContext(ioDispatcher) {

487 if (path == "/" || path.isBlank()) {

488 throw WallencException.Storage.DeleteRootForbidden()

489 }

490 val diskPath = toDiskPath(path)

491 val prior = guard { repo.getOrNull(diskPath) }

492 if (prior != null) {

493 when (prior.type) {

494 "file" -> {

495 val sz = prior.size ?7: OL

496 _size.value = ((_size.value ?7: OL) - sz).coerceAtLeast(0OL)

497 _numberOfFiles.value = ((_numberOfFiles.value ?: 0) -
1) .coerceAtLeast(0)

498 }

499 "dir" -> {

500 val (fc, total) = sumSubtreeStats(path)

501 _size.value = ((_size.value 7: OL) - total).coerceAtLeast(OL)

502 _numberOfFiles.value = ((_numberOfFiles.value ?: 0) -
fc).coerceAtLeast (0)

503 }

504 }

505 }

506 guard { repo.delete(diskPath, permanently = true) }

507 scheduleStatsPersist()

508 if (recordSyncJournal) {

509 appendSyncEntry(path = path, operation = StorageSyncOperation.DELETE)

510 }

511 }

512

513 _ override.sugpend fun openWrite(path: String, recordSyncJournal: Boolean): OutputStream =
withContext(ioDispatcher) {

514 touchParentDirs(path)

515 val tmp = File.createTempFile("wallenc-yandex-", ".upload")

516 val fos = FileOutputStream(tmp)

517 fos.onClosed {

518 runCommitAfterStreamClosed {

519 commitUploadedFile(path, tmp, recordSyncJournal)

520 }

521 }

522 }

523

524 override suspend fun openRead(path: String): InputStream = withContext(ioDispatcher) {

525 guard { repo.openDownloadStream(toDiskPath(path)) }

526 }
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568

override suspend fun moveToTrash(path: String, recordSyncJournal: Boolean) =
withContext(ioDispatcher) {

patchCustomProps(path, mapOf(PROP _DELETED to "true"))
if (recordSyncJournal) {
appendSyncEntry(path = path, operation = StorageSyncOperation.TRASH)

override suspend fun openReadSystemFile(name: String): InputStream =
withContext(ioDispatcher) {

ensureSystemDirExists()

val rel = "/$SYSTEM HIDDEN DIRNAME/$name"

val diskPath = toDiskPath(rel)

when (gquard { repo.getOrNull(diskPath) }7?.type) {
"file" -> guard { repo.openDownloadStream(diskPath) }
null -> throw WallencException.Storage.FileNotFound()
else -> throw WallencException.Storage.FileNotFound()

override suspend fun openWriteSystemFile(name: String): OutputStream =
withContext(ioDispatcher) {

ensureSystemDirExists()
val rel = "/$SYSTEM HIDDEN DIRNAME/$name"
val uploadBuffer = ByteArrayOutputStream()
uploadBuffer.onClosed {

val bytes = uploadBuffer.toByteArray()

val diskPath = toDiskPath(rel)

runCommitAfterStreamClosed {

guard { repo.uploadBytes(diskPath, bytes, overwrite = true) }

override suspend fun readSyncJournal(): StorageSyncJournal = withContext(ioDispatcher) {

journalBuffer.flushPending()

readSyncJournalUnchecked()

override suspend fun flushPendingSyncJournal() = withContext(ioDispatcher) {

journalBuffer.flushPending()

override suspend fun putSyncJournalEntries(entries: StorageSyncJournal) =
withContext(ioDispatcher) {
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569 journalBuffer.putEntries(entries)

570 }

571

572 private suspend fun readSyncJournalUnchecked(): StorageSyncJournal {

573 val bytes = readSystemFileBytesOrEmpty { openReadSystemFile(SYNC JOURNAL FILENAME) }

574 return StorageSyncJournalCodec.read(statsMapper, bytes)

575 }

576

577 private suspend fun writeSyncJournal(journal: StorageSyncJournal) {

578 openWriteSystemFile(SYNC JOURNAL FILENAME).use { out ->

579 statsMapper.writeValue(out, journal)

580 }

581 }

582

583 override suspend fun readSyncLock(): StorageSyncLock? = withContext(ioDispatcher) {

584 val bytes = readSystemFileBytesOrEmpty { openReadSystemFile(SYNC LOCK FILENAME) }

585 if (bytes.isEmpty()) {

586 return@withContext null

587 }

588 return@withContext runCatching {

589 statsMapper.readValue(bytes, StorageSynclLock::class.java)

590 }.getOrNull()

591 }

592

593 /**

594 * Best-effort lock Ha [ncke (read-modify-write 6e3 CAS Ha cTopoHe API).

595 * MeXyCTpOWCTBEHHas KoopauHauus onupaeTtcs Ha [StorageSyncEngine] mutex B npouecce.

596 */

597 .override sgspgnd fun tryAcquireSyncLock(holderId: String, leaseUntil: Instant): Boolean
= withContext(ioDispatcher) {

598 repeat (SYNC LOCK CAS RETRIES) { attempt ->

599 val acquired = tryAcquireSyncLockOnce(holderId, leaseUntil)

600 if (acquired) {

601 return@withContext true

602 }

603 if (attempt < SYNC LOCK CAS RETRIES - 1) {

604 delay (SYNC LOCK CAS DELAY MS)

605 }

606 }

607 return@withContext false

608 }

609

610 private suspend fun tryAcquireSyncLockOnce(holderId: String, leaseUntil: Instant):
Boolean {

611 return syncLockMutex.withLock {
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val current = readSyncLock()

val now = Instant.now()

val foreignLockActive = current != null &&
current.holderId != holderId &&
current.leaseUntil.isAfter(now) &&
current.updatedAt.plusSeconds(SYNC LOCK STALE TIMEOUT SECONDS).isAfter(now)

if (foreignLockActive) {
return@withLock false

}

val next = StorageSyncLock(
holderId = holderId,
leaseUntil = leaseUntil,
updatedAt = now,

)

openWriteSystemFile(SYNC LOCK FILENAME).use { out ->
statsMapper.writeValue(out, next)

}

readSyncLock()?.holderId == holderId

override suspend fun releaseSyncLock(holderId: String) = withContext(ioDispatcher) {
syncLockMutex.withLock {
val current = readSyncLock() ?: return@withLock
if (current.holderId != holderId) {
return@withLock
}
openWriteSystemFile(SYNC LOCK FILENAME).use { out ->
out.write(ByteArray(0))

override suspend fun forceClearSyncLock() = withContext(ioDispatcher) {
syncLockMutex.withLock {
openWriteSystemFile(SYNC LOCK FILENAME).use { out ->
out.write(ByteArray(0))

/xR

* BoinonHaeTtcsa u3 [OutputStream.close]; owubku upload npobpacbiBawTCs Bbi3biBAWWEMY KOOy .
*/

private fun runCommitAfterStreamClosed(block: suspend () -> Unit) {
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657 runBlocking {

658 withContext(ioDispatcher) {

659 block()

660 }

661 }

662 }

663

664 private suspend fun commitUploadedFile(path: String, tmp: File, recordSyncJournal:
Boolean) {

665 try {

666 val diskPath = toDiskPath(path)

667 val prior = guard { repo.getOrNull(diskPath) }

668 if (prior?.type == "dir") {

669 throw WallencException.Storage.CannotWriteOverDirectory()

670 }

671 val hadFile = prior?.type == "file"

672 val priorSize = if (prior?.type == "file") prior.size 7: OL else OL

673 guard { repo.uploadFile(diskPath, tmp, overwrite = true) }

674 val after = guard { getMetadataAfterWrite(diskPath) }

675 if (after.type '= "file") {

676 throw WallencException.Storage.UnexpectedState()

677 }

678 val newSize = after.size ?7: OL

679 _size.value = (( _size.value ?: OL) + newSize - priorSize).coerceAtLeast(0OL)

680 if (!'hadFile) {

681 _numberOfFiles.value = (_numberOfFiles.value ?: 0) + 1

682 }

683 persistStatsImmediate()

684 val info = runCatching { after.toCommonFile(path) }.getOrNull()

685 info?.let {

686 _filesUpdates.emit(DataPage(list0f(it), pagelLength = 1, pageIndex = 0))

687 }

688 if (recordSyncJournal) {

689 appendSyncEntry(path = path, operation = StorageSyncOperation.UPSERT)

690 }

691 } finally {

692 tmp.delete()

693 }

694 }

695

696 private suspend fun appendSyncEntry(path: String, operation: StorageSyncOperation) {

697 val cleanedPath = StorageSyncPaths.normalize(path)

698 if (!StorageSyncPaths.isSyncableUserPath(cleanedPath)) {

699 return

700 }
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701 val sequence = journalBuffer.nextSequence()

702 val entry = journalBuffer.buildEntry(cleanedPath, operation, sequence)

703 journalBuffer.appendEntry(cleanedPath, entry)

704 }

705

706 private suspend fun touchParentDirs(path: String) {

707 val normalized = path.removeSuffix("/")

708 if (normalized == "/" || normalized.isBlank()) return

709 val lastSlash = normalized.lastIndexOf('/")

710 if (lastSlash <= 0) return

711 val parent = normalized.substring(0, lastSlash).ifEmpty { "/" }

712 touchDir(parent)

713 }

714

715 private fun pathSegments(path: String): List<String> =

716 path.trim('/").split('/").filter { it.isNotBlank() }

717

718 /** PATCH Tonbko nepepaHHbiXx knoven — API [lucka pononHaeT [custom properties], 6e3
npepBaputenbHoro GET. */

719 private suspend fun patchCustomProps(path: String, props: Map<String, String>) {

720 guard { repo.setCustomProperties(toDiskPath(path), props) }

721 }

722

723 private suspend fun FlowCollector<DataPage<IFile>>.emitAllFilesPages(all: List<IFile>) {

724 var pagelndex = 0

725 var 1 = 0

726 while (i < all.size) {

727 . va¥ chunk = all.subList(i, kotlin.math.min(i + DATA PAGE LENGTH,
all.size)).tolList()

728 emit(

729 DataPage(

730 list = chunk,

731 isLoading = false,

732 isError = false,

733 hasNext = i + DATA PAGE LENGTH < all.size,

734 pageLength = DATA PAGE LENGTH,

735 pageIndex = pageIndex++,

736 ),

737 )

738 i += DATA PAGE LENGTH

739 }

740 if (all.isEmpty()) {

741 emit(

742 DataPage(

743 list = emptylList(),

744 isLoading = false,
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745 isError = false,

746 hasNext = false,

747 pageLength = DATA PAGE LENGTH,

748 pagelndex = 0,

749 ),

750 )

751 }

752 }

753

754 _ priyate suspend fun FlowCollector<DataPage<IDirectory>>.emitAllDirsPages(all:
List<IDirectory>) {

755 var pagelndex = 0

756 var 1 = 0

757 while (i < all.size) {

758 . va¥ chunk = all.subList(i, kotlin.math.min(i + DATA PAGE LENGTH,
all.size)).tolList()

759 emit(

760 DataPage(

761 list = chunk,

762 isLoading = false,

763 isError = false,

764 hasNext = i + DATA PAGE LENGTH < all.size,

765 pageLength = DATA PAGE LENGTH,

766 pagelndex = pageIndex++,

767 ),

768 )

769 i += DATA PAGE LENGTH

770 }

771 if (all.isEmpty()) {

772 emit(

773 DataPage(

774 list = emptylList(),

775 isLoading = false,

776 isError = false,

777 hasNext = false,

778 pageLength = DATA PAGE_LENGTH,

779 pageIndex = 0,

780 ),

781 )

782 }

783 }

784

785 private fun filesFlowErrorPage(): DataPage<IFile> =

786 DataPage(

787 list = emptylList(),
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788 isLoading = false,

789 isError = true,

790 hasNext = false,

791 pageLength = DATA PAGE LENGTH,

792 pageIndex = 0,

793 )

794

795 private fun dirsFlowErrorPage(): DataPage<IDirectory> =

796 DataPage(

797 list = emptylList(),

798 islLoading = false,

799 isError = true,

800 hasNext = false,

801 pageLength = DATA PAGE LENGTH,

802 pageIndex = 0,

803 )

804

805 companion object {

806 private val statsMapper = jacksonObjectMapper().apply { findAndRegisterModules() }
807

808 private const val SYSTEM HIDDEN DIRNAME = "wallenc-yandex-system"
809 private const val STATS FILENAME = "yandex-vault-stats.json"
810 private const val SYNC JOURNAL FILENAME = "sync-journal.json"
811 private const val SYNC LOCK FILENAME = "sync-lock.json"

812 private const val SYNC LOCK STALE TIMEOUT SECONDS: Long = 60 * 60
813 private const val SYNC LOCK CAS RETRIES = 3

814 private const val SYNC LOCK CAS DELAY MS = 80L

815 private const val STATS DEBOUNCE MS = 450L

816 private const val DATA PAGE LENGTH = 10

817 private const val API LIST LIMIT = 1000

818 private const val PROP HIDDEN = "wallenc.hidden"

819 private const val PROP DELETED = "wallenc.deleted"

820 }

821 }

822
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/utils/CloseHandledStream.kt

package com.github.nullptroma.wallenc.domain.vault.utils

import java.io.InputStream
import java.io.OutputStream

private class CloseHandledOutputStream(
private val stream: QutputStream,
private val onClosing: () -> Unit,
private val onClose: () -> Unit

) : OutputStream() {

override fun write(b: Int) {

stream.write(b)

override fun write(b: ByteArray) {

stream.write(b)

override fun write(b: ByteArray, off: Int, len: Int) {

stream.write(b, off, 1len)

override fun flush() {

stream. flush()

override fun close() {

onClosing()

var streamFailure: Throwable? = null

try {
stream.close()

} catch (t: Throwable) {
streamFailure = t

}

try {
onClose()

} catch (afterCloseFailure: Throwable) {
streamFailure?.let { afterCloseFailure.addSuppressed(it) }
throw afterCloseFailure

}

streamFailure?.let { throw it }
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private class CloseHandledInputStream(

private val stream: InputStream,

private val onClosing: () ->

Unit,

private val onClose: () -> Unit

) : InputStream() {

override fun read(): Int {

return stream.read()

override fun read(b: ByteArray): Int {

return stream.read(b)

override fun read(b: ByteArray, off: Int, len: Int): Int {

return stream.read(b, off, len)

override fun skip(n: Long): Long {

return stream.skip(n)

override fun available(): Int {

return stream.available()

override fun close() {
onClosing()
try {
stream.close()
} finally {
onClose()

override fun mark(readlimit:

stream.mark(readlimit)

override fun reset() {

stream.reset()

Int) {
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89 override fun markSupported(): Boolean {

920 return stream.markSupported()

91 }

92 }

93

94 class CloseHandledStreamExtension {

95 companion object {

96 fun OutputStream.onClosed(callback: ()->Unit): OutputStream {
97 return CloseHandledOutputStream(this, {}, callback)

98 }

99

100 fun OutputStream.onClosing(callback: ()->Unit): OutputStream {
101 return CloseHandledOutputStream(this, callback) {}

102 }

103 }

104 }
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/utils/IProvider.kt

package com.github.nullptroma.wallenc.domain.vault.utils

interface IProvider<T> {
suspend fun get(): T?
suspend fun set(value: T)

suspend fun clear()
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/vaults/VaultsManager.kt

package com.github.nullptroma.wallenc.domain.vault.vaults

import com.github.nullptroma.wallenc.domain.vault.model.YandexAccount

import
com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr

import
com.github.nullptroma.wallenc.domain.vault.network.yandexuserinfo.repository.YandexUserInfoRe

import com.github.nullptroma.wallenc.domain.vault.ports.StorageKeyMapStore
import com.github.nullptroma.wallenc.domain.vault.ports.YandexAccountStore
import com.github.nullptroma.wallenc.domain.vault.storages.UnlockManager
import com.github.nullptroma.wallenc.domain.vault.vaults.yandex.YandexRegistration
import com.github.nullptroma.wallenc.domain.vault.vaults.yandex.YandexVault
import com.github.nullptroma.wallenc.domain.interfaces.IStorage

import com.github.nullptroma.wallenc.domain.interfaces.IUnlockManager
import com.github.nullptroma.wallenc.domain.interfaces.IVault

import com.github.nullptroma.wallenc.domain.interfaces.IVaultsManager
import com.github.nullptroma.wallenc.vault.contract.VaultRegistrar

import com.github.nullptroma.wallenc.vault.contract.VaultRegistration
import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.CoroutineExceptionHandler

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.ExperimentalCoroutinesApi

import kotlinx.coroutines.SupervisorJob

import kotlinx.coroutines.flow.SharingStarted

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.flow.combine

import kotlinx.coroutines.flow.flatMapLatest

import kotlinx.coroutines.flow.flowOf

import kotlinx.coroutines.flow.map

import kotlinx.coroutines.flow.stateIn

import kotlinx.coroutines.withContext

import java.util.UUID

@OptIn(ExperimentalCoroutinesApi::class)
class VaultsManager(
private val ioDispatcher: CoroutineDispatcher,
private val localVault: IVault,
keyRepo: StorageKeyMapStore,
private val yandexAccountStore: YandexAccountStore,
private val yandexUserInfoRepository: YandexUserInfoRepository,
private val yandexDiskRepositoryFactory: YandexDiskRepositoryFactory,

) : IVaultsManager, VaultRegistrar {
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private val scope = CoroutineScope(
SupervisorJob() +
ioDispatcher +

CoroutineExceptionHandler { , throwable ->

System.err.println("VaultsManager: uncaught coroutine failure:

${throwable.message}")

throwable.printStackTrace()

}’

private val yandexVaults: StateFlow<List<IVault>> = yandexAccountStore.observeAll()

.map { rows ->

rows.map { row ->

val vaultUuid = UUID.fromString(row.vaultUuid)

YandexVault (

uuid = vaultUuid,

accountEmail = row.email,

repo = yandexDiskRepositoryFactory.create(vaultUuid),

ioDispatcher = ioDispatcher,

parentScope = scope,

}

.stateIn(scope, SharingStarted.Eagerly, emptyList())

override val vaults: StateFlow<List<IVault>>

= yandexVaults

.map { remote -> listOf(localVault) + remote }

.stateIn(scope, SharingStarted.Eagerly, listOf(localVault))

override val allStorages: StateFlow<List<IStorage>> = vaults

.flatMapLatest { vs ->

if (vs.isEmpty()) flowOf(emptyList())

else combine(vs.map { it.storages }) { arr -> arr.tolList().flatten() }

}

.stateIn(scope, SharingStarted.Eagerly, emptyList())

override val unlockManager: IUnlockManager

keymapRepository = keyRepo,
ioDispatcher = ioDispatcher,

vaultsManager = this,

override suspend fun register(registration:

withContext(ioDispatcher) {

when (registration) {
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is YandexRegistration -> registerYandex(registration)
else -> throw IllegalArgumentException(

"Unknown VaultRegistration type: ${registration::class.qualifiedName}",

override suspend fun unregister(vaultUuid: UUID): Unit = withContext(ioDispatcher) {

yandexAccountStore.deleteByVaultUuid(vaultUuid.toString())

override suspend fun retry(vaultUuid: UUID): Boolean = withContext(ioDispatcher) {

val account = yandexAccountStore.getByVaultUuid(vaultUuid.toString()) 7:
return@withContext false

yandexAccountStore.updateCredentials(
vaultUuid = account.vaultUuid,
email = account.email,

token = account.oauthToken,

true

private suspend fun registerYandex(registration: YandexRegistration) {
val token = registration.oauthToken
val info = yandexUserInfoRepository.userInfo(token)
val email = info.defaultEmail?.takeIf { it.isNotBlank() }
?: "${info.login}@yandex.ru"
val existing = yandexAccountStore.getByYandexUserId(info.id)
val vaultUuid = existing?.vaultUuid ?: UUID.randomUUID().toString()
if (existing != null) {
yandexAccountStore.updateCredentials(vaultUuid, email, token)
} else {
yandexAccountStore.insert(
YandexAccount (
vaultUuid = vaultUuid,
yandexUserId = info.id,
email = email,

oauthToken = token,
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/vaults/local/Local Vault.kt

package com.github.nullptroma.wallenc.domain.vault.vaults.local

import com

import com
import com
import com
import com

import com

.github.nullptroma.wallenc.domain.errors.WallencException

.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
.github.nullptroma.wallenc.domain.interfaces.IStorage
.github.nullptroma.wallenc.domain.vault.storages.local.LocalStorage
.github.nullptroma.wallenc.vault.contract.DescribedVault
.github.nullptroma.wallenc.vault.contract.VaultDescriptor

import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.launch

import kotlinx.coroutines.withContext

import java.io.File

import java.io.FileOutputStream

import java.util.UUID

import kotlin.io.path.Path

import kotlin.io.path.createDirectory

import kotlin.io.path.pathString

class LocalVault(

private val ioDispatcher: CoroutineDispatcher,
vaultRoot: File?,
) : DescribedVault {

override val uuid: UUID = vaultRoot?.let { root ->

root.mkdirs()
readOrCreateVaultUuid(File(root, UUID FILE NAME))
} ?: UUID.randomUUID()

override val descriptor: VaultDescriptor = VaultDescriptor.LocalDevice(uuid)

private val storages = MutableStateFlow<List<IStorage>>(emptyList())

override val storages: StateFlow<List<IStorage>> = storages

private val storagesScanInProgress = MutableStateFlow(false)

override val storagesScanInProgress: StateFlow<Boolean> = storagesScanInProgress

private val isAvailable = MutableStateFlow(false)

override val isAvailable: StateFlow<Boolean> = _isAvailable
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private val totalSpace = MutableStateFlow<Long?>(null)

override val totalSpace: StateFlow<Long?> = totalSpace

private val availableSpace = MutableStateFlow<Long?>(null)

override val availableSpace: StateFlow<Long?> = availableSpace

private val path = MutableStateFlow(vaultRoot)

init {
CoroutineScope(ioDispatcher).launch {

_storagesScanInProgress.value = true

try {
_isAvailable.value = path.value !'= null
if (path.value '= null) {

readStorages()

}

} finally {

_storagesScanInProgress.value = false

private suspend fun readStorages() {
val path = path.value
if (path == null || ! isAvailable.value) {
throw WallencException.Storage.NotAvailable()

val dirs = path.listFiles()?.filter { it.isDirectory }

if (dirs !'= null) {

_storages.value = dirs.map {

val storageUuid = UUID.fromString(it.name)

LocalStorage(storageUuid, it.path, ioDispatcher).apply { init() }

override suspend fun createStorage(): LocalStorage =
val path = path.value
if (path == null || ! isAvailable.value) {
throw WallencException.Storage.NotAvailable()

val storageUuid = UUID.randomUUID()
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val next = Path(path.path, storageUuid.toString())
next.createDirectory()
val newStorage = LocalStorage(storageUuid, next.pathString, ioDispatcher)
newStorage.init()
_storages.value = storages.value.toMutableList().apply {
add (newStorage)

}

return@withContext newStorage

override suspend fun createStorage(
enc: StorageEncryptionInfo,

): LocalStorage = withContext(ioDispatcher) {
val storage = createStorage()
storage.setEncInfo(enc)
return@withContext storage

override suspend fun rescanStorages() = withContext(ioDispatcher) {

_storagesScanInProgress.value = true
try {

if (_isAvailable.value) {

readStorages()

}
} finally {

_storagesScanInProgress.value = false

override suspend fun remove(storage: IStorage) = withContext(ioDispatcher) {
val path = path.value
if (path == null || ! isAvailable.value) {
throw WallencException.Storage.NotAvailable()

}
val curStorages = storages.value.toMutablelList()
val index = curStorages.indexOfFirst { it.uuid == storage.uuid }
if (index '= -1) {
val localStorage = curStorages[index] as LocalStorage
curStorages. removeAt (index)
_storages.value = curStorages
File(localStorage.absolutePath).deleteRecursively()
}
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private companion object {
const val UUID FILE NAME = ".uuid"

private val uuidLock = Any()

private fun readOrCreateVaultUuid(idFile: File): UUID = synchronized(uuidLock) {
if (idFile.exists()) {
idFile.bufferedReader().use { reader ->
val line = reader.readlLine()?.trim()
if (!line.isNullOrEmpty()) {

runCatching { UUID.fromString(line) }.getOrNull()?.let
{ return@synchronized it }

}

}

val generated = UUID.randomUUID()

val parent = idFile.parentFile ?: throw IllegalStateException("No parent for
$idFile")

parent.mkdirs()

val tmp = File.createTempFile("vault-uuid-", ".tmp", parent)

try {

FileOutputStream(tmp).use { fos ->
fos.write(generated.toString().toByteArray(Charsets.UTF 8))
fos.fd.sync()

}

if (!tmp.renameTo(idFile)) {
tmp.copyTo(idFile, overwrite = true)

}

} finally {

if (tmp.exists()) {

tmp.delete()

}

return@synchronized generated
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/
domain/vault/vaults/yandex/YandexRegistration.kt

package com.github.nullptroma.wallenc.domain.vault.vaults.yandex

import com.github.nullptroma.wallenc.vault.contract.VaultRegistration

Vot
* Peructpauusa ypanéHHoro xpaHunvuwa Avpekc.[uncka no pesynbtaty OAuth.
*
* XuBéT B " :data’ (a He B “:vault-api’), notoMy uto [VaultRegistration]
* HaMepeHHO He sealed — KOHKpeTHble peanu3auunu nexat PALoM CO CBOUM MOCTaBWWKOM.

* Cnon presentation He packpbiBaeT 3TOT TWM, TONbKO nepepaért ero B
“VaultRegistrar.register(...)"

*/
data class YandexRegistration(
val oauthToken: String,
) : VaultRegistration {
init {
require(oauthToken.isNotBlank()) { "oauthToken must not be blank" }
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Ucxonnbiit ¢aiin domain-vault/src/main/java/com/github/nullptroma/wallenc/

domain/vault/vaults/yandex/Yandex Vault.kt

package com.github.nullptroma.wallenc.domain.vault.vaults.yandex

import com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskAuthException
import
com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository.YandexDiskRepositonr
import com.github.nullptroma.wallenc.domain.vault.storages.yandex.YandexStorage
import com.github.nullptroma.wallenc.domain.datatypes.StorageEncryptionInfo
import com.github.nullptroma.wallenc.domain.datatypes.StorageMetalLoadState
import com.github.nullptroma.wallenc.domain.interfaces.IStorage

import com.github.nullptroma.wallenc.vault.contract.CloudBrand

import com.github.nullptroma.wallenc.vault.contract.DescribedVault

import com.github.nullptroma.wallenc.vault.contract.VaultDescriptor

import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.async

import kotlinx.coroutines.awaitAll

import kotlinx.coroutines.coroutineScope

import kotlinx.coroutines.delay

import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.launch

import kotlinx.coroutines.sync.Mutex

import kotlinx.coroutines.sync.withLock

import kotlinx.coroutines.withContext

import java.util.UUID

/**

* Ypanéuueh vault AHpekc
[YandexStorage].

*

* [isAvailable] — ycnewHbin KOHTakT ¢ Disk API (MeTapaHHble OMCKa M 3arpyska Cnucka

storages).

* Moka false, poyepHue storages Toxe cuMTawTCA HemoCTynHbMM (cM. YandexStorageAccessor).

*/

class YandexVault(

.Oucka: nanka npunoxeHus “app:/ , BHyTpu — nognanku-UUID kak

override val uuid: UUID,

accountEmail: String,

private val repo: YandexDiskRepository,

private val ioDispatcher: CoroutineDispatcher,

private val parentScope: CoroutineScope,
) : DescribedVault {

override val descriptor: VaultDescriptor =
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uuid = uuid,
brand = CloudBrand.YANDEX,
accountDisplayName = accountEmail,

private val vaultReachable = MutableStateFlow(false)

override val isAvailable: StateFlow<Boolean> = vaultReachable

private val storages = MutableStateFlow<List<IStorage>>(emptyList())
override val storages: StateFlow<List<IStorage>> = storages

private val storagesScanInProgress = MutableStateFlow(false)

override val storagesScanInProgress: StateFlow<Boolean> = storagesScanInProgress

private val totalSpace = MutableStateFlow<Long?>(null)
override val totalSpace: StateFlow<Long?> = totalSpace

private val availableSpace = MutableStateFlow<Long?>(null)
override val availableSpace: StateFlow<Long?> = availableSpace

private val refreshMutex = Mutex()

init {
parentScope.launch {
runCatching { refreshFromDisk() }

override suspend fun rescanStorages() {
refreshMutex.withLock {
refreshFromDisk()

private suspend fun refreshFromDisk() {

_storagesScanInProgress.value = true

_vaultReachable.value = false

try {
val info = repo.diskInfo()
_totalSpace.value = info.totalSpace
val used = info.usedSpace 7: OL
val total = info.totalSpace ?7: OL
_availableSpace.value = (total - used).coerceAtLeast(0OL)
_vaultReachable.value = true
_storages.value = loadStoragesList()
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86 } catch (_: YandexDiskAuthException) {

87 _vaultReachable.value = false

88 _storages.value = emptyList()

89 } catch (_: Exception) {

90 _vaultReachable.value = false

91 _storages.value = emptylList()

92 } finally {

93 _storagesScanInProgress.value = false

94 }

95 }

96

97 private suspend fun loadStoragesList(): List<IStorage> {

98 val pending = mutableListOf<YandexStorage>()

99 var offset = 0

100 while (true) {

101 val root = repo.list("app:/", APP_LIST LIMIT, offset)

102 val items = root.embedded?.items.orEmpty()

103 for (item in items) {

104 if (item.type != "dir") continue

105 val name = item.name ?: continue

106 . val storageUuid = runCatching { UUID.fromString(name) }.getOrNull() 7:
continue

107 pending.add(

108 YandexStorage (

109 uuid = storageluid,

110 repo = repo,

111 vaultAvailability = vaultReachable,

112 ioDispatcher = ioDispatcher,

113 accessorScope = parentScope,

114 reportAuthFailure = {

115 parentScope.launch { vaultReachable.value = false }

116 I

117 ),

118 )

119 }

120 if (items.size < APP_LIST LIMIT) break

121 offset += items.size

122 }

123 if (pending.isEmpty()) return emptylList()

124 return coroutineScope {

125 pending.map { storage ->

126 async(ioDispatcher) { initStorageWithRetry(storage) }

127 }.awaitAll().filterNotNull()

128 }

129 }
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private suspend fun initStorageWithRetry(storage: YandexStorage): YandexStorage? {
for (attempt in 0 until STORAGE INIT ATTEMPTS) {
if (attempt > 0) {
delay (STORAGE INIT RETRY DELAY MS * attempt)

}
if (

runCatching { storage.init() }.isSuccess &&

storage.metaloadState.value == StorageMetalLoadState.Ready

) {

return storage

}

return null

override suspend fun createStorage(): IStorage = withContext(ioDispatcher) {
val id = UUID.randomUUID()
repo.createFolder("app:/$id")

val storage = YandexStorage(

uuid = id,

repo = repo,

vaultAvailability = vaultReachable,

ioDispatcher
accessorScop

e

ioDispatcher,
= parentScope,

reportAuthFailure = {

parentScope.launch { vaultReachable.value = false }

}I
)

storage.init()

_storages.value += storage

storage

override suspend fun createStorage(enc: StorageEncryptionInfo): IStorage {

val storage = createStorage()

storage.setEncInfo(enc)

return storage

override suspend fun remove(storage: IStorage) = withContext(ioDispatcher) {

if (storage !is YandexStorage) return@withContext

repo.delete("app:/${storage.uuid}", permanently = true)

_storages.value

_storages.value.filter { it.uuid '= storage.uuid }
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private companion
private const
private const

private const

object {

val APP LIST LIMIT = 1000

val STORAGE INIT ATTEMPTS = 3

val STORAGE INIT RETRY DELAY MS = 400L
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Ucxonnbiit daiin domain-vault/src/test/java/com/github/nullptroma/wallenc/

domain/vault/errors/VaultThrowableMappingTest.kt

1 package com.github.nullptroma.wallenc.domain.vault.errors

2

3 import com.github.nullptroma.wallenc.domain.errors.WallencException

4 import com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskAuthException
5 import org.junit.Assert.assertEquals

6 import org.junit.Assert.assertTrue

7 import org.junit.Test

8 import okhttp3.ResponseBody.Companion.toResponseBody

9 import retrofit2.HttpException

10 import retrofit2.Response

11 import java.io.FileNotFoundException

12 import java.io.IOException

13 import java.net.SocketTimeoutException

14

15 class VaultThrowableMappingTest {

16

17 @Test

18 fun mapsYandexDiskAuthToAuthFailed() {

19 val mapped = YandexDiskAuthException("unauthorized").toVaultWallencException()
20 assertTrue(mapped is WallencException.Auth.Failed)
21 }
22
23 @Test
24 fun mapsHttpExceptionToNetworkHttpFailed() {
25 val response = Response.error<String>(401, "".toResponseBody(null))
26 val mapped = HttpException(response).toVaultWallencException()
27 assertTrue(mapped is WallencException.Network.HttpFailed)
28 assertEquals (401, (mapped as WallencException.Network.HttpFailed).statusCode)
29 }
30
31 @Test
32 fun mapsMissingOAuthTokenIoToTokenMissing() {
33 val mapped = IOException("Yandex OAuth token is missing").toVaultWallencException()
34 assertTrue(mapped is WallencException.Auth.TokenMissing)
35 }
36
37 @Test
38 fun mapsSocketTimeoutToOperationTimedOut() {
39 val mapped = SocketTimeoutException("timeout").toVaultWallencException()
40 assertTrue(mapped is WallencException.Network.OperationTimedOut)
41 }
42
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@Test

fun mapsFileNotFoundToStorageFileNotFound() {
val mapped = FileNotFoundException("x").toVaultWallencException()
assertTrue(mapped is WallencException.Storage.FileNotFound)

@Test
fun mapsIllegalStateNotAFile() {
val mapped = IllegalStateException("Not a file").toVaultWallencException()

assertTrue(mapped is WallencException.Storage.NotAFile)
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Ucxonnbiit daiin domain-vault/src/test/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexdisk/YandexDiskRepositoryTestFactory.kt

package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk

import com.fasterxml.jackson.module.kotlin.jacksonObjectMapper
import okhttp3.0kHttpClient

import retrofit2.Retrofit

import retrofit2.converter.jackson.JacksonConverterFactory

import java.io.IOException
object YandexDiskRepositoryTestFactory {
private val jackson = jacksonObjectMapper().findAndRegisterModules()

fun createApi(
baseUrl: String,
tokenProvider: () -> String?,
): YandexDiskApi {
val client = OkHttpClient.Builder()
.addInterceptor { chain ->
val token = tokenProvider()
?7: throw IOException("Yandex OAuth token is missing")
chain.proceed(
chain.request().newBuilder()
.header("Authorization", "OAuth $token")
.build(),

}
.build()

return Retrofit.Builder()
.baseUrl(baselrl)
.client(client)
.addConverterFactory(JacksonConverterFactory.create(jackson))
.build()

.create(YandexDiskApi::class.java)
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Ucxonnbiit daiin domain-vault/src/test/java/com/github/nullptroma/wallenc/

domain/vault/network/yandexdisk/repository/YandexDiskRepositoryTest.kt

1 package com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.repository

2

3 import com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskAuthException
4 import

com.github.nullptroma.wallenc.domain.vault.network.yandexdisk.YandexDiskRepositoryTestFactonr

5 import kotlinx.coroutines.Dispatchers

6 import kotlinx.coroutines.runBlocking

7 import okhttp3.0kHttpClient

8 import okhttp3.mockwebserver.MockResponse

9 import okhttp3.mockwebserver.MockWebServer

10 import org.junit.After

11 import org.junit.Assert.assertEquals

12 import org.junit.Assert.assertTrue

13 import org.junit.Before

14 import org.junit.Test

15

16 class YandexDiskRepositoryTest {

17

18 private lateinit var server: MockWebServer

19 private lateinit var repository: YandexDiskRepository

20

21 @Before

22 fun setUp() {

23 server = MockWebServer()

24 server.start()

25 val api = YandexDiskRepositoryTestFactory.createApi(server.url("/").toString())
{ "test-token" }

26 repository = YandexDiskRepository(api, OkHttpClient(), Dispatchers.IO)

27 }

28

29 @After

30 fun tearDown() {

31 server.shutdown()

32 }

33

34 @Test

35 fun diskInfoParsesResponse() = runBlocking {

36 repository.resetCloudApiCallCount()

37 server.enqueue (

38 MockResponse ()

39 .setResponseCode(200)

40 .setBody("""{"total space":1000,"used space":200,"trash size":0}""")

41 .addHeader("Content-Type", "application/json"),
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)

val info = repository.diskInfo()

assertEquals(1000L, info.totalSpace)

assertEquals(200L, info.usedSpace)

assertEquals(1lL, repository.cloudApiCallCount())

@Test
fun listReturnsEmptyEmbeddedOn404()
repeat(2) {

server.enqueue (MockResponse() .setResponseCode (404))

}
val result = repository.list("disk:/missing", limit = 10, offset
assertTrue(result.embedded?.items?.isEmpty() == true)

}

@Test

= runBlocking {

fun diskInfoThrowsAuthExceptionOn401() =
server.enqueue(MockResponse() .setResponseCode(401))

try {
repository.diskInfo()

runBlocking {

error("Expected YandexDiskAuthException")
} catch (_: YandexDiskAuthException) {

// expected
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Ucxonnbiit daiin domain-vault/src/test/java/com/github/nullptroma/wallenc/

domain/vault/storages/common/StorageSyncJournalBufferTest.kt

package com.github.nullptroma.wallenc.domain.vault.storages.common

import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.datatypes.StorageSyncJournalEntry

com.github.nullptroma.wallenc.domain.datatypes.StorageSyncOperation

com.github.nullptroma.wallenc.domain.datatypes.StorageSyncRevision

kotlinx.coroutines.runBlocking

org.junit.Assert.assertEquals

org.junit.Assert.assertTrue

org.junit.Test

java.

java.

time.Instant

util.concurrent.atomic.AtomicReference

class StorageSyncJournalBufferTest {

@Test
fun flushRestoresPendingOnWriteFailure() = runBlocking {

val
var

val

)
val

try

disk = AtomicReference(emptyMap<String, StorageSyncJournalEntry>())
shouldFail = true
buffer = StorageSyncJournalBuffer(
syncActorId = "actor",
originStorageluid = null,
readJournal = { disk.get() },
writeJournal = {

if (shouldFail) {

error("disk unavailable")

}

disk.set(it)
I

entry = buffer.buildEntry("/a.txt", StorageSyncOperation.UPSERT, 1L)

{
buffer.appendEntry("/a.txt", entry)

} catch (_: IllegalStateException) {

}

// expected

shouldFail = false
buffer.flushPending()
assertTrue(disk.get().containsKey("/a.txt"))

assertEquals(1L, disk.get()["/a.txt"]?.revision?.sequence)
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Monyns :infrastructure-android

Ucxonusiii ¢aiin infrastructure-android/consumer-rules.pro

# Consumer ProGuard rules for infrastructure-android (empty).
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Hcxonubrit dbaiin infrastructure-android/
src/androidTest/java/com/github/nullptroma/wallenc/infrastructure/android/db/app/
repository/YandexAccountRepositoryTest.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.repository

import androidx.room.Room

import androidx.test.core.app.ApplicationProvider

import androidx.test.ext.junit.runners.AndroidJUnit4

import com.github.nullptroma.wallenc.domain.vault.model.YandexAccount
import com.github.nullptroma.wallenc.infrastructure.android.db.app.AppDb
import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.runBlocking

import org.junit.After

import org.junit.Assert.assertEquals

import org.junit.Assert.assertNull

import org.junit.Before

import org.junit.Test

import org.junit.runner.RunWith

@RunWith(AndroidJUnit4: :class)

class YandexAccountRepositoryTest {

private lateinit var db: AppDb

private lateinit var repository: YandexAccountRepository

@Before
fun setUp() {
val context = ApplicationProvider.getApplicationContext<android.content.Context>()
db = Room.inMemoryDatabaseBuilder(context, AppDb::class.java).build()
repository = YandexAccountRepository(
dao = db.yandexAccountDao,
ioDispatcher = Dispatchers.IO,

@After
fun tearDown() {
db.close()

@Test
fun insertAndLoadByVaultUuid() = runBlocking {
val account = YandexAccount(
vaultUuid = "vault-1",

702



42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81

yandexUserId = "user-1",
email = "test@yandex.ru",
oauthToken = "token-abc",
)
repository.insert(account)
val loaded = repository.getByVaultUuid("vault-1")

assertEquals(account, loaded)

@Test
fun updateCredentialsChangesToken() = runBlocking {
repository.insert(
YandexAccount (
vaultUuid = "vault-2",
yandexUserId = "user-2",
email = "old@yandex.ru",
oauthToken = "old-token",
),
)
repository.updateCredentials("vault-2", "new@yandex.ru",
val loaded = repository.getByVaultUuid("vault-2")
assertEquals("new@yandex.ru", loaded?.email)
assertEquals("new-token", loaded?.oauthToken)

@Test
fun deleteByVaultUuidRemovesRow() = runBlocking {
repository.insert(
YandexAccount (
vaultUuid = "vault-3",
yandexUserId = "user-3",
email = "x@yandex.ru",
oauthToken = "t",
),
)
repository.deleteByVaultUuid("vault-3")
assertNull(repository.getByVaultUuid("vault-3"))
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Ncxonnsiii ¢aiin infrastructure-android/src/main/AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7?>

<manifest />
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/RoomFactory.kt

package com.github.nullptroma.wallenc.infrastructure.android.db

import android.content.Context
import androidx.room.Room

import com.github.nullptroma.wallenc.infrastructure.android.db.app.AppDb

class RoomFactory(private val context: Context) {
fun buildAppDb(): AppDb {
val room = Room.databaseBuilder(
context, AppDb::class.java, "app-db"
) . fallbackToDestructiveMigration(dropAllTables = true).build()

return room
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/AppDb.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app

import androidx.room.Database

import androidx.room.RoomDatabase

import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageKeyMapDao

import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageMetaInfoDao

import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageSyncGroupDao

import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.YandexAccountDao

import com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageKeyMap

import com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageMetalInfo
import com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageSyncGroup

import com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbYandexAccount

interface IAppDb {

val storageKeyMapDao: StorageKeyMapDao

val storageMetaInfoDao: StorageMetalnfoDao

val storageSyncGroupDao: StorageSyncGroupDao

val yandexAccountDao: YandexAccountDao

@Database(

entities = [DbStorageKeyMap::class, DbStorageMetaInfo::class, DbYandexAccount::class,
DbStorageSyncGroup: :class],

version = 5,

exportSchema = false

)

abstract class AppDb :

abstract override
abstract override
abstract override

abstract override

IAppDb, RoomDatabase() {
val storageKeyMapDao: StorageKeyMapDao
val storageMetaInfoDao: StorageMetaInfoDao
val storageSyncGroupDao: StorageSyncGroupDao

val yandexAccountDao: YandexAccountDao
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/dao/StorageKeyMapDao.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.dao

import
import
import
import
import

import

@Dao

androidx.
androidx.
androidx.
androidx.

androidx.

room.Dao

room.Delete

room.Insert
room.0OnConflictStrategy

room.Query

com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageKeyMap

interface StorageKeyMapDao {
@Insert(onConflict = OnConflictStrategy.REPLACE)
suspend fun add(vararg keymaps: DbStorageKeyMap)

@Query ("SELECT * FROM storage key maps")
suspend fun getAll(): List<DbStorageKeyMap>

@Delete
suspend fun delete(vararg keymaps: DbStorageKeyMap)
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/dao/StorageMetalnfoDao.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.dao
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import
import
import
import
import
import
import

import

@Dao

androidx.
androidx.
androidx.
androidx.
androidx.

com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageMetalInfo

room.

room

room

room

room

Dao

.Delete

.Insert
.OnConflictStrategy
.Query

kotlinx.coroutines.flow.Flow
java.util.UUID

interface StorageMetalnfoDao {
@Insert(onConflict = OnConflictStrategy.REPLACE)
suspend fun add(metaInfo: DbStorageMetalnfo)

@Query ("SELECT * FROM storage meta infos")

suspend fun getAll():

List<DbStorageMetalInfo>

@Query ("SELECT * FROM storage meta infos")
fun getAllFlow(): Flow<List<DbStorageMetaInfo>>

@Query ("SELECT * FROM storage meta infos WHERE uuid ==

fun getMetaInfoFlow(uuid: UUID): Flow<DbStorageMetaInfo>

@Query ("SELECT * FROM storage meta infos WHERE uuid == :uuid")

suspend fun getMetaInfo(uuid: UUID): DbStorageMetalInfo?

@Delete
suspend fun delete(metaInfo: DbStorageMetaInfo)

@Query("DELETE FROM storage meta infos WHERE uuid ==
suspend fun delete(uuid: UUID)
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/dao/StorageSyncGroupDao.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.dao

import
import
import
import

import

@Dao

androidx.
androidx.
androidx.

androidx.

room.Dao
room.Insert
room.0OnConflictStrategy

room.Query

com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageSyncGroup

interface StorageSyncGroupDao {

@Query ("SELECT * FROM storage sync groups")

suspend fun getAll(): List<DbStorageSyncGroup>

@Insert(onConflict = OnConflictStrategy.REPLACE)
suspend fun upsert(group: DbStorageSyncGroup)

@Query("DELETE FROM storage sync groups WHERE group id = :groupId")

suspend fun deleteById(groupId: String)

709



O© 00 N OO U A W N =

N B R R B R R R Rl
© W 00 N o Ul A W N L ©

21

22
23
24
25
26
27
28
29
30
31

Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

pack

impo
impo
impo
impo

impo

@Dao
inte

=V

wallenc/infrastructure/android/db/app/dao/YandexAccountDao.kt

age com.github.nullptroma.wallenc.infrastructure.android.db.app.dao

rt androidx.room.Dao

rt androidx.room.Insert

rt androidx.room.Query

rt com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbYandexAccount
rt kotlinx.coroutines.flow.Flow

rface YandexAccountDao {
@Query("SELECT * FROM yandex accounts WHERE yandexUserId = :id LIMIT 1")
suspend fun getByYandexUserId(id: String): DbYandexAccount?

@Query("SELECT * FROM yandex accounts WHERE vaultUuid = :vaultUuid LIMIT 1")
suspend fun getByVaultUuid(vaultUuid: String): DbYandexAccount?

@Insert

suspend fun insert(account: DbYandexAccount)

@Query (

"UPDATE yandex accounts SET oauthToken = :token, email = :email WHERE vaultUuid
aultUuid",

)

suspend fun updateCredentials(vaultUuid: String, email: String, token: String)

@Query("SELECT * FROM yandex accounts ORDER BY email COLLATE NOCASE ASC")

fun observeAll(): Flow<List<DbYandexAccount>>

@Query("DELETE FROM yandex accounts WHERE vaultUuid = :vaultUuid")
suspend fun deleteByVaultUuid(vaultUuid: String)
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/model/DbStorageKeyMap.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.model

import androidx.room.ColumnInfo

import androidx.room.Entity

import androidx.room.PrimaryKey

import com.github.nullptroma.wallenc.domain.vault.model.StorageKeyMap

import com.github.nullptroma.wallenc.domain.datatypes.EncryptKey

import java.util.UUID

@Entity(tableName = "storage key maps")

data class DbStorageKeyMap(

) {

@PrimaryKey
@ColumnInfo(name = "source uuid") val sourceluid: UUID,
@ColumnInfo(name = "key") val key: ByteArray

fun toModel(): StorageKeyMap {
return StorageKeyMap (
sourceluid = sourceluid,

key = EncryptKey(key)

override fun equals(other: Any?): Boolean {
if (this === other) return true

if (javaClass != other?.javaClass) return false

other as DbStorageKeyMap

if (sourceluid != other.sourceluid) return false

if (!'key.contentEquals(other.key)) return false
return true

override fun hashCode(): Int {
var result = sourceluid.hashCode()

result = 31 * result + key.contentHashCode()

return result

companion object {
fun fromModel (keymap: StorageKeyMap): DbStorageKeyMap {
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return DbStorageKeyMap (

sourceluid = keymap.sourceluid,

key = keymap.key.bytes
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/
wallenc/infrastructure/android/db/app/model/DbStorageMetalnfo.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.model

import androidx.room.ColumnInfo
import androidx.room.Entity
import androidx.room.PrimaryKey

import java.util.UUID

@Entity(tableName = "storage meta infos")
data class DbStorageMetalInfo(
@PrimaryKey @ColumnInfo(name = "uuid") val uuid: UUID,

@ColumnInfo(name = "meta info") val metalInfoJson: String
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/
wallenc/infrastructure/android/db/app/model/DbStorageSyncGroup.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.model

import androidx.room.ColumnInfo
import androidx.room.Entity

import androidx.room.PrimaryKey

@Entity(tableName = "storage sync groups")
data class DbStorageSyncGroup(
@PrimaryKey @ColumnInfo(name = "group id") val id: String,

@ColumnInfo(name = "storage uuids csv") val storageUuidsCsv: String,
@ColumnInfo(name = "encryption kind") val encryptionKind: String,
@ColumnInfo(name = "encryption secret") val encryptionSecret: String?,
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Ucxonnpiit ¢aiin infrastructure-android/src/main/java/com/github/nullptroma/
wallenc/infrastructure/android/db/app/model/DbYandex Account.kt

1 package com.github.nullptroma.wallenc.infrastructure.android.db.app.model
2

3 import androidx.room.Entity

4 import androidx.room.Index

5 import androidx.room.PrimaryKey

6

7 @Entity(

8 tableName = "yandex accounts",

9 indices = [Index(value = ["yandexUserId"], unique = true)],
10 )

11 data class DbYandexAccount(

12 @PrimaryKey val vaultUuid: String,

13 val yandexUserId: String,

14 val email: String,

15 val oauthToken: String,

16 )

17
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Ucxonnpiit daitn infrastructure-android/src/main/java/com/github/nullptroma/
wallenc/infrastructure/android/db/app/repository/StorageKeyMapRepository.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.repository

import com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.StorageKeyMapDao
import com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbStorageKeyMap
import com.github.nullptroma.wallenc.domain.vault.model.StorageKeyMap

import com.github.nullptroma.wallenc.domain.vault.ports.StorageKeyMapStore

import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.withContext

class StorageKeyMapRepository(

private val dao: StorageKeyMapDao,

private val ioDispatcher: CoroutineDispatcher
) : StorageKeyMapStore {

override suspend fun getAll() = withContext(ioDispatcher) { dao.getAll().map
{ it.toModel() } }

override suspend fun add(value: StorageKeyMap) = withContext(ioDispatcher) {
val dbModel = DbStorageKeyMap.fromModel(value)
dao.add(dbModel)

suspend fun add(vararg keymaps: StorageKeyMap) = withContext(ioDispatcher) {
val dbModels = keymaps.map { DbStorageKeyMap.fromModel(it) }
dao.add(*dbModels.toTypedArray())

override suspend fun delete(vararg values: StorageKeyMap) = withContext(ioDispatcher) {
val dbModels = values.map { DbStorageKeyMap.fromModel(it) }
dao.delete(*dbModels.toTypedArray())
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Ucxomnwiii  daiin

infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/repository/StorageSyncGroupRepository.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.repository

import
import
import
import
import
import
import
import

import

com.github

com.github.
com.github.
com.github.
com.github.

com.github

.nullptroma
nullptroma
nullptroma
nullptroma
nullptroma

.nullptroma

.wallenc.
.wallenc.
.wallenc.
.wallenc.
.wallenc.

.wallenc.

domain.interfaces.IStorageSyncGroupStore
domain.interfaces.StorageSyncGroup
domain.interfaces.StorageSyncGroupEncryptionKind
infrastructure.android.db.app.dao.StorageSyncGroupDao
infrastructure.android.db.app.model.DbStorageSyncGroup

domain.vault.utils.IProvider

kotlinx.coroutines.CoroutineDispatcher

kotlinx.coroutines.withContext

java.util.UUID

class StorageSyncGroupRepository(

private val dao: StorageSyncGroupDao,

private val ioDispatcher: CoroutineDispatcher,

) : IStorageSyncGroupStore {

private val allGroupsProvider: IProvider<List<StorageSyncGroup>> = object
IProvider<List<StorageSyncGroup>> {

override suspend fun get():

dao.getAll() .mapNotNull(: :toDomain)

List<StorageSyncGroup> =

override suspend fun set(value: List<StorageSyncGroup>) {

val desiredIds =

current

value.map { it.id }.toSet()
val current = dao.getAll()

.asSequence()

.filter { it.id

lin desiredIds }

.forEach { dao.deleteById(it.id) }

value.forEach { group ->

dao.upsert(toDb(group))

override suspend fun clear() {
dao.getAll().forEach { dao.deleteById(it.id) }

override suspend fun getGroups():

List<StorageSyncGroup> = withContext(ioDispatcher) {

allGroupsProvider.get().orEmpty()

override suspend fun putGroup(group: StorageSyncGroup) = withContext(ioDispatcher) {
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val all

val idx

allGroupsProvider.get().orEmpty().toMutableList()

all.indexOfFirst { it.id == group.id }
if (idx >= 0) {
all[idx] = group
} else {
all.add(group)
}

allGroupsProvider.set(all)

override suspend fun removeGroup(groupId: String) = withContext(ioDispatcher) {
val all = allGroupsProvider.get().orEmpty().filterNot { it.id == groupId }
allGroupsProvider.set(all)

private fun toDb(group: StorageSyncGroup): DbStorageSyncGroup = DbStorageSyncGroup(
id = group.id,
storageluidsCsv = group.storageUuids.joinToString(",") { it.toString() },
encryptionKind = group.encryptionKind.name,

encryptionSecret = group.encryptionSecret,

private fun toDomain(db: DbStorageSyncGroup): StorageSyncGroup? {
val kind = runCatching {
StorageSyncGroupEncryptionKind.valueOf (db.encryptionKind)
}.getOrElse {
StorageSyncGroupEncryptionKind.UNSET
}
if (db.id.isBlank()) {
return null
}
val uuids = db.storageUuidsCsv
split(",")
.mapNotNull { token ->
val value = token.trim()
if (value.isBlank()) {
null
} else {
runCatching { UUID.fromString(value) }.getOrNull()

}
.toSet ()

return StorageSyncGroup(
id = db.1id,

storageUuids = uuids,
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encryptionKind = kind,

encryptionSecret

db.encryptionSecret?.takelf { it.isNotBlank() },
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Ucxonubiit daitn infrastructure-android/src/main/java/com/github/nullptroma/

wallenc/infrastructure/android/db/app/repository/Yandex AccountRepository.kt

package com.github.nullptroma.wallenc.infrastructure.android.db.app.repository

import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.infrastructure.android.db.app.dao.YandexAccountDao
com.github.nullptroma.wallenc.infrastructure.android.db.app.model.DbYandexAccount
com.github.nullptroma.wallenc.domain.vault.model.YandexAccount
com.github.nullptroma.wallenc.domain.vault.ports.YandexAccountStore
kotlinx.coroutines.CoroutineDispatcher

kotlinx.coroutines.flow.Flow

kotlinx.coroutines. flow.map

kotlinx.coroutines.withContext

class YandexAccountRepository(

private val dao: YandexAccountDao,

private val ioDispatcher: CoroutineDispatcher

) : YandexAccountStore {

override fun observeAll(): Flow<List<YandexAccount>> = dao.observeAll().map { rows ->

rows.map { it.toModel() }

override suspend fun getByYandexUserId(id: String): YandexAccount? =
withContext(ioDispatcher) {

dao.getByYandexUserId(id)?.toModel()

override suspend fun getByVaultUuid(vaultUuid: String): YandexAccount? =
withContext(ioDispatcher) {

dao.getByVaultUuid(vaultUuid)?.toModel()

override suspend fun insert(account: YandexAccount) = withContext(ioDispatcher) {

dao.insert(fromModel(account))

override suspend fun updateCredentials(vaultUuid: String, email: String, token: String)

withContext(ioDispatcher) {
dao.updateCredentials(vaultUuid, email, token)

override suspend fun deleteByVaultUuid(vaultUuid: String) = withContext(ioDispatcher) {

dao.deleteByVaultUuid(vaultUuid)
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private fun DbYandexAccount.toModel(): YandexAccount =
YandexAccount (
vaultUuid = vaultUuid,
yandexUserId = yandexUserlId,
email = email,

oauthToken = oauthToken,

private fun fromModel(model: YandexAccount): DbYandexAccount =
DbYandexAccount (
vaultUuid = model.vaultUuid,
yandexUserId = model.yandexUserld,
email = model.email,

oauthToken = model.oauthToken,

721



© 00 N o U A W N =

N
N B ©

MMPUJIOKEHUE A.8
Monynsb :vault-contracts

Ucxonnerii daiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/CloudBrand.kt

package com.github.nullptroma.wallenc.vault.contract

Veks

* ToppepxuaeMsie obnayHble npoBanaeps yoanéHHsix vault'os.

*
* BpeHp «JI0OKasbHOro0» YyCTPOUCTBA TYT He yKa3biBaeTcs — na guckpumuHaumm UI
* ncnonb3yetca [VaultDescriptor.LocalDevice] vs [VaultDescriptor.LinkedRemote].
*/
enum class CloudBrand {
YANDEX,
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/Described Vault.kt

package com.github.nullptroma.wallenc.vault.contract

import com.github.nullptroma.wallenc.domain.interfaces.IVault

Vot
* Vault, poOnonHMTENbHO 3HawwMh cBow KaTeropuiwo ons UI/MapupyTusauuu.

*

* Bce peanu3auun vault'os B " :data’ o6s3aHbl 6biTb [DescribedVault] —

* 3TO eOQMHCTBEHHbM cnocob gns presentation/app y3HaTb, 4TO 370 3a vault,
* He uMMes 3aBMCMMOCTM OT :data’.

*/

interface DescribedVault : IVault {

val descriptor: VaultDescriptor
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/Remote VaultAuthenticator.kt

package com.github.nullptroma.wallenc.vault.contract

Vot
* 3anyck OAuth-cueHapua npuBA3KWM ypoanéHHOro XxpaHunuwa pns KoHkpeTHoro [CloudBrand].
*

* Peanusaums B :app  (npuBsizaHa kK Activity). Cnou presentation Bhi3biBaeT [beginLink]
* n3 KoHTekcTa Compose-3kpaHa v nony4vaeT [VaultLinkOutcome] aCUMHXPOHHO.
*
* HaMepeHHO umnepaTuBHbIM API 4yepe3 Konbak, 4Tobbl KOPPEKTHO BCTPOMTbLCH
* B "ActivityResultLauncher®™ Yandex Auth SDK 6e3 ypepxaHuus Activity CMHrNTOHOM.
*/
fun interface RemoteVaultAuthenticator {
/**
* HavyaTb cueHapun nuHka gns 6penga [brand].
*
* Ecnu 6peHp He nopgepxvBaeTcCs — peanu3auua [0S/KHA CUHXPOHHO BbI3BaTb
* “onResult(VaultLinkOutcome.Failed(...)) , He 6Gpocas uckmyeHue.
*/
fun beginLink(brand: CloudBrand, onResult: (VaultLinkOutcome) -> Unit)
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/VaultDescriptor.kt

package com.github.nullptroma.wallenc.vault.contract

import com.github.nullptroma.wallenc.domain.interfaces.IVaultInfo
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imp

Jx*

* Kateropusa vault'a pna UI u BeTBneHus — sealed-uepapxus B OQHOM MoOpyrne,

*
ES
ES
ES
*
*/
sea

ort java.util.UUID

ytobbl “when® Obin exhaustive.

“domain® npo 3T MOATUMbl HAYEro He 3HaeT; BHewHee Konbuo ( :vault-api’)

pacumpset [IVaultInfo] (Tonbko “uuid’) {O CTPYKTYpbl C AOMOSHUTENIbHOM

KaTeropM3auMeﬁ.

led interface VaultDescriptor : IVaultInfo {

/*¥* Vault, ¢u3nyecknm XuBywMn Ha ycTpoucTtBe; 6e3 npuBfA3KM K 06MavyHOMYy aKKayHTY.

data class LocalDevice(
override val uuid: UUID,

) : VaultDescriptor

/** Vault, npuBa3aHHbM K obnavyHoMy akkayHTy 4yepe3 OAuth. */

data class LinkedRemote(

override val uuid: UUID,

val brand: CloudBrand,

val accountDisplayName: String,
) : VaultDescriptor
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/VaultLinkFailure.kt

package com.github.nullptroma.wallenc.vault.contract

enum class VaultLinkFailure {
UnsupportedBrand,
NotRegistered,
AuthError,

Unknown,
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/VaultLinkOutcome.kt

package com.github.nullptroma.wallenc.vault.contract

/X%
* PesynbTat cueHapua OAuth-nvHka HOBOro ypanéHHOro XxpaHunuua.

S

* Cnow presentation cBoguT 3TO K: ycnex - oTpaTtb registration” B
[VaultRegistrar.register];

* cancel - Huyero He penatb; failure - noka3aTtb coobueHue.
*/
sealed interface VaultLinkOutcome {
/** Tonb3oBaTenb ycnewHo Bowén; B [registration] nexaT paHHble OIS perucTpauunm.

data class Success(val registration: VaultRegistration) : VaultLinkOutcome

/** lonb3oBaTenb OTMeHUn Bxop. */
data object Cancelled : VaultLinkOutcome

*/

/** Ouwnbka SDK/ceTu/cepBepa; [reason] Mannutcs B UI 4yepes [VaultLinkFailure]. */

data class Failed(val reason: VaultLinkFailure) : VaultLinkOutcome
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/VaultRegistrar.kt

package com.github.nullptroma.wallenc.vault.contract

import java.util.UUID

Vot
* KoHTpakT peructpauuu/ypnanedns ypanéHHoro vault'a.
* PeanusyeTtcs TeM Xe 00bekToM, 4T0o M ~domain.IVaultsManager'.
*/
interface VaultRegistrar {
/**
* 3aperucTpupoBaTb HOBbIM yaanéHHbM vault Mo «nofie3HOW Harpyske» u3
* [VaultLinkOutcome.Success]. Ecam tun [registration] Heu3BecTeH peanu3auuu,
* bpocaet [IllegalArgumentException].
*/
suspend fun register(registration: VaultRegistration)

/** YpanuTb paHee 3aperucTpupoBaHHbM vault no mpeHTudukartopy. */

suspend fun unregister(vaultUuid: UUID)

Vi
* NMoBTOpHasa nonbiTKa WMHUUManuM3auuu/nopgkniovyeHns ypanéHHoro vault.

* Bo3Bpawaet false, ecnu vault He HaugeH unu He noppgepxuBaeT retry.
*/

suspend fun retry(vaultUuid: UUID): Boolean
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/VaultRegistration.kt

package com.github.nullptroma.wallenc.vault.contract

Jx*

* Mapkep «MOfie3HOW Harpysku» Ons peructpauun ypanéHHoro xpaHunuwa 4vepes [VaultRegistrar].

S

* HamepeHHo HE sealed: koHkpeTHble peanu3auuu (° YandexRegistration®, ..) xuByT B ' :data’

© 00 N O U b~ W N =

10
11
12
13
14
15

* pPANOM C COOTBETCTBYWWWMU peanusaumamum vault, 4Tobel He OpobUTh MoOynb 6e3 HyXdbl.

* |lleHa — oTcyTcTBUe exhaustive-when 4yepe3 rpanuuy mopyns; neuutcs fail-fast BeTkow

* “else’ B "VaultsManager.register(...)"

* Kop npunoxeHusa (presentation) He packpbiBaeT 3TOT TUN — TOJNIbKO nepepaért 3K3emnnap

* n3 [VaultLinkOutcome.Success] B [VaultRegistrar.register].

*/
interface VaultRegistration
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Ucxonnbiit aiin vault-contracts/src/main/java/com/github/nullptroma/wallenc/
vault/contract/Vaults.kt

package com.github.nullptroma.wallenc.vault.contract

import com.github.nullptroma.wallenc.domain.interfaces.IVault

Vot
* Xennepbl ¢unbTpaumm cnmcka vault'os no [VaultDescriptor].
*
* Bce peanusauuu vault'a obs3aHbl 6biTb [DescribedVault];
* [described] otbpacbiBaeT Te, 4YTO He COOTBETCTBYWT KOHTPaKTy (Ha cnydvau
* BCNoOMOraTesibHblX TeCT-OBOWHWUKOB U T.M.).
*/
fun List<IVault>.described(): List<DescribedVault> = filterIsInstance<DescribedVault>()

val List<DescribedVault>.locals: List<DescribedVault>

get() = filter { it.descriptor is VaultDescriptor.LocalDevice }

val List<DescribedVault>.remotes: List<DescribedVault>

get() = filter { it.descriptor is VaultDescriptor.LinkedRemote }

730



O 00 N oo U A W N =

=
(<]

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

IMPUJIOKEHHUE A.9
Monyns :task-runtime

Ucxonmusrit daiin task-runtime/src/main/java/com/github/nullptroma/wallenc/task/

package com.github.nullptroma.wallenc.task.runtime

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

runtime/TaskOrchestrator.kt

com.github.nullptroma.wallenc.domain.errors.WallencException

com.github.nullptroma.wallenc.domain.errors.toWallencException

com.github.nullptroma.wallenc.domain.tasks.
com.github.nullptroma.wallenc.domain.tasks.
com.github.nullptroma.wallenc.domain.tasks.
com.github.nullptroma.wallenc.domain.tasks.
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
com.github.nullptroma.wallenc.domain.tasks
kotlinx.coroutines.CancellationException
kotlinx.coroutines.CoroutineDispatcher
kotlinx.coroutines.CoroutineScope
kotlinx.coroutines.Job
kotlinx.coroutines.SupervisorJob
kotlinx.coroutines.delay
kotlin.coroutines.coroutineContext
kotlinx.coroutines.ensureActive
kotlinx.coroutines.flow.MutableStateFlow
kotlinx.coroutines. flow.StateFlow
kotlinx.coroutines.flow.asStateFlow
kotlinx.coroutines.launch
java.util.Collections

java.util.UUID

java.util.concurrent.ConcurrentHashMap

class TaskOrchestrator(

private val ioDispatcher: CoroutineDispatcher,
) : ITaskOrchestrator {

731

ITaskOrchestrator
PipelineState
PipelineTask
PipelineWork

.TaskContext
.TaskForegroundItem
.TaskForegroundUiState
.TaskId

.TaskLogKey
.TaskLogLevel
.TaskLogLine
.TaskProgressLabel
.TaskProgress
.TaskRunState
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60
61
62
63
64
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77
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79
80
81

private val pipelineSupervisor = SupervisorJob()

private val scope = CoroutineScope(pipelineSupervisor + ioDispatcher)

private val tasksById =
Collections.synchronizedMap(linkedMapOf<TaskId, PipelineTask>())

private val cancelRequested = ConcurrentHashMap<TaskId, Boolean>()
private val runningJobs = ConcurrentHashMap<TaskId, Job>()
private val delayedForegroundJobs = ConcurrentHashMap<TaskId, Job>()

private val visibleForegroundTaskIds =

Collections.synchronizedSet (linkedSet0f<TaskId>())

private val pipelineState = MutableStateFlow(PipelineState(emptyList(), emptySet()))
override val pipelineState: StateFlow<PipelineState> = pipelineState.asStateFlow()

private val logLock = Any()
private val logBuffer = ArrayDeque<TaskLogLine>(MAX LOG LINES + 1)
private val loglLines = MutableStateFlow<List<TaskLogLine>>(emptyList())

override val loglLines: StateFlow<List<TaskLoglLine>> = loglLines.asStateFlow()

private val foregroundUi =

MutableStateFlow<TaskForegroundUiState>(TaskForegroundUiState.Hidden)

override val foregroundUi: StateFlow<TaskForegroundUiState> =

_foregroundUi.asStateFlow()

private fun onRunningProgress(taskId: TaskId, progress: TaskProgress) {
replaceTask(taskId) { it.copy(state = TaskRunState.Running(progress)) }
emitState()
emitForegroundUiState()

override fun enqueue(
title: String,
dispatcher: CoroutineDispatcher,
work: PipelineWork,
busyStorageUuid: UUID?,
locksVaultStorageList: Boolean,
): TaskId {
val id = TaskId()
val task = PipelineTask(
id = id,
title = title,
enqueuedAtMs = System.currentTimeMillis(),
dispatcher = dispatcher,
state = TaskRunState.Queued,
busyStorageUuid = busyStoragelUuid,
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82 locksVaultStorageList = locksVaultStoragelList,
83 )

84 synchronized(tasksById) {

85 tasksById[id] = task

86 }

87 emitState()

88 launchTask(id, work)

89 return id

90 }

91

92 override fun cancel(taskId: TaskId): Boolean {

93 val exists = synchronized(tasksById) { tasksById.containsKey(taskId) }
94 if (!exists) return false

95 cancelRequested[taskId] = true

96 runningJobs[taskId]?.cancel()

97 delayedForegroundJobs. remove(taskId)?.cancel()
98 return true

99 }

100

101 override fun cancelAll() {

102 val ids = synchronized(tasksById) { tasksById.keys.tolList() }
103 for (id in ids) {

104 cancelRequested[id] = true

105 runningJobs[id]?.cancel()

106 delayedForegroundJobs. remove(id)?.cancel()
107 }

108 }

109

110 override fun appendPipelinelLog(level: TaskLoglLevel, key: TaskLogKey) {
111 appendLoglLine(level, message = "", logKey = key)
112 }

113

114 private fun replaceTask(id: TaskId, fn: (PipelineTask) -> PipelineTask) {
115 synchronized(tasksById) {

116 val cur = tasksById[id] ?: return

117 tasksById[id] = fn(cur)

118 }

119 }

120

121 private fun emitState() {

122 val snapshot = synchronized(tasksById) {

123 tasksById.values.tolList()

124 }

125 val running = snapshot

126 .asSequence()
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127
128
129
130
131
132
133
134
135
136
137
138

139

140
141
142
143
144
145
146
147
148
149
150
151
152
153
154

155

156
157
158
159
160
161
162
163
164
165
166
167
168
169
170

.filter { it.state is TaskRunState.Running }

.map { it.id }
.toSet ()

_pipelineState.value = PipelineState(

tasks = snapshot,

runningTaskIds = running,

private fun emitForegroundUiState() {

private fun appendLoglLine(level: TaskLogLevel, message:

null) {

val visibleItems = synchronized(tasksById) {

}

_foregroundUi.value = if (visibleItems.isEmpty()) {

tasksById.values

.filter { visibleForegroundTaskIds.contains(it.id) && it.state is
TaskRunState.Running }

.map {
TaskForegroundItem(
taskId = it.id,
title = it.title,

progress = (it.state as TaskRunState.Running).progress,

TaskForegroundUiState.Hidden

} else {

TaskForegroundUiState.Visible(visibleItems)

val line = TaskLoglLine(

)

timestampMs = System.currentTimeMillis(),
level = level,

message = message,

logKey = logKey,

synchronized(logLock) {

if (logBuffer.size >= MAX LOG LINES) {
logBuffer. removeFirst()

}
logBuffer.addLast(line)
_logLines.value = logBuffer.tolList()
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172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187

188

189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214

private fun launchTask(taskId: TaskId, work: PipelineWork) {
replaceTask(taskId) { it.copy(state = TaskRunState.Running(null)) }
emitState()

val showForegroundJob = scope.launch {

delay (FOREGROUND DELAY_MS)

val shouldShow = synchronized(tasksById) {
val task = tasksById[taskId] ?: return@synchronized false
task.state is TaskRunState.Running

}

if (shouldShow) {
visibleForegroundTaskIds.add(taskId)
emitForegroundUiState()

}
delayedForegroundJobs[taskId] = showForegroundJob

val dispatcher = synchronized(tasksById) { tasksById[taskId]?.dispatcher } 7:
ioDispatcher

val runJob = scope.launch(dispatcher) {
val ctx = TaskContextImpl(
taskId = taskId,
onRunningProgress = { p -> onRunningProgress(taskId, p) },
appendLog = { level, msg, key -> appendLoglLine(level, msg, key) },

try {
if (cancelRequested[taskId] == true) {
throw CancellationException("Task cancelled before start")
}

work.run(ctx)

replaceTask(taskId) { it.copy(state TaskRunState.Completed) }
} catch (_: CancellationException) {

replaceTask(taskId) { it.copy(state = TaskRunState.Cancelled) }
} catch (e: TaskFailedException) {

replaceTask(taskId) {

it.copy(state = TaskRunState.Failed(e.error))

}
} catch (e: Exception) {
replaceTask(taskId) {
it.copy(state = TaskRunState.Failed(e.toWallencException()))
}
} finally {
cancelRequested. remove(taskId)
runningJobs. remove(taskId)
delayedForegroundJobs. remove(taskId)?.cancel()
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215 visibleForegroundTaskIds.remove(taskId)

216 emitState()

217 emitForegroundUiState()

218 }

219 }

220 runningJobs[taskId] = runJob

221 }

222

223 private class TaskContextImpl(

224 override val taskId: TaskId,

225 private val onRunningProgress: (TaskProgress) -> Unit,
226 private val appendLog: (TaskLoglLevel, String, TaskLogKey?) -> Unit,
227 ) : TaskContext {

228 override suspend fun reportProgress(fraction: Float?, label: TaskProgressLabel?) {
229 onRunningProgress(TaskProgress(fraction, label))

230 }

231

232 override fun log(level: TaskLogLevel, message: String) {
233 appendLog(level, message, null)

234 }

235

236 override fun log(level: TaskLogLevel, key: TaskLogKey) {
237 appendLog(level, "", key)

238 }

239

240 override fun fail(error: WallencException): Nothing {
241 throw TaskFailedException(error)

242 }

243

244 override suspend fun ensureNotCancelled() {

245 coroutineContext.ensureActive()

246 }

247 }

248

249 private class TaskFailedException(val error: WallencException) : RuntimeException()
250

251 companion object {

252 private const val MAX LOG LINES = 500

253 private const val FOREGROUND DELAY MS = 1 00OL

254 }

255 }

256
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Ucxonnbrit daiin task-runtime/src/test/java/com/github/nullptroma/wallenc/task/

runtime/TaskOrchestratorTest. kt

package com.github.nullptroma.wallenc.task.runtime

import
import
import
import
import
import
import
import
import
import

import

com.github.nullptroma.wallenc.domain.errors.WallencException
com.github.nullptroma.wallenc.domain.tasks.TaskLogLevel
com.github.nullptroma.wallenc.domain.tasks.TaskProgressLabel
com.github.nullptroma.wallenc.domain.tasks.TaskRunState
kotlinx.coroutines.ExperimentalCoroutinesApi
kotlinx.coroutines.test.StandardTestDispatcher
kotlinx.coroutines.test.advanceTimeBy
kotlinx.coroutines.test.advanceUntilIdle
kotlinx.coroutines.test.runTest

org.junit.Assert.assertTrue

org.junit.Test

@OptIn(ExperimentalCoroutinesApi::class)

class TaskOrchestratorTest {

private val dispatcher = StandardTestDispatcher()

@Test

fun enqueueCompletesTask() = runTest(dispatcher) {

val orchestrator = TaskOrchestrator(dispatcher)

val id = orchestrator.enqueue(

title = "Test",
dispatcher = dispatcher,

work = { ctx ->

ctx.reportProgress(0.5f, TaskProgressLabel.SyncPreparing(1))

b
)
advanceUntilIdle()
val task = orchestrator.pipelineState.value.tasks.first { it.id == id }

assertTrue(task.state is TaskRunState.Completed)

@Test

fun cancelAllMarksRunningTaskCancelled() = runTest(dispatcher) {

val orchestrator = TaskOrchestrator(dispatcher)

val id = orchestrator.enqueue(

title = "Long",
dispatcher = dispatcher,
work = { ctx ->

ctx.reportProgress(null, null)
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kotlinx.coroutines.delay (60 _000)
}
)
advanceTimeBy (1)
orchestrator.cancelAll()
advanceUntilIdle()

val task = orchestrator.pipelineState.value.tasks.first { it.id == id }
assertTrue(task.state is TaskRunState.Cancelled)
}
@Test
fun cancelMarksTaskCancelled() = runTest(dispatcher) {
val orchestrator = TaskOrchestrator(dispatcher)
val id = orchestrator.enqueue(
title = "Long",
dispatcher = dispatcher,
work = { ctx ->
ctx.reportProgress(null, null)
kotlinx.coroutines.delay (60 000)
b
)
advanceTimeBy (1)
orchestrator.cancel(id)
advanceUntilIdle()
val task = orchestrator.pipelineState.value.tasks.first { it.id == id }
assertTrue(task.state is TaskRunState.Cancelled)
}
@Test
fun failRecordsFailedState() = runTest(dispatcher) {
val orchestrator = TaskOrchestrator(dispatcher)
val id = orchestrator.enqueue(
title = "Fail",
dispatcher = dispatcher,
work = { ctx ->
ctx.fail(WallencException.Storage.FileNotFound())
}
)
advanceUntilIdle()
val task = orchestrator.pipelineState.value.tasks.first { it.id == id }

val failed = task.state as TaskRunState.Failed

assertTrue(failed.error is WallencException.Storage.FileNotFound)

@Test
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89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116

fun progressUpdatesRunningState() = runTest(dispatcher) {
val orchestrator = TaskOrchestrator(dispatcher)
val id = orchestrator.enqueue(
title = "Progress",
dispatcher = dispatcher,
work = { ctx ->
ctx.reportProgress(0.25f, TaskProgressLabel.SyncCompleted)
}
)
advanceUntilIdle()
val task = orchestrator.pipelineState.value.tasks.first { it.id == id }
assertTrue(task.state is TaskRunState.Completed)

@Test
fun logAppendsLine() = runTest(dispatcher) {
val orchestrator = TaskOrchestrator(dispatcher)
orchestrator.enqueue(
title = "Log",
dispatcher = dispatcher,
work = { ctx ->
ctx.log(TaskLogLevel.Info, "hello")
b
)
advanceUntilIdle()

assertTrue(orchestrator.logLines.value.any { it.message == "hello" })
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MPUJIOKEHUE A.10
Monyns :other

Ucxonuerit daiin gradle/gradle-daemon-jvm.properties

#This file is generated by updateDaemonJvm
toolchainVersion=21
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HNPUJIOKEHUE b

IIporpaMmHast TOKyMEHTALUS

NPUJIOKEHUE b.1
0O630p mporpammHoro npoaykra Wallenc

Wallenc — wmoOwibHOe mnpuniokenue s Android: VaultsManager
oObenuusieT vault (onuH nokanbHbIA U yaanéHHbeie 1o OAuth), BHYTpU Kaxkaoro
vault monp30BaTenb ynpasiseT storage ¢ ¢aiiaMu U KIMEHTCKUM IIH(PPOBAHUEM.
[IponykT HE HCMONB3yeT COOCTBEHHBIM CEpBEp; B3aUMOJECHCTBHE C OOIaKOM

BhITIONTHSIETCA uepe3 APl BHemHux nposaiinepos nocie OAuth.

INPUJIOKEHUE Bb.2

Texnuueckoe 3aganue (BbIAEPIKKA)

HaumeHnoBanue: MOOWIbHOE MPUIIOKECHHUE I 3alIUIIEHHOTO XpaHCHUS

I0JIB30BaTeILCKUX MaHHBIX (Wallenc).

OcHoBaHMe 1Ji pa3pad0OTKM: TPOU3BOACTBEHHAs MpakTHKa, 3aaanue OO0

HM® «Heiiporex», Hartpasienue 09.03.04.

Ha3nayenmue: obecrieueHue KOH(PUACHIINATBHOTO XpaHEeHUs

MOJTb30BATEILCKUX JAHHBIX HA HETOBEPEHHBIX XPAHIMIIUIIAX.
TpeboBanus k gyHkuusimM: cM. Tadi. 2 (riasa 1).

TpeOoBanuss K HaAEKHOCTH: YCTOMYMBOCTb K IIPEPBIBAHHIO ONEpalUi

mU(pPOBAHMS; BOCCTAHOBJICHHE METaJaHHBIX U3 Room.

Craguu  pa3pa0oTKu: AaHANUTHYECKUH  OTall; pealnu3anus  s1apa;

TECTUPOBaHUE; OPOPMIICHUE TOKYMEHTALIUU.

Iopsinok KOHTPOJISA: MOIYJbHBIE W PYyYHBIE HCHBITAHUSA MO MPOrpamme

(HIXKE).

741



HHPUJIOKEHME B.3

[IporpammMa u METOIMKA UCTIBITAHUI

WcnpiTanus npoBOIATCS Ha ycTpoicTBe win smyisatope Android. Marpuna
cueHapueB — Tabn. 9. Kputepuil npuémMku: oTCyTCTBHE OJIOKUPYIOMIMX Ae(PEKTOB

no cueHapusm T-1-T-6.

INPUJIOKEHUE b.4

OT4éT 0 pe3ynbrarax UCIBITAHUN

PesynbraTel mpuBeneHst B Tabm. 13 (tmaBa 5). MompynbHbIE TECTHI

Kpunrorpapuu — MpPOIECHBI.

IHPUJTOXEHME b.5

PYKOBO,Z[CTBO ITOJIB30BaTCJIA

IMPUJIOKEHME B.5.1

YcranoBka

Ycranosute APK c6opku debug/release, momydenHoit ot pazpaboTynka, Win
cobepute npoekt u3 penoszuropust GitLab IODY. Pazpemute goctyn k ¢aitioBoit

CHUCTEMC ITPU 3alIPpOCC CUCTEMBI.

IMPUJIO’KEHME B.5.2

[TepBrIit 3amyck u storage B ToKajabHOM vault

a) Ortkpoiite mpunoxkenue Wallenc.

0) Ha »skpane «okanbHbie vaulty (cmucok storage B €AMHCTBEHHOM

LocalVault) Haxxmute «+» nmst co3ganus storage.

B) YKaxXuTe MM storage v MOATBEPAUTE CO3TaHUE.
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21135 vV ).

Cratyc:

JlokanbHOe XpaHunuuie

Local enc
JocTynHo: aa
®dannos: 5

Paamep: 1264 @
BupTyanbHoe: HeT

3awudposaHo (OTKPbITO)
d45b0125-2c7a-4bd1-9d7f-c278d0f 5b9cc

Wolot:1
JocTtynHo: na
Qannos: 2
Paamep: 624
BupTtyanbHoe: ga

He 3awmnppoBaHo
17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

[ nokanbhoe

Pucynox b.1 — Dkpan cnmcka storage (JiokanbHbIN vault)
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MNPUJIOKEHUE B.5.3
[udposanue storage

a) BriOepure storage B criucke.
0) Bribepure nelictBrue «BxirounTh mudpoBaHUE».

B) BBenute nmapons (Mactep-kiod) U noarsepaute. Baxkno: 6e3 mapons

BOCCTAaHOBJICHUC HCBO3MOXKHO.
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21:36 B V >_

BkntounThb WndpoBaHmne

Maponb

[] Wudposatb nytu

3anoMHUTbL Naponb

OTMeHa

Pucynok b.2 — Jluanor Bxiatouenus mudpoBaHus
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IMPUJIOKEHME Bb.5.4

OTKpBITHE U 3aKpBITHE 3aUPPOBaHHOTO Vault

a) s 3ammdpoBanHoro vault Beioepute « OTKPBITH.
6) Beenure mapons. [Ipu ycrexe conepkumoe T0CTYITHO ISl IPOCMOTpA.

B) Mcnonw3yiiTe «3aKkpbITh» [J1s1 OJTOKUPOBKHU.
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21:36 B V >_

OTKpbITb 3alINPPOBAHHOE
XpaHUnuile

[Maponb

[] 3anomuutb napons

OTMeHa

Pucynok b.3 — Jluanor oTKpBITUS U 3aKPBITHUS
747



INPUJIOKXEHMUE b.5.5

IlepenMmeHOBaHuE U yaajaeHue

Honroe naxartue win MeHto vault — «llepeumenoBare» / «YaamuTey.

[ToaTBepauTe AEHCTBUE B IUATIOTE.
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21:36 B V >_

Cratyc:

JlokanbHOe XpaHunuuie

Local enc

JocTynHo: aa

®dannos: 5

Paamep: 1264 @
BupTyanbHoe: HeT

3awudposaHo (OTKPbITO)
d45b0125-2c7a-4bd1-9d7f-c278d0f 5b9cc

Wolot:1
JocTtynHo: na
Qannos: 2
Paamep: 624
BupTtyanbHoe: ga

He 3awmnppoBaHo
17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

<6e3 UMeHun>
JocTynHo: aa
dannos.: 1
Paamep: 96

. NMepeumeHoBaTb
BupTtyanbHoe: He

Yaanntb

Pucynok b.4 — Jluanor nepenMeHOBaHUS U YIaJICHUS
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IMPUJIOKEHME B.5.6

Vnanénusie vault u unexc

a) IlepeiimuTte Ha sKpaH ynanéHHBIX vault.
6) Haxwmure «+» — BpIOEpHUTE aBTOpH3aAIUIO SHICKC.
B) Ilpoiiaute OAuth B Opay3epe/BCTpOEHHOM OKHE.

r) Ilocne ycnexa no0aBbTe ynaJl€éHHOE XpaHUIHUIIE.
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21:37 BV >_

Cratyc:

roman.pytkov@yandex.ru

AHpeKkc

Pucynok b.5 — Dkpan ynanéunsix vault
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21:137 BV >_

[106aBNTb XpaHUIuLle

Bbi6epuTe npoBanaepa:

AHpekc

Pucynok b.6 — OAuth Snnexc
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IMPUJIOKEHME B.5.7
Cekpersl u 2FA BHyTpH storage

a) OtkpoiiTe storage (Tocie co3gaHus Uin U3 CIUCKA).

0) Ha skpamne storage nepeiiaure B paszneinbl «CekpeTsl» U «2FAx.
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23:07 » YHukanbHi L] Zarall g @

CuHxpoHusauust xpanunuw, (background) —

Cratyc: :
CUHXpOHM3aUuMsa: rpynna «group-1» — 6/10KUpOBKa

Local

17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

CTaTyCI AOCTYINHO, He 3aLUMd)pOBaHO

@ 2FA TokeHbl (1)

Kogbl n cekpeTbl ABYX(paKTOPHOM
ayTeHTUpUKaLmm

TekcToBble cekpeTbl (1)

3aMeTKU, TOKEHbI U NMPOM3BOJIbHbIE MNMapbl
KNHY-3Ha4YeHne

Ckopo 3aecb noasatca Files, Media n gpyrue Tunbl AaHHbIX.

Pucynok b.7 — Dkpan storage: cexpetsl u 2FA
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B) B paznene 2FA no6assre TOTP-TOKEH; Ha KpaHe oTOOpaxkaeTcs

CT€HEPUPOBAHHBIN KOJI.
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23:07 » YHukanbH! L] Zarall g @

CuHxpoHusauust xpanunuw, (background) —

Cratyc: ;
CuHXpOHU3auumsa: rpynna «group-1» 3aBeplueHa

&y Pionex . _
mr.pytkov@gmail.com / [l

O6HOBNEHME Yepes

19¢ [0 059986

Pucynok b.8 — Dxkpan 2FA ¢ oqHUM TOKEHOM
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IMPUJIOKEHME B.5.8

donoBbIe 3a1aun

Ha skpane 3a1a4 oToOpa)karoTcsl onepanuy MUQpOBaHKUs U CUHXPOHU3ALUY.

YBegomiuenust UHQOPMUPYIOT O 3aBepiueHuH (cM. puc. 12 u 13 B 1. 5).
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IHPUJIO)KEHUE B

CKpUHIIIOTHI TTOJI30BaTEILCKOTO HHTEp(deica
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21135 vV ).

Cratyc:

JlokanbHOe XpaHunuuie

Local enc
JocTynHo: aa
®dannos: 5

Paamep: 1264 @
BupTyanbHoe: HeT

3awudposaHo (OTKPbITO)
d45b0125-2c7a-4bd1-9d7f-c278d0f 5b9cc

Wolot:1
JocTtynHo: na
Qannos: 2
Paamep: 624
BupTtyanbHoe: ga

He 3awmnppoBaHo
17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

[ nokanbhoe

Pucynoxk B.1 — JlokansHbie vault
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21:36 B V >_

BkntounThb WndpoBaHmne

Maponb

[] Wudposatb nytu

3anoMHUTbL Naponb

OTMeHa

Pucynoxk B.2 — Juanor mmudpoBanus
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21:36 B V >_

OTKpbITb 3alINPPOBAHHOE
XpaHUnuile

[Maponb

[] 3anomuutb napons

OTMeHa

Pucynok B.3 — OTtkpsiTue u 3akpsiTue vault
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21:36 B V >_

Cratyc:

JlokanbHOe XpaHunuuie

Local enc

JocTynHo: aa

®dannos: 5

Paamep: 1264 @
BupTyanbHoe: HeT

3awudposaHo (OTKPbITO)
d45b0125-2c7a-4bd1-9d7f-c278d0f 5b9cc

Wolot:1
JocTtynHo: na
Qannos: 2
Paamep: 624
BupTtyanbHoe: ga

He 3awmnppoBaHo
17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

<6e3 UMeHun>
JocTynHo: aa
dannos.: 1
Paamep: 96

. NMepeumeHoBaTb
BupTtyanbHoe: He

Yaanntb

Pucynok B.4 — [lepenmeHoBaHueE U ylalieHHUE
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21:37 BV >_

Cratyc:

roman.pytkov@yandex.ru

AHpeKkc

Pucynok B.5 — VYnanéunnsie vault
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21:137 BV >_

[106aBNTb XpaHUIuLle

Bbi6epuTe npoBanaepa:

AHpekc

Pucynok B.6 — OAuth fAnnexc
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CxeMa cny>xebHbix cyuwHocTtein Room (AppDb)

@ «Database»
AppDb
storageKeyMapDao

storageMetalnfoDao
storageSyncGroupDao

yandexAccountDao \

@DbStorageKeyMap @DbStorageMetalnfo @DbStorageSyncGroup @DbYandexAccount
(

TS

TS

- Mos1b30BaTeNIbCKNN KOHTEHT
accountld : String 8 BJ] He XpaHUTCs
accessToken : String

J

sourceUuid : UUID uuid : UUID groupld : UUID
key : ByteArray metalnfojson : String storageUuids : String
( (

Pucynok B.7 — Cxema Room
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21:37 : BV o

Ouepenb 3agau

3apauu

3akpbiTUe 3alMPPOBAHHOIO XpaHMNMLLa
3aBepLueHo

HOBTODHOG noagKnr4yeHume y,D,aJ'IéHHOFO

XpaHuiniia
3aBepLleHo

TecToBas 3afava (10 c)
Mpowno:6¢c/10¢c

CuHXpoHM3auua xpaHunuuy (sync-tab) 21:
CUHXpOHM3auus: rpynmna «group-1» — 671I0KUpOBKa 2/2

XXypHan

[] XpaHunuuie cosgaHo 21:
I] MpoBepka xpaHunuwa... 21:
] WudposaHue... 21:

] WudpoBaHme BKAHOYEHO 21:

[] XpaHunuuie 3akpbITo 21:
I] MoBTOPHOE NOAKIIOYEHHE... 21:
I] NoBTOp 3anpoLieH 21:
I] TecToBan sagava 3anyujeHa Ha 10 ¢ 21:

|
|
|
|
[I] 3akpbiTHE XpaHunuwa... 21:
|
|
|
|
|

[] CuHxpoHU3aLMa XpaHunumuy, 3anyuieHa (sync-tab) 21

OTMeHUuTb BCe

Pucynok B.8 — Dxpan 3amau
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MegaFon pre-5G @z B N Z52.%. €D

271:37 erophuk, 26 mas

@ Pexum "He 6ecnokonTb” GyAeT BKIIOUEH A0 €ro
OTKJTIOUYEHUS.

Wallenc 21:37

CuHXpOHM3auua xpaHnnuuy (sync-tab)

CuHXpoHU3aUuMA: rpynna «group-1» —
6noknpoBka 2/2...

TectoBas 3agayva (10 c)
Mpowno:9c/10c

OTMeHa

top-nullptr-s25

) Termux
— 1 session

yBeOOMMNEeHUM Oumnctutb

Pucynok B.9 — VYBegomiienue o 3agadax
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23:07 » YHukanbHi L] Zarall g @

CuHxpoHusauust xpanunuw, (background) —

Cratyc: :
CUHXpOHM3aUuMsa: rpynna «group-1» — 6/10KUpOBKa

Local

17e0c63c-c1b9-5b70-9de3-5050e4cfe3a3

CTaTyCI AOCTYINHO, He 3aLUMd)pOBaHO

@ 2FA TokeHbl (1)

Kogbl n cekpeTbl ABYX(paKTOPHOM
ayTeHTUpUKaLmm

TekcToBble cekpeTbl (1)

3aMeTKU, TOKEHbI U NMPOM3BOJIbHbIE MNMapbl
KNHY-3Ha4YeHne

Ckopo 3aecb noasatca Files, Media n gpyrue Tunbl AaHHbIX.

Pucynok B.10 — Dkpan storage: cekpetsl u 2FA
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23:07 » YHukanbH! L] Zarall g @

CuHxpoHusauust xpanunuw, (background) —

Cratyc: ;
CuHXpOHU3auumsa: rpynna «group-1» 3aBeplueHa

&y Pionex . _
mr.pytkov@gmail.com / [l

O6HOBNEHME Yepes

19¢ [0 059986

Pucynok B.11 — Dxkpan 2FA ¢ TokeHOM
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